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Introduction to machine learning

(0.5 F"r@.ciw:&cn ‘oY (oo |
06| «> 2 error I 0.6
0.2 -; , 0 _ 0.2
0 ’ 0 0
y \0/) {0

M, (x) £(M,,(x),y)

Fﬂarameﬁer

S e

Optimization

Optimization: How to choose the model parameter w to minimize the loss ?



Introduction to optimization

L - Smoothness assumption

Goal: error on the whole dataset I
> . Lw) < LW +(VLW),w—w) +=[lw—w'|?
W =argmin { L) = Y LM, (0, | :
v (x,y)EYD Gradient Descent

| Question: How fast is Gradient Descent ?

\ ~ o
n _
| « Linear » convergence rate
t _——> ilterations
Iw' —w*|I? < (1 - %) Iw? — w2
\_ o N - Fw)>ZLWH+(VZW),w—w +%Hw — w!||?

hardiess of the optimization

L/u : condition number K- Strong COﬂVeXity assumptiOﬂ



Motivations and challenges of distributed optimization

Motivations: 1
- Data sources or computing resources are distributed Z = s Z Z,
- Keep the data stored on the user’s device for privacy ‘€l
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Motivations and challenges of distributed optimization

Motivations:

- Data sources or computing resources are distributed
- Keep the data stored on the user’s device for privacy
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Motivations and challenges of distributed optimization

Motivations:
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ll. Byzantine-robust distributed optimization

1) The centralized setting

From Inexact Gradients to Byzantine Robustness: Acceleration and Optimization under Similarity,

G., Dieuleveut and Hendrikx, 2026 (under review)

a. The inexact gradients formulation

12



Basics of distributed optimization

\\\\\
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Goal: min {ff(W) =

w
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Basics of distributed optimization
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L(w) =—
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Basics of distributed optimization with f adversaries

Goal: min {%(W) =

w
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Basics of distributed optimization with f adversaries

Goal:rrgn{%(w)= |horllest| > szi(w)}
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Basics of distributed optimization with f adversaries

Goal:rrgn{%(w)= |horllest| > szi(w)}

i honest
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Basics of distributed optimization with f adversaries

Goal: min {Sjl(w) = |horllest| Z Qi(w)}

w
iehonest

& Simply averaging the messages is not robust &

gl = VL, (W) ;gt g’\ J ~ L / Definition - (f, ) robust aggregation (Allouha et al. 2023
S—— gt g 3 . % 5 gt _ Vg (Wt)
%," E ““ gi — 6 6 Qd\/@.\"SinﬁS For any g, ..., &, e Rd,
S B i %= 1 F g =Bl <o P g =B
527 2(W) g " | honest| l

3 h t

N VL) | i hones
84 = 4 |
VZi;w') quality of F

» Geometric Median [Yin et al 2018]

- [1] [1] [1] [1]
» Coordinate-Wise Trimmed Mean [Yin et al 2018] Aggregation GM CWIM Krum Huber | Lower Bound

2
> Krum [Blanchard et al 2017] y 4(1 S ) 6(1 6/ ) 6.f (1 6/ ) 2 I
» Huber-like estimator (G., Dieuleveut and Hendrikx, 2026)

- etc. [1]: Allouha et al 2023



Robust average of gradients as an inexact gradient oracle

- S ——— e ——— - e — —

| Assumption - (G,B) Heterogeneity

(Z)ichonest satisty

| |hOI11€St| ziehonest IVZiw) = Vgh(w)”2 < G”+ 1!32||V<3%(W)||2

\_
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Op%imum Hesstalns szfi — Vzgj

Definition - (f, v) robust aggregation (Allouha et al. 2023
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the optimization literature

| Consequence (G., Dieuleveut & Hendrikx, 2026)

gw)=FVZ Ww),....VZ (w))isa (( 2 @) inexact gradient oracle:

18W) = VL WII* < &+ allVLW)I°, with * = vG? and a = vB?

has studied inexact

gradients for >15 years
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Tightness of the inexact gradient abstraction
- [lgw) = VLI < 2+ all VL), with 2 = vG2 and @ = 1B

Question: When is g¢(w) non-informative?

Answer: If g(w) = 0 the optimization is stuck. It happens for ||VZW)||* <

e __ —_ m— — = e

| Theorem - Lower bound (Allouah et al., 2024)

Matches for v optimal

f
n—2f

Under (G, B)-Heterogeneity the best achievable error is

fG* 1G> Le. V=

A 2 ~ AN AR\ AU
”V‘%fl(w)” ~ N — (B2_|_2)f and %(W) %(W ) ™~ u(n — (B%+2)f)

| Theorem - Upper bound (Ajalloeian and Stitch, 2020)

Let Z, be u-strongly convex and L-smooth, then GD with (¢?; a)-inexact oracles and a < 1 yields

2

Zwh —F < (1 —(1- a)%) (Z(wp) — &) A M(f_ 3




Tightness of the inexact gradient abstraction

The inexact gradients formulation is tight for Byzantine-robust optimization

We focus on optimization methods based on inexact gradients

Since one computation of g(w) = one communication:

Question:
k Can we communicate less than with distributed gradient descent ?

- _— _— — — _—

21



|. Introduction

ll. Byzantine-robust distributed optimization

1) The centralized setting

From Inexact Gradients to Byzantine Robustness: Acceleration and Optimization under Similarity,

G., Dieuleveut and Hendrikx, 2026 (under review)

a. The inexact gradients formulation
b. Acceleration

c. Optimization under Similarity

2) The decentralized setting
l1l. Differential privacy

IV. Conclusion and perspectives
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Fast algorithms using inexact gradients

Question:
Can we have the optimal
L wh — &£ < Optimization Error + Asymptotic Error asymptotic error and
acceleration?
| o |
2 - ‘
(6% a)-Inexact Oracles call required for Asymptotic Error Condition on a

: ig C
gradient method | Optimization Error < ¢

|
|
_ | ————
p— e

GD
non-accelerated o B
rake
SOTA accelerated
methods 2]

< e —

accelerated rake

G., Dieuleveut &
Hendrikx, 2026

[2] cf. Schmidt et al. 2011, Devolder et al 2014, Vasin et al. 2023, Kornilov et al. 2025, Vasin et al. 2025
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An accelerated Inexact Extra-gradient Method

3
Accelerated Inexact Extra-gradient[ /

{ Input: w¥ = wj9, oracle sampler VL
, Theorem (G., Dieuleveut & Hendrikx 2026) \ Parameter: © € (0,1), 5, 0, K
| | Fort=0,....T—1do
p wy=1w' + (1 - T)w]ﬁ
Let %, be pu-strongly convex and L-smooth, and g a ({2, a)-inexact ; ) w]f“ = ! — 08w
gradient oracles with a < 1/16. For @ = 1/2°°L, n = min (21 : 241), and p Wit =w'+ W(W;H —w') — ﬂé’(W;H)
g End For
e (Ou Op Output: w!
7 = IMin (E, K), we have f
T . T S
G = o) < 0((1 = py R+ )
| where
p = ®< min (\/%ﬁ)) and R = 2A[W° — w*||2 + w0 — L(w*) | optimal error

N

accelerakted ratbe

U a S/u/L

[3] Based on Kovalev et al 2022
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Fast algorithms using inexact gradients

Question:
Can we go faster than GD
N o < N :
Z,w") — £ < Optimization Error + Asymptotic Error when a > \/% 2
%; \
2 i ‘
| t | Oracles call required for
(¢, a@)-Inexac | q Asymptotic Error Condition on a

Optimization Error < ¢

gradient method

—_——

GD
non-accelerated e B
rake
SOTA accelerated
methods 2]

< e —

accelerated rake

G., Dieuleveut &
Hendrikx, 2026

(acc. extra grad)

[2] cf. Schmidt et al. 2011, Devolder et al 2014, Vasin et al. 2023, Kornilov et al. 2025, Vasin et al. 2025



|. Introduction

ll. Byzantine-robust distributed optimization

1) The centralized setting

From Inexact Gradients to Byzantine Robustness: Acceleration and Optimization under Similarity,

G., Dieuleveut and Hendrikx, 2026 (under review)

a. The inexact gradients formulation
b. Acceleration

c. Optimization under Similarity

2) The decentralized setting
l1l. Differential privacy

IV. Conclusion and perspectives
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Leveraging a proxy of the loss function

S—

|dea: change the topology to reduce the condition number L/u

Forward-backward splitting <, = (&, — :9/;) + &

forward step &«

\“‘-+> backward step

Proximal Inexact Gradient under Similarity (PIGS)

- R
. R A~ 1 A~

W, = argmin (g(w,) — VL (w),w) +—|[w — Wt”z + Z(w)

w N ———— | — 2’7 S—
H

small smoothiness constant th@‘?

proxy
- 4

28




An alternative notion of inexact gradients is needed

o - T e — — e —

Definition - (¢?, @)-Inexact oracles Assumption - Pairwise Hessian similarity

For any i,j honest

“Vzgz(w) o Vzgj(w)llop S A

For &, u-strongly convex
18(w) = VEWIIZ < &%+ au?llw — w*||?

|
|

implies [|2(w) — VEW)|? < &2 + al|lVZw)|?

_— [ — = ———— — = — e ——

Proposition (G., Dieuleveut & Hendrikx 2026)

If also (Z)).chonest are convex, gw) = F(VZ(w),...,VZ(w)) is a (&2, @)-inexact oracle with

2 2A?
2=y Y IVZWHI* and @ =v—

h t 2
| honest | i e honest H

\_ _




Convergence of Proximal Inexact Gradient with Similarity

| Theorem - Convergence of PIGS (G., Dieuleveut & Hendrikx 2026)

Assume g(w) is a (£?, &) inexact oracle with @ < 1/4, and <, — Z is A-smooth

Z(wr) — (W) S (1

12A (1—4a@)  u(l —4a)

\_

! )TAnwo—w*nZ, e

independent of L

Question: to what extent is A/u smaller than L/u ?

30
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Convergence of Proximal Inexact Gradient with Similarity

_— - S —_—

p ——

r 2
Allwo = weII>

Theorem - Convergence of PIGS (G., Dieuleveut & Hendrikx 2026)

Assume g(w) is a (£?, &) inexact oracle with @ < 1/4, and <, — Z is A-smooth

CZ

op%imat error

%<WT>—%<w*>s<1 - )

12A (1 — 4d)

\_

independent of L

Question: to what extent is A/u smaller than L/u ?

—~ 4
— Let &L « £ in empirical risk minimisation:[ ]
~ (L 1
ot
H H A2

- u(l — 4a) }

; ‘| [ =]
) |
:

[4] Hendrikx et al 2020



Combining acceleration and similarity

Question:
Can we have acceleration and |

L wh — &£ < Optimization Error + Asymptotic Error similarity ?

b !

1w |

u“ ) M
I

Asymptotic Error Condition on «a
|

(&%, a)-Inexact | Oracles call required for
gradient method 1 Optimization Error < ¢

|
|
|
|
—— _“4 _—
&

GD

- G., Dieuleveut &
Hendrikx, 2026 |

(acc. extra grad) ’?

o G., Bieuleeuf &
Hendrikx, 2026

(PIGS)

27977



Combining acceleration and similarity

Question:
t . L . Can we have acceleration and |
2w — & < Optimization Error + Asymptotic Error similarity ?
, | | | \_
(67, @)-Inexact Oracles call required for Asymptotic Error w Condition on «

|
gradient method 1 Optimization Error < & | s‘;
'1 |

GD

o ., bieuleut &
Hendrikx, 2026

(acc. extra grad)

:ieuleut &
Hendrikx, 2026
(P1GYS)

G., Dieuleveut &

Hendrikx, 2026 ! @ é lOg(l/S)
(acc. extra grad prox.); Iz




Experiments - logistic regression on MNIST

Train Loss

109 e
1N Q
T R
‘ N o )
: '\.\. ........
: ~ T
10-1 4 \,\' ...........
: : \, _._;.:-:Jl—l— 1
" s I B
:‘ E | | | | | |
| : 0 25 50 75 100 125 150 175 200
AN = R ;
102 - ¥
0 1000 2000 3000 4000 5000
Communication Rounds
—])-GD PIGS — = Acc. ExtraGrad Prox — - Acc. ExtraGrad
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ll. Byzantine-robust distributed optimization

2) The decentralized setting

A Unified Analysis of Byzantine Robust Gossip
G., Dieuleveut & Hendrikx, ICML 2025
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Decentralized optimization with adversaries

Goal: mvgn{%(w)z lhoiestl Y Qi(w)}

ichonest

Setting:
» Synchronous communication

» Nodes in a graph G

» Each honest node has at most f Byzantine neighbors

| Question:
[k How to communicate robustly in graphs?

-~ -
-~ -
- -
-~
-~ -
-~ -
-
-
-~ -
-
- -
-~
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Decentralized communication with adversaries

1 w0
Goal: min {%(w) = Z Z, (w)} 2 .
" [ honest] ichonest I = \‘ """"" .

Setting:

L v ¥
» Synchronous communication =
» Nodes in a graph G _J°
» Each honest node has at most f Byzantine neighbors 0

1 Question:

h
0 |
| honest | Z Wi [k How to communicate robustly in graphs?
iehonest R o

Sub-goal: W) =

/ - e e R ——

| Definition - r-Robust communication (G., Dieuleveut & Hendrikx 2025)

1 2 1 y) |
Z H wl.t—Wg H <r Z H wl.O—Wg H with r < 1

h
| honest | iechonest | honest | iehonest

\_

=~ -
~ -
- -
-~
-
-

-~ -
-
-~ -
-
- -
-~

-
- -
-
- -
- -
-
-
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Gossip communication in graphs without adversaries

- SR T R k_ ok
Gossip update of node i : wi™' = w! nzjemghbors(i) (Wi —wy)

Denoting the Laplacian matrix L. = Diag(degrees) — Adjacency
Wi
and W = | : symmetric positive semi-definite

: 1
w! kerL=Span< : )
1

(Gossip): Wil = I —yL)W' = (I — yL) WY

— - — — ESS P e — B -

Theorem - (Boyd et al. 2006)
Let 0 = 4;(L) < L,(L) £ ... £4,(L), thentory =1/4 (L)

Jo(L) W

An(L)

!
W — WO < (1 ) WY — WO|I%2, where W° =

WO

|l
|

-~ -
-~ -
- -
-~
-
-

-~ -
-
-~ -
-
- -
-~
-

-
- -
-

-
-
-
L.
-
-
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y(LL) measures the graph’s connectivity

Highly Wealkly
connected < — — — 7 connected
(dense) | . . . (s parse)
complete graph | d-dimensional torus (d = 2 log n) circle graph

| 1 1
=0 N —
A, =2n
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The Robust Gossip Method ., bieuleveut & Hendrikx 2025)

0
. : k+1 k k k "
o ! — Y — o . O 1
Gossip update of node i : w; w; nzj & neighbors() (w; — wy) W, 0
% “} ( ——————— -------- ) W4
| | ‘ - | """"" >
o T’C}bt&S& A A4 4 /,'YAO
: l",, I k,”’ 1
v ¥ g
0o .
v




The Robust Gossip Method ., bieuleveut & Hendrikx 2025)

\

k+1 k k k wy
- . — —_ —_ . 1
F-RG update of node i : w™ =w'—nF ((wl- W )jenelghbors(l-)) w ;
- i 2 e Wy
T = = :
| Definition - Robust summation (G., Dieuleveut & Hendrikx 2025) 5 S A
d ,/’ I k'/ '
Forany z(,...,2, € R g
a”
2 , | — oo
H F(zy5 - 2,) — Z:iehonest <i H S pfziehonest Iz | | € W 6 A"
| =25 TTTeeell
/)" >
- B f _ _ 0 2
- ) \ S - W3 = S

number of byaa\m&ma =

quﬂii%/robusﬁmess of F
vectors i Z7;,...,2,

Examples of robust summation: Let ||z;]] < ... < ||z,

» (Trimmed Sum) Remove the flargest vectors:  F(zy,...,2,) = 2::1 Z; —lp [ p=4

» (Clipped Sum)  Clip vectors larger than the 2f largest one: F(Zyy ey 2,) = ) L min ||z, |z;_ol)

Lzl




F-Robust Gossip is r-robust

algebraic
connectivity of the
honest subgraph

| Theorem - Robustness guarantees (G., Dieuleveut & Hendrikx 2025)

' it A,(L) > 2p f, one step of F-RG yields /
1 2 1 2 (L) — 2
S |w-w s I e B R
| honest | | | honest | | A (L)
i € honest i € honest max
N B N O
; . 1 .
In fully connected graphs: A,(L) = 4, (L) = 2| honest| -  r-robust up to a proportion of Y Byzantine nodes
P
’ Question:

L\ Is the breakdown condition — A,(LL) > 2p f — tight ?
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Spectral limit of robust gossip algorithms

— —— EpS—— = e e = = — = _—

4

| Theorem - Spectral limit (G., Dieuleveut & Hendrikx 2025)

There are arbitrarily sparse graphs, and initial values (wl.o)l-eH, such that,

2f = A,(LL), and for which no decentralized algorithm can be r-robust with r < 1

\_ - -

= = — = =SS

» p =1 is the best we can have

» corresponds to 1/3 adversaries in fully connected graphs

_________
.” ~

-------
-
.” S~

kx;,'"u £ kx;x"u - A""\*\*
I Eﬁ I 227 _mfy =y
= 5 = > ¢ = =

W 1« " « * a " 1« % « *
;\ . L ‘s“ 4
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, % e ot
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: A 2]
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Robust gossip converge to consensus

2 Spectral qap y = o)
7o(L) P T (@)

— = —— ————— e i — e eE—

« RBreakdown rabio » 0 =

Corollary - Convergence to consensus (G., Dieuleveut & Hendrikx, 2025)

t6 < 1, T steps of F-RG yields using Farhadkani et al. 2023

(variance). |hoiest| Z ” Wil _ W}{ H 2 < (I-y(1-6)" IhOiest| Z “ w — H

i e honest i e honest

| o 1 _
(ias) ” Vi - O” }/(1 5)2 | honest| ) H “ ”2

i € honest Consequence

Convergence of decentralized SGD

~ with F-robust gossip communication |

\_

> Trimmed sum-RG corresponds, in fully connected graphs, to NNA (Farhadkani et al 2023)
» Clipping + F-RG with another oracle clipping threshold corresponds to ClippedGossip (He et al. 2022)

Improves over previous breakdown: 6 < 1/y [He et al. 2022] and 6 < 1/\/ | honest| [Wu et al. 2023]



Experiments - robust averaging task

A new alttaclke based on
spectral clustering of the
graph

[2]

5 10 15 5 10 15 5 10 15 5 10 15
t t t t heorebical brealkedowin

—(CS.-RG - OTS-RG A —=— ClippedCossipZ v TOSB upper bound

[1] Farhadkani et al 2023
[2] He et al. 2022

[3] Wu et al. 2023

[4] Baruch et al. 2019

[5] Xie et al. 2020
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lll. Differential privacy

3) Private mean estimation

The Curse of Dimensionality in Privacy: High-dimensional Mean Estimation with Unknown Covariance
G., Linder, Smith, Ullman, Zakynthinou (to be submitted)
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Is anonymisation sufficient to protect privacy? =

‘e
‘e
.

Setting: T4 N
. . . ) . O= '0' I' 1
> Participants with sensitive data &=|.

> Ana|yst m ~ &= Q
. | O =

» Honest but curious adversary ® == Q

s
o & &

Netflix 2006 data challenge:

- Goal: make (unseen) movie suggestions Netflix released dataset Imdb (public)
> Movie rating of 500 000 Netflix movies customers Customer Id: 106 Name: Jon
Customer Id, Movie, Rating, Date In the mood for love ey ¥y 22/01 In the mood for love Yk ys 23/01
| Daniel Blake X% %% 24/02
anonymized data record 300 KNI 12/03

Data leakage [Narayanan and Shmatikov 2007]:
» Used the Internet Movie Database (Imdb)
» re-identified 99% of the users

» Uncovered apparent political orientation & sexual preferences Jon might be a leftisk



Basics of Differential Privacy =)

| Definition - (g, 6)-Differential Privacy (DP) (Dwork et al. 2006)
A randomized algorithm A is (g, 6)-DP it, for X and X’ datasets

differing on one record, and any set S:

PAX) € S) e PAX) e S)+6

e : privacy budget 6 : privacy failure

F?T'Ob&bili&j

Poll: head S Tell the truth

Did you fall asleep in the last 20 minutes ?

N

Flip a coin

head =, Tell the truth

taill 3 Flip a coin =

t -| Li
< > (log3,0) - ¥ ’ )




Ditterentially private mean estimation (informal)

S —————— =—— —

xf Definition - The Gaussian mechanism

| A
>
p i
A(X')
W fX)
\___ 1
_ 1
X = — X;
n
N sup;; ||x; — x| N \/ tr
- n N n




Ditterentially private mean estimation (informal)

S —————— =—— —

ff Definition - The Gaussian mechanism

| A
AX)/
( ) , | dtrX
privacy error: oY
W fX)
\___ _
I,)
_ 1
X==) X
n
N sup;; ||x; — x| N \/ tr
- n T on




Ditterentially private mean estimation (informal)

S ————— —

( "~ Definition - The Gaussian mechanism

| A

< 2
AX) AX) ~ N (f1X), =T

e2

JXT) LX)

——

AX) ~ N (X,

- . __

dimension-

| . tr2 |
statistical error: 4 [ — |

n

K - e —————————————— 7//

_

- <« Lmd&y&hc&enﬁ ” (.Q-*S‘
for ¥ Llow-rank)

.

tr2 Id)

nle?

- - [duX
lL privacy error: o

1

dimension-
d@peb\d@_v\%




Private mean estimation in high dimension

e — e — — —— e — = = = = = —— = — = _ —————

Question
| Can we have a private estimator with dimension-independent error ? e.g. that depends only on X ?

Answer: Yes [Dagan et al. 2024]!

Assumption: The covariance matrix X is known o ;
.« ndependent » of d !
|2 < X | (try/X)> /

|
n

Error: ||A(xy, ..., x,) — u]

| Question
L What if X is not known ?

>Leaning X privately is expensive ...



A Curse of dimensionality in DP gaussian mean estimation

Theorem - Random projector 2 (G., Linder, Smith, Ullman, Zakynthinou 2026)

2 = random orthogonal projection of rank k. For n < k:

| Lamwsampiﬁ reqgime

d
U min Error A(X) > \/% min Error A(X, X)
A A

2 = Diag(oy, ..., 0,), with heavy tailed ;. For tr X ~ log(d)

NN 7 N

| HESh“SOxMFL@. reqgime

d().25

| min Error A(X) > min Error A(X, X)
A 425 4

\— I
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A Curse of dimensionality in DP gaussian mean estimation

- — B — — e - ———
//

/
|

Theorem - Random broiecto { Inder. Smith man. Zakvnthinou 2026)

Question:

s it possible to have a dimension-independent error in private mean estimation? i.e. that depends only on X ?

Answer (G., Linder, Smith, Ullman, Zakynthinou 2026):

Not for n <« d without a strong prior on X




IV. Conclusion and perspectives
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Presented contributions

Part 11.1) - Byzantine-robust centralized optimization
~ Abstraction of the centralized problem

» Fast algorithms: acceleration and a similarity-based methods for inexact gradient problems

Part 11.2) - Byzantine-robust decentralized optimization
» A framework for robust gossip communication
» A tight analysis of the breakdown condition wrt spectral quantities

~ A new attack to stress gossip-based methods

e

e —— — — e — ——

Un-presented contribution

> Insights from a dual approach for Byzantine robust gossip

— R

Part 111.3) - Differential Privacy

> A negative result on dimension-independent private mean estimation

~ A new proof technique to inspect the covariance of the mean estimator
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Perspectives
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Examples of Robust Aggregators

| Definition - (f, ) robust aggregation [Allouha et al. 2023]

» Huber-like estimator (Ours)
Forany g, ..., 8, € R4 and any H C {1,...,n} of size n—f, it holds, |

F(gy, ..., 8,) = argmin, zie” o(l|g — gi”;T”g—gl”,...,”g—gn”)

1
where for yy, ..., y,,y > 0, I1F(gy,....8) —8ull* S v pre= 2 g — g4lI*
ieH

p(y;7) = |y |21|y|ST + 27(|y| = 7/2)1|y|21 , and Ty,.y, = Yn=21) ¥ , — N

» Coordinate-Wise Trimmed Mean [Yin et al 2018]
» Krum [Blanchard et al 2017]

» Geometric Median [Yin et al 2018]

> etc...

Aggregation  Huber cwtMm'" Krum'" oM Lower Bound'"”

2
2f 6f . 6f . _6f Lt f
v n—3f n—2f (1 | n—2f) 6 (1 | n—2f) 4 (1 | n—Qf) n—2f

[1]: Analysis from [Allouha et al 2023]



Differential Privacy =]

Ry 3
. Definition - (g, §)-differential privacy (DP) ® o FER [&=
A g ilE T &
An algorithm A is (g, 0)-DP it, for any dataset X = (x,, ..., x,), and O O O
(4 [ £

neighboring dataset X" such that dyy,;min(X, X') = 1, and any

measurable set S:

PAX) e S) <e!PAX)e S)+6

| AP 4x)($)

T Loy any s, P, 10g< > <el=>21-6
| dl]:DA(X’)(S)
e —— _/ L masaneeeey 2

€ : privacy budget (small) probabiti&v Likelihood ratio

A is randomized _ _
of privacy failure
Example: Who fall asleep in the last 20 minutes ? Randomized response is (g, 0)-DP
e’ 1
Userisend x; € {0,1} with probability and 1 — x; with probability
et + 1 et + 1

¢ T a ™

| when e > 1

1/2 when when € > 1

e—(



Difterentially Private Mean Estimation

E—

Example: Sample Mean

L =B,0.0,  fo..x)=1Y

Definition - The Gaussian Mechanism [Dwork et al 2006]

n

Example: Gaussian Mean Estimation (informal).

letT<I, X%, X NO,E,),  fx),....x,) = iz;xi, A, = y/trx log(n)

n

stakisktical rake

dtr2 log(n/ ~ . .
Aty o X)) R % ZiClip (x: A) + N0, \V tznog( 6) ) ad&g&wa to the effective

dimension

‘ dirx 1
—  with probability >0.99,  [|AGx, ..., x,)||? < L 4 LE0E0D)

n nle?

- log(n/f)

skill dimension-
c&apahe&aﬂ%!

 eBe . X
samsuﬁv&v p =171
Consider f: & — R% and A, := sup [|f(X) =X, Lb dloa(125/5
XXe P AGy, L) ==Y x+ N0, ————1))
2
Then A : X — f(X) + /V(O, 2A210g8(21‘25/5) Id> s (e, 5)-DP
— I EIAGE, - %) = 7 2,517 = O(-5)




A Curse of dimensionality in DP gaussian mean estimation

Setting:
> Take a prior distribution & on (u, X)
» Compare

> Error of « covariance-aware » (&, 6)- DP algorithms

> Error of « covariance-agnostic » (g, 6)- DP algorithms

—— — —

| Theorem - Random Projection X

Prior: 2 uniformly random among the k-dimensional orthogonal

projection, and yu ~ A4 (0,cl))
Parameter: Itn <k, 6 <1/d and e =1, then:

\w-—-btomwso\m[pie reqgime: n < (r >

d
d dk >;2R Ng<£+_>

agnostic =

u

LT R

Naive 4’) )

algoribthm

aware "~
k

Dagan et al. 2024

R, = inf{a2 . 3A (,0)DP, P, 5 .o [IAX,Z) — Il < al > 2/3}
X ~ N, D"
9{agnostic — inf{a2 : dA (89 5)'DPa P,u, >~ D | |A(X) — /4” <al 2> 2/3}
X ~ N (u, X)®"

| Theorem - Heavy-Tailed Diagonal X

Prior: 2 = Diag(oy, ..., 0,), with 1/0, L ¥*(1) and and u ~ N (0,cl))

Parameter: log(d) <n < dY8> and § S 1/n

. h&gk“sampiﬁi regime:;
e ¥ n> r(X)/||Z]], ~ log(d)

- d||Z|I3 —\/C_Z Vi Il

®< ” ) > magnostic —_ ]85 aware ~ n8.5 2

\__

v Dagan et al. 2024
unkiowin cov. algorithm

Dagan et al. 2024



y(LL) measures the graph’s connectivity

HLgkLv
connected <

dens |

(dense) complete graph d-dimensional torus (d = 2 log n)
A, =2n % A~ 14
2 =2n ‘ A, ~ 8log(n)

1

y =1 Yy = ( )

e ——

circle graph

Ay & 1/n?

Waa\w‘bj
— 7 conneckted

(s parse)
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