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Abstract

Modern machine learning is fed by data, which is usually generated by individuals and legal
entities, or, more precisely, by their devices: smartphones, computers, loT devices and other
smart sensors. While sending all the data to a central server on which the model is trained
can be simpler, ethical concerns and legal requirements have pushed for the development of
distributed learning algorithms: keeping the data stored locally, and training the model in
a distributed manner, is a first step towards ensuring the sovereignty of individuals over
their data.

However, involving multiple devices in a distributed learning process opens up two new
threats: some devices could be buggy, crash, or be controlled by hostile parties. The notion
of Byzantine failure refers to such worst-case behavior. When no mitigation strategy is
implemented, Byzantine devices can disrupt the optimization process of the machine learning
model. When the communication is structured by a federating server that centralizes the
learning process, simple mitigations such as a robust average of the information sent by the
clients can be implemented. In contrast, when the devices communicate in a peer-to-peer
— or decentralized — manner, naively implementing those mitigations yields overly biased

algorithms.

The first set of contributions of this thesis focuses on proposing decentralized optimiza-
tion algorithms robust to Byzantine devices. An algorithm is proposed to communicate
robustly by adapting the gossip communication model, in which each client update consists
of approximate averages of its neighbors’ information. The robustness condition of this
algorithm is analyzed, and proven to be tight up to a numerical factor. This algorithm is
then used for decentralized optimization, and a specific attack for the setting is proposed.
Then, we analyze those algorithms through the lens of the dual approach for decentralized
optimization, which allows us to re-interpret the averaging methods, and understand the

potential of the dual approach.

The second part of this thesis studies the communication complexity in the federating
server setting in the presence of Byzantine devices. We propose an abstraction of the
Byzantine optimization problem, which allows us to design two algorithms: the first one is
a similarity-based algorithm that leverages a cheaply accessible proxy loss to speed up the

optimization, and the second is an accelerated algorithm.

Distributing the optimization and keeping the data stored locally is insufficient in itself
to guarantee the confidentiality of individuals’ data. Ensuring this confidentiality requires
relying on differential privacy. Yet, training machine learning algorithms with current
differentially private optimization methods induces a significant accuracy overhead, as noise

is added to obfuscate the potentially sensitive information. If using noise is necessary, some
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of this overhead could be alleviated by carefully choosing the noise.

This motivates the last part of this thesis, in which we study the feasibility of private
mean estimation of an anisotropic Gaussian distribution with a mild dependence on the
dimension. We show that, when the covariance matrix is unknown and the number of
samples is significantly smaller than the dimension, this is not possible, as the privacy

overhead in the accuracy necessarily scales as a power of the dimension.
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Résumé

L’apprentissage automatique moderne est nourri par les données, qui sont générées par
des individus et des entités légales, ou, plus précisément, par leurs appareils électroniques:
téléphones, ordinateurs, appareils IoT ou autres capteurs intelligents. S’il est plus simple
d’envoyer toutes les données & un serveur sur lequel on centralise ’entrainement du modéle
d’apprentissage, cela implique une perte de souveraineté des utilisateurs sur leurs données.
Ainsi, des contraintes éthiques et légales ont conduit au développement d’algorithmes
d’apprentissage distribués. En effet, stocker ses données localement, et entrainer les modéles
de maniére distribuée, est une premiére étape pour garantir la souveraineté des individus
sur leurs données.

Cependant, effectuer 'apprentissage de maniére distribuée en multipliant les appareils
impliqués ouvre la voie & de nouvelles menaces: certains appareils peuvent avoir des bugs, étre
piratés ou controlés par des entités antagonistes. La notion de défaillance Byzantine modélise
ce type de comportement hostile. Lorsqu’aucune défense n’est implémentée, des appareils
Byzantins peuvent empécher 'optimisation du modéle d’apprentissage machine. Lorsque la
communication est structurée par un serveur fédérateur qui centralise les communications,
celui-ci peut utiliser des défenses simples, comme des moyennes robustes des informations
regues, pour contrer I'impact de clients malveillants. Au contraire, lorsque les appareils
communiquent de pair & pair, c’est-a-dire de maniére décentralisée, I'implémentation naive
de ces moyennes robustes conduit & des algorithmes inutilement biaisés.

Le premier groupe de contributions de cette thése étudie des algorithmes de commu-
nication décentralisés robustes aux attaques Byzantines. Un algorithme est proposé pour
communiquer de maniére robuste en adaptant le modéle de communication gossip, dans
lequel chaque ordinateur actualise son paramétre en effectuant une combinaison linéaire
des paramétres de ses voisins. La condition de robustesse de cet algorithme est analysée, et
il est prouvé qu’elle est optimale a un facteur numérique prés. Cet algorithme est ensuite
utilisé en optimisation décentralisée, et une attaque spécifique au contexte décentralisé est
proposée. Ensuite, nous analysons ces algorithmes de communication gossip par le biais de
l’approche duale pour I'optimisation décentralisée, ce qui nous permet de les réinterpréter,
et de comprendre le potentiel de 'approche duale dans le cadre Byzantin.

Dans la deuxiéme partie de cette thése, nous étudions la complexité communicationnelle
de 'optimisation robuste aux ordinateurs Byzantins dans le cadre du serveur fédérateur.
Nous proposons une abstraction du probléme d’optimisation Byzantine, ce qui nous permet
de proposer deux algorithmes: le premier exploite la notion de similarité entre la fonction

objective globale et un proxy de celle-ci facilement accessible, et le second est un algorithme



accéléré. Ces deux méthodes nous permettent d’améliorer trés largement la complexité
communicationnelle comparativement aux méthodes préexistantes.

Distribuer I'optimisation et garder les données stockées localement n’est pas suffisant,
en soi, pour garantir la confidentialité de ces données. Pour cela, il est nécessaire d’entrainer
les modéles de maniére différentiellement confidentiels, ce qui induit une dégradation
significative de leurs performances. Cela découle du bruit ajouté durant ’entrainement.
Si l'utilisation de bruit est nécessaire a la garantie de confidentialité, une partie de la
dégradation pourrait étre évitée en utilisant un bruit optimal.

Cette remarque motive la derniére partie de cette these, dans laquelle nous étudions
la faisabilité de ’estimation différentiellement confidentielle de la moyenne de vecteurs
Gaussiens anisotropes avec une dégradation faible de la précision avec la dimension ambiante.
L’étude de deux régimes de distributions a priori de la matrice de covariance: un régime
ou la matrice de covariance est une projection aléatoiren et un régime ou la matrice de
covariance est diagonale mais avec un spectre & queue de distribution lourde, nous apportons

une réponse négative a cette question.
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Chapter 1

Introduction

1.1 Context

The growth of the digital ecosystem, along with the increase in computational power
of machines and the reduction of data storage costs, has led to the creation of massive
amounts of data, which are in turn exploited using machine learning models. The use of
those models now shape our societies: not only are recommendation models a pillar of the
ad-targeting systems on which major companies are built, but they also shape our social
interactions and influence the news we read. For instance, the 2026 digital news report
of the Reuters Institute (Egan et al., 2026), covering 48 countries, showed that, for the
first time, overall social media and video network usage overtook that of TV and news
websites. The rise of large language models might accentuate this trend, as evidenced by
the enormous investments made in LLMs-related companies and the necessary datacenters.

These technological changes inevitably come with societal challenges: for instance,
the design and control of recommendation systems is becoming a democratic challenge,
and overall Al development may disrupt the job market and further amplify inequalities
(Korinek and Stiglitz, 2018). Yet, systematically understanding the (potentially undesirable)
consequences of machine learning, as well as proposing efficient mitigations, goes far
beyond the scope of this dissertation. Instead, we adopt the perspective of the European
Commission’s 2020 white paper on excellence and trust in Al (Commission, 2020), and
contribute to two of the seven conditions necessary for the implementation of trustworthy
Al focusing on the requirements related to technical robustness and security and to privacy

and data governance.

1.2 Scope of the Thesis

Throughout this thesis, we will consider robustness challenges in distributed learning
algorithms: either the robustness against adversarial computers, or robustness against

privacy leakage.

Distributed Learning. In Distributed Learning, multiple participants — also referred

to as clients, nodes or devices — aim at collaboratively training a machine learning model
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together. Each participant holds a database locally, and communicates with the others to
optimize the model on the joint database. To achieve this goal, two communication settings

are investigated:

e Federated Learning(Kairouz and McMahan, 2021) in which a server communicates
directly with the clients to centralize the communication. This setting, in a context
of distributed learning, is also referred to as the centralized setting, in opposition to

the decentralized learning setting.

e Decentralized Learning in which clients communicate directly with each other,
in a peer-to-peer manner, without relying on a central server. In this setting the
communication network is modeled as a graph, in which clients are vertices and
communicate with their neighbors in the graph through the edges. The communication
can be synchronous or asynchronous communication, and the graph may also vary in
time. In this thesis however, we will only consider synchronous communication with

a fixed communication graph.

In both settings, the client’s data may be heterogeneous, physical constraints may apply
such as bandwidth constraint and a low-availability of the devices. In particular, we focus

on the two following challenges.

Byzantine Failure. It is sometimes hard to ensure that all participants can be trusted:
the distributed learning process may involve low-security devices, which could be hacked,
have corrupted data, be buggy or controlled by adversarial parties. A common worst-
case model is the so called Byzantine failure (Lamport et al., 1982) model, which refers
to omniscient adversarial parties that send arbitrarily harmful information. One focus
of this thesis is to design optimization algorithms that are guaranteed to converge to a
neighborhood of the true solution despite such adversaries. In the decentralized setting,
we investigate how to design efficient decentralized algorithms, and how many adversaries
such a system can tolerate. In the federated setting we will focus on the design of fast and

robust optimization algorithms.

Differential Privacy. One of the promises of distributed learning is to guarantee clients’
sovereignty over their data, since optimization takes place without ever sending raw data
to the central server. However, simply sending gradients or model parameters is usually
not enough to guarantee the privacy of client data, as those gradients or parameters can
directly reveal the corresponding dataset. Differential privacy (DP) formally guarantees
that, to a certain extent, clients can participate in the learning process without revealing
their data to unwanted third parties. However, designing distributed algorithms with
differential privacy requires adding noise during the learning process: for example, the
server adds isotropic Gaussian noise to the average of the clients’ information. In practice,
this noise can significantly reduce the accuracy of the optimization pipeline. It is therefore
crucial to design private methods that add as little noise as possible while maintaining the

same security guarantees. In this manuscript, we investigate to what extent differentially
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private mean estimators can offer accuracy guarantees that depend tightly on the underlying

structure of the problem, without suffering from a large ambient dimension.

1.3 Outline of the Thesis

This manuscript is divided in three main parts.

The rest of this introductory Part [ is organized as follow: the remainder of this Chap-
ter 1 provides a quick overview of the outline and the main contributions. Chapter 2 is an
introduction to the scientific field studied in this thesis. We quickly present the overarching
goal of statistical learning, then present how this goal can be achieved using first order
optimization. Then, we present how these methods apply in distributed systems. This
leads us to introducing the two focus of this manuscript: the robustness against corrupted
(a.k.a. Byzantine) parties, and against privacy leakage. Chapter 3 gives a technical and

detailed summary of the contributions.

Part II studies decentralized first-order optimization algorithms robust to Byzantine fail-
ures. In Chapter 4 (based on a joint work with Aymeric Dieuleveut and Hadrien Hendrikx)
we propose a general method to make the gossip communication robust to adversaries.
By quantifying the optimal breakdown condition of gossip algorithm with adversaries, we
conclude that our method has an optimal breakdown up to small constant factors. This
also allows us to propose a new attack to challenge distributed algorithms. In Chapter 5
(based on a joint work with Aymeric Dieuleveut and Hadrien Hendrikx) we study the
dual method to design decentralized algorithms, as it usually offers a principled way to
build efficient algorithms. We propose a communication algorithm that guarantee the
decrease of the mean-square error, without searching for an asymptotic consensus. We then
re-interpret existing robust algorithms using the dual method, and discuss its limitations in

the Byzantine context.

Part I1I studies federated first-order optimization algorithms robust to Byzantine com-
puters. In Chapter 6 (based on a joint work with Aymeric Dieuleveut and Hadrien Hendrikx)
we explicit that distributed optimization with adversaries based on robust averaging function
can be abstracted into an optimization problem with inexact gradient oracles. We show
the strength of this abstraction by proposing both an accelerated distributed optimization
method based on an extragradient scheme, and an optimization method under a similarity

hypothesis of the hessian on the loss functions.

Part IV consider an other security-related topics, namely the one of differential privacy.
In Chapter 7 (based on a joint work with Ephraim Linder, Adam Smith, Jonathan Ullman
and Lydia Zakynthinou, initiated during a visit at UC Berkeley), we investigate the feasibil-
ity of achieving dimension-independent rates in high-dimensional private mean estimation,
when the covariance matrix is of small effective dimension and is unknown to the analyst.
We propose two complementary results: in the first one, for a number of samples smaller

than the effective dimension of the problem, we show that the optimal error matches the
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one of a naive private mean estimation algorithm, with a dimension-dependent error. In
the second one, the effective dimension is nearly constant, and as long as the number of
sample is a fractional power of the dimension, we show that the number of samples required
to reach a given accuracy still scales as a power of the dimension. Those results contrast
with previous work, that showed dimension-independent rates using an algorithm which
knowns the covariance matrix in advance. This chapter is still ongoing work, and while
most of the technical part is mature, some aspects such as the introduction and the overall

clarity require more work.

Each chapter is self-contained, thus the notations may slightly vary from chapter to

chapter.

Chap. Paper title Collaborators Status

4 A Unified Analysis of Byzantine Ro- R. Gaucher, A. Dieuleveut, ICML
bust Gossip H. Hendrikx. 2025.

5 Byzantine Robust Gossip: Insights R. Gaucher, A. Dieuleveut, TMLR.
from a Dual Approach H. Hendrikx.

6 From Inexact Gradient to Byzantine R. Gaucher, A. Dieuleveut, Under re-
Robustness: Acceleration and Opti- H. Hendrikx. view.

mization under Similarity

7 The Curse of Dimensionality in Pri- R. Gaucher, E. Linder, A. In prepa-
vacy: High-dimensional Mean FEsti- Smith, J. Ullman and L. Za- ration for
mation with Unknown Covariance kynthinou. submis-

ston.

Table 1.1: Summary of the scientific production



Chapter 2
Technical Background

We start this chapter by introducing the main underlying motivation of this thesis, which
is to design methods applied to supervised learning. Section 2.1 aims at motivating the
focus on finite-sum optimization problems, which is the main focus of this manuscript.
We then introduce basic notions of optimization in Section 2.2, and then delve into the
distributed optimization problem in Section 2.3. Section 2.4 and Section 2.5 eventually
introduce important problems in distributed optimization, which are respectively studied

in Parts Il and III and — in a more theoretical way — in Part IV of this manuscript.

2.1 Supervised Learning

We begin by briefly introducing the notion of supervised learning. More information can be
found in Mohri et al. (2018); Bach (2024).

Statistical machine learning aims at predicting a label Y given a covariate X. For
instance, the covariate could be a picture of a cat or a dog, and we want the learning
algorithm to predict its species. The covariate is supposed to provide some information
on the label, which can be formalized by assuming that the couple (x,y) forms a random
variable of an unknown distribution D. Machine learning aims at automatically designing a
measurable function F(X,)) called a predictor to predict y given x.

One can distinguish two classes of supervised learning problems:
1. The regression case, in which the label space is continuous, for instance Y = R¥,
2. The classification case, in which the label space is discrete, such as Y = {1,... k}.

In practice, classification predictors are often derived from a regressor hy : X — R¥
using the plug-in approach: h.(x) = arg maxiel,.“,k[hr(x)]i.
Quality of the prediction. The quality of the prediction is measured by a loss function
0: (X xY)x F(X,Y) — Ry, which is small when h(x) is close to the target y. Two
classical loss functions are the squared loss £((x,y), h) = 3[|h(x) — y||? in regression and
the 0-1 loss in classification £((x,y), h) = 1j(x)-y- In the plug-in perspective, the 0-1 loss is

often approximated by the logistic loss: ¢((x,y),h) = —log (eh(x)y/ D ey eh(x)i).
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Objective. The main goal we investigate is to construct a predictor h that minimizes

the expected loss:

h* € argmin {R(h) := E(yy)onlf(x,¥), )]},
heF(X,Y)

where the function R is referred to as the population risk. The measurable function
that minimizes the population risk h* € arg min, ¢ r(x y) R(h) is referred to as the Bayes
predictor. Since the distribution D is unknown, the Bayes predictor is inaccessible in practice,
and must be approximated. We thus define the excess risk of a predictor h € F(X,)) as the
additional risk of this predictor with respect to the Bayes risk: L(h,h*) = R(h) — R(h").

Note that an alternative objective to the minimization of the loss in expectation is to
have a small loss with high probability, which can be desirable in many real world scenarios,
for instance when the safety of the prediction is important, and being good "on average" is

not enough.

Model and Estimation Error. Searching the best possible predictor among all mea-
surable functions F(X,)) is intractable algorithmically. To simplify the problem, we rely
on a model M(X,Y) C F(X,)), which restricts the search of the best predictor within a
sub-set of the measurable functions. This restriction comes however at the cost of some

bias, which is referred to as the approzimation error:

R(h) — min R(h) =R(h)— min R(h)+ min R(h)— min R(h).
heF(X,Y) heM(X,Y) heM(X,)) heF(Xx,Y)

estimation error approximation error

In the remainder of this manuscript, we focus only on minimizing the estimation error.

Learning Rule. The machine learning algorithm, or the learning rule, aims at finding
the best possible predictor among the model M(X,)), by relying on an accessible dataset
Dy, = ((%i,Yi)ien)) of n independent random variables of distribution D. Formally it is a

measurable map

B Ups1(X x V)" — M(X, D).

For conciseness, we denote h(Dy, ") as h.

Since we cannot access directly the risk function R, the most common approach to
leverage the dataset D,, is to propose a predictor that behaves well on this dataset. This
is known as empirical risk minimization (ERM). Formally, denoting the empirical risk

1

function R, (k) := 7 2ien) Y((%4,¥4), h), the empirical risk minimizer is

hERrM € arg min 7A€n(h)
heM(X,))

Minimizing the empirical risk instead of the population risk comes however at the price of

a new source of error in the estimation error, which, noting hxq = arg miny, ¢ M(x,Y), can be
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decomposed as

R(h) — R(hat) <R(h) = Ru(h) + Rou(h) — R (hzrar)
+ Ru(herar) — Rulha) +Ra(hp) — R(ha)
<0

<Rn(h) — Rulhgrar) +2  sup  |R(h) — Rn(h)].
heM(X,Y)

It follows that, when the empirical risk R,, is a good approximation of the population risk R
on the model M(X,)), any approximate minimizer of the empirical risk is an approximate
minimizer of the population risk. Guaranteeing such property — which is beyond the scope
of this manuscript — is the purpose of the empirical process literature, and can be addressed

with tools such as the Rademacher complexity or the Vapnik—Chervonenkis dimension.

Parametric Model. When the family of predictors is described by a parameter 8 € R,
we say that the model is parametric. This can be a convenient way to restrict the set of

predictors, and encompasses a broad family of practical methods.

Example 2.1.1.

1. The most basic instance of a parametric model is the linear regression case. In linear
regression, the covariate space is X = R?, and the parameter space is © C R¥*¢. For

any 0 € ©, we associate a linear predictor

he(x) = Ox.

2. Modern machine learning builds on parametric models such as deep neural networks
or transformers, in which the parameters are in high-dimensional spaces, with up to

d =~ 10° parameters for Large Language Models (LLMs).

For a parametric model, the supervised learning problem is phrased as

h ~ argmin R (he) or h ~ argmin R, (hg),
ISS) 0ce

which motivates the efficient search for such minimizers, and consequently the next section.

2.2 Introduction to First Order Optimization

This section presents basic first-order optimization concepts that is used in the thesis.
More detailed introductions can be found for instance in Boyd and Vandenberghe (2004);
Bubeck (2015); Nesterov et al. (2018); Bach (2024). We denote CP(R?) the set of p times
continuously differentiable functions from R to R. For £ € C?(R%), we denote VL the
gradient of £ and V2L its Hessian. We study the following unconstrained optimization
problem, for £ € CP(R%) with p > 1:

min L(x). (2.1)

xcR4
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We assume that the Problem 2.1 is well-posed, i.e. £* = infycpa £(x) is finite and that
there exists * € R? such that £(x*) = £*. We focus on first-order methods, meaning that
the algorithms we consider rely only on the gradient VL(x) to solve Part 2.1. The most
basic of such algorithms is the gradient descent (GD) (Cauchy, 1847).

't =zt —n,VL(2h). (2.2)

Since the gradient describes the growth direction of the function, GD corresponds to
minimizing the first order approximation of the objective function along with a quadratic
regularization L(z') + (VL(z') , © —x') + %mHmt — x||?. Updating the parameter by
performing a step in the opposite direction allows, as long as the step-size 7 is sufficiently
small, to decrease the value of the function, £(x!*!) < L£(z!). This intuition comes however

with several questions:
1. When is n "sufficiently small"?
2. When does gradient descent converge, and where to?
3. How fast is the convergence?

Those questions cannot be answered without requiring that the function satisfies certain
properties. We thus make additional assumptions on the regularity of the function to

analyze gradient-based algorithms.

2.2.1 Convergence of Gradient Descent

While the gradient provides a local information on the growth direction of the function, we
need to know for how long this information remains relevant to have non-zero step-sizes.
This is directly related to how fast the gradient evolves, which is referred to in optimization

as the smoothness of the objective function.

Definition 2.2.1 (Smoothness). A function £ € C'(R?) is L-smooth if its gradient is
L-Lipschitz, i.e. for all z,y € R%, we have

IVL(x) = VL(y)|| < L@ — yll.
The smoothness of the function is also equivalent to
d L 2
ve,y € R% [L(z) - L(y) = (VL(Y) , z—y) [ < Sz -yl
and, when £ € C%(R?) to sup,egd |VZL(2)||2 < L (see Nesterov et al. (2018)).

The smoothness thus provides a quadratic upper-bound on the function value, which by

itself allows guaranteeing a decrease of the function value for non-zero step-sizes.

Lemma 2.2.2 (Descent Lemma). Let £ € CY(R?) be L-smooth. Consider Equation (2.2)
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with step-size ny < 1/L. Then, for any iteration t > 0, it holds that

2IVLE@HIP < £(@") - L *).

Proof. Definition 2.2.1 provides the quadratic upper-bound
Lz < L(xh) + <V£(mt) it — act> + gHth — .
= £(a) — m(1 — 0 ) IVL@E)?
Using n < 1/L and rearranging terms gives the result. O

It follows that, after T iterations of gradient descent with constant step-size n < 1/L,

the iterates verify
T
2 *
doIveEh)? < E(E(-’BO) — L(z7)).
t=1

And thus VL(zT) — 0, i.e. the iterates x” converge to a critical point (which can
be expected to be a local minimum since £(x!*!) < L£(x!)). However, without further
assumptions, both ||x? — x*| and £(xT) — L(x*) can still be arbitrarily large.

Convexity is a property that allows to translate local information — such as the iterate
being at a local minimum — into global information on the function — the local minimum is

actually a global minimum.

Definition 2.2.3 (Convexity). Let £ € C*(R?%) and p > 0. Then £ is p-strongly convex
if, for all =,y € R,

L(@) 2 L(y) + (VL) , = —y) + Sz — ]
When p = 0, then £ is merely convez.

The strong-convexity of a function £ and its smoothness can be conveniently summarized

by using the notion of Bregman divergence

Definition 2.2.4 (Bregman Divergence). Let £ € C'(R?), the Bregman divergence of
L, noted D, is defined as

De(z;y) = L(z) — L(y) = (VL(Y) , z—y).

The Bregman divergence has many useful properties, the first one being that the
smoothness and strong convexity of a function £ is equivalent to lower and upper-bounds

on the Bregman divergence of L:
" L
Blw—yl* < De(wiy) < 5 e~y (23)

It follows from the above perspective that the Bregman divergence is sometimes considered

as a generalization of the Euclidean distance. Note however that the Bregman divergence
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is not symmetric, and that, if D, is (strongly) convex in its first argument when L is
(strongly) convex, it is not necessarily the case for the second argument.
We now state the convergence of the gradient descent method under convexity and

strong convexity assumptions for smooth functions.

Proposition 2.2.5. Let £ € C'(RY) be L-smooth and conver, then the iterates of GD
with ny < 1/L yield
L") - L") < g [ -
2>

If additionally L is p-strongly convez, then for ny = 1/L, it holds

x*||2. (2.4)

T
" — 2| < H 1 — o) ||a® — a2, (2.5)

Proof. Both proofs begin by decomposing the distance ||z*! — x*||? as follows

Hwt+1 t

—2"|? = 2 —at|? = 2n (2" — 2", VL") + 0| VL

2t — 2| = |la’ — a"[|* — 2 De (@ 2') — 2m (L) — L(=")) + 177 [IVL(=")|*.
Now, using the smoothness of £ with the descent Lemma 2.2.2 yields
2 — a*|* < [|la' —a&*|® - 2D’ a) — p(L(™) - L(2")).  (2.6)
1. If £ is convex, then Dy > 0, and it follows from Equation (2.6)
2 (L(2') — L(z)) < [lz* —2*|? - =" — 2%

Summing and using that £(z?) < L£(x!) for t < T according to Lemma 2.2.2 yields

the result.

2. If £ is p-strongly convex, then using the strong convexity to lower bound D/ (z*; z!)
and using £(x!*!) > L(z*) in Equation (2.6) ensures that

lz =2 |? < (1= nep) |2 — ||,

Chaining it for t = 1 to T yields the result.

0l

Convergence rates are often alternatively compared by considering the number of
iterations to reach an error €. In the case of constant step-sizes n, = 1/L, we thus say
that according to Proposition 2.2.5 GD on smooth convex functions converges with the
sub-linear rate of O(1/e), while GD on smooth strongly functions converges with the linear
rate of O(klog(1l/e)), where

L
K= —
"
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is called the condition number of the loss function £. The condition number of the objective
function L is a key quantity to measure the convergence speed of first-order strongly convex
optimization. As we will see in the next section, the convergence rate of gradient based

methods are limited by the condition number.

2.2.2 Faster Algorithms

In first order optimization, and notably in machine learning, the main source of computa-
tional complexity often comes from computing the gradients. It follows that either reducing
this cost, or reducing the number of oracle calls is of paramount importance. We first
discuss how to reduce the number of oracle calls, and then the usage of stochastic oracles

to rely on cheaper oracles.

Lower Bound. A natural question when studying first order methods is the following:
How fast can an algorithm be on a given class of functions by relying only on first order

oracles?

Theorem 2.2.6 (Nesterov et al. (2018)). For any £° € R®, u > 0 and k > 1, there
exists a quadratic function f : R* — R that is p-strongly conver and ku-smooth such

that, for any iterative method M that generates a sequence of test points {x!} such
that ' € x° + span[VL(x?), ..., VL(x" )], we have for t > 1

2t
£le) - £6e") 2 (Y1) et - oI,

2t
b p*|2 > \/E_l 0 ,.%(|2
o -2l 2 (Y27 ) e - <

At this point, we see that relying only on first order oracles prevents to have better
convergence rates than linear ones, i.e. the rate of gradient descent in O(klog(1/¢)) is tight
when we do not take into account the dependence in k. However, this dependence in x can
have a huge impact in practice when k is large. A variation of gradient descent enjoys a
convergence rate of O(y/klog(1/e)), that matches the lower bound of Theorem 2.2.6. It
is generally referred to as Nesterov’s accelerated gradient descent (AGD), and follows the

following equations
it = yt _ ntVﬁ(yt)

(AGD)
yt+1 = pttl + 5t(mt+l _ :L‘t).

This algorithm corresponds to the gradient descent method in which the point at which
the gradient is computed is extrapolated by considering the previous iterations. It enjoys

the following guarantees

Theorem 2.2.7 (Nesterov et al. (2018)). Let 8 = ﬁ;i, then the iterates {x'} of
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Equation (AGD) have the following convergence

L) — L) < T2 a0 — a2 VE,

Achieving such a linear rate of O(y/klog(1/e)) is often referred to as achieving an
accelerated rate of convergence on smooth strongly convex functions. Achieving such
rate in an adversarial setting is one goal of the Chapter 6. One can however notice that
such accelerated rate is vacuous when p = 0. Even if this is beyond the interest of this
manuscript, we point out that acceleration on smooth convex functions refers to having a
convergence rate of O(1/4/), and is also achieved by a specific parametrization of AGD.
Additionally, this rate is tight on the class of smooth convex functions (Nesterov et al.,
2018). For an extensive study on the design of accelerated methods, we refer the reader to
d’Aspremont et al. (2021).

2.2.3 Stochastic Gradient Descent

Another approach to reducing the optimization cost is to rely on cheaper oracles. This is

for instance very useful in machine learning where the ERM objective writes

i, £(a) = % S L), 2.7)

i€[n]

where n denotes the number of samples in the training dataset and each function L;
corresponds to an empirical loss on a sample. In this case, computing the full gradient
requires n times more computation than computing a single gradient V.£;, which can
still be very informative. By picking at each iteration a sample at random, an unbiased
stochastic oracle of the gradient is produced. This can be abstracted by the stochastic
gradient descent, introduced by Robbins and Monro (1951):

!t =t — g, where E[g] = VL(xb). (2.8)

This method is widely used in practice: not only does it alleviate the cost of computing
the gradient on the full dataset, but it also allows directly optimizing the population risk
when performing a single pass on the dataset (i.e. each training sample is used at most
once), thus avoiding over-fitting issues (Nemirovskij and Yudin, 1983; Polyak and Juditsky,
1992). In order to analyze SGD, one needs to make assumptions on the noise g; — V.L(x?).

A basic assumption is to require a uniformly bounded variance of the gradient oracle.

Assumption 2.2.8. The stochastic gradients oracles g; are i.i.d. and such that at
every ! € R?
Elge) = VL(2') and E[|g: — VL(")|’] < o>

Under Assumption 2.2.8, one can also show that stochastic gradient descent converges,

either with high-probability, or, as we show now, in expectation.
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Proposition 2.2.9. Let £ be u-strongly convexr and L-smooth. Consider {x'} the
sequence generated by Equation (2.8) with n, = n < 1/L where the stochastic oracle
satisfies Assumption 2.2.8. Then if u > 0, we have

2
* e o
E|la’ —a*|?] < (1 —nu)" |2 — =*||* + "

while, for p =0, the average iterate &' = ilp Zthl x! verifies

Proof. Similarly to the proof of gradient descent, decomposing ||z!T! — x*||?, using

Assumption 2.2.8 and Lemma 2.2.2 (in expectation) yields,
Ella"™ — 2] < E[|2' — "||°] - 2E[mDe(*; &")] — ne (E[L(a"™)] — L") + 10,

Strongly convex case. Similarly to the non-stochastic case, if © > 0, we have
2D, (x*; xt) > pl|xt — x*||?, and L(x!) — L£(x*) > 0. This yields an arithmetic-geometric
sequence which gives the result.

Convex case. If = 0, then Dy (x*, ') > 0 and similarly to the deterministic proof

T

T
> m(BIL(=")] - L(@") < [la” —a*|* —Ella” — 2] + Y nio®.
t=1 t=1

Now, using the convexity of £ we have £(2) < T—! Z;le L(x!), and using n; = n gives
the desired result. O

It follows from Proposition 2.2.9 that SGD converges at a rate O(1/¢) when £ is strongly
convex (take n = In(T)/T) and at a rate O(1/e?) when L is merely convex (take n = 1/VT).
Note that as explained above, those bounds directly bound the population risk when T'=n
and the dataset is shuffled randomly at the beginning. Due to the important practical
interest, SGD has been extensively studied (Bach and Moulines, 2013; Dieuleveut et al.,
2020).

Variance Reduction. If the rates in Proposition 2.2.9 are un-improvable in general
(Agarwal et al., 2009), leveraging the finite-sum structure of Equation (2.7) allows the
design of linearly converging algorithms while still using mostly stochastic oracles of cost
O(1). Those algorithms — SAG (Schmidt et al., 2017), SVRG (Johnson and Zhang, 2013),
SAGA (Defazio et al., 2014) — referred to as variance reduction methods are beyond the

scope of this manuscript.
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2.3 Distributed Learning

2.3.1 Introduction

Motivation. In the previous section, we only considered basic optimization algorithms in
which only one computer was involved. It follows that the algorithms are rather simple:
an oracle is queried (a gradient or a stochastic gradient), the information is then directly
returned to the computer that uses it to estimate a new iterate at which the oracle is again
queried. Considering distributed systems allows for more complex algorithms, with both
potential computational benefits and new constraints: on the one hand multiple oracles
can be queried at the same time, opening the door to multi-processing and computational
gain, but on the other hand the communication constraints, such as delays and bandwidth
issues, can reduce those gains. The design of distributed systems thus requires answering
several questions to identify the constraints and the goal to achieve. Where is the data?
Who is participating? What are the communication and computational constraints? Can

all the nodes be connected at the same time? Are there latency issues?

To illustrate those problematic, three canonical instances are considered: the datacenter
setting, which corresponds to a cluster of computers designed for an efficient parallel
computing task, the cross-silo setting, in which the parties are whole organizations such
as hospitals or companies, and last the cross-device setting, in which the parties are IoT
devices or personal devices such as smartphones and computers (Kairouz and McMahan,
2021).

o In the datacenter setting, nodes within a cluster have to train a model on a commonly
available dataset, which can be balanced across nodes. The nodes can have a very high
bandwidth, are highly reliable, with a high computational power, and are relatively
few (although the rise of LLMs leads to ever bigger and bigger datacenters with up
to 105 — 107 GPUs).

e In the cross-silo setting, the parties are expected to be reliable, highly available, and
relatively few (less than 100). However, they might have heterogeneous datasets

which are kept locally with privacy concerns.

e In the cross-devices setting, devices can be highly unreliable, with up to 10? clients,
that can disconnect unexpectedly, with heterogeneous datasets, low bandwidth and
computational power. As in the cross-device setting, the data might be highly

heterogeneous with privacy concerns.

The practical implementation of federated learning methods requires understanding all
the particular constraints and the specificity of the system. However, for the theoretician,
studying the impact of the different constraints requires analyzing simpler models, in which
the communication system is abstracted, where some constraints are translated into formal
assumptions or formal requirements. In this thesis, we focus mostly on robustness concerns,
by proposing either methods robust to unreliable devices that deviate from the prescribed

behavior, or by understanding the privacy of statistical methods.
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Formal Setting. In this section, we consider a system of n computers, also equivalently
called clients, nodes, devices or parties. Each computer i € [n] has local access to a loss
function £;, which corresponds typically to an empirical risk on a local dataset stored on
the computer i, denoted D?.

Those computers aim at collaboratively minimizing the joint loss function
n 3 L)
min — ().
xcRI N !
i€[n]

To do so, nodes collaborate by communicating within a network. This communication
network is commonly modeled by assuming either that the communication is centralized
by a server, or that the communication is performed in a decentralized manner, with
clients communicating directly in a peer-to-peer manner (cf. Figure 2.1). We refer to the
centralized communication as the federated learning setting, although the different use cases
listed above (datacenters, cross-silo, cross-device) apply to the decentralized communication

setting as well.

a) Federated Learning b) Decentralized Learning

Figure 2.1: Typology of communication systems.

2.3.2 Federated Learning

In federated learning, all clients communicate with a central server that supervises the
optimization process. The server aggregates the information coming from the nodes,
performs updates, and sends them back to the clients. A very simple algorithm to distribute

the optimization process is to rely on distributed gradient descent:
1. The server sends the current parameter ! to the clients.

2. Each client computes a gradient on its loss function V.£;(x!) and sends it back to the

server.

3. The server averages the gradients VL(z!) = 1 > icln] VL;(x!), and uses it to update
the parameter 't = z! — nVL(z?).
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Thanks to the linearity of the gradient, distributed gradient descent (DGD) is equivalent to
gradient descent or any centralized gradient-based algorithms. In particular, DGD requires
the same number of iterations as GD to converge. Assuming a communication time 7 and
1 to compute a local loss function gradient, each iteration is performed in a time 7+ 1,
while gradient descent on the server only would have required a time n to compute the full
gradient. Thus, relying on distributed algorithm can reduce the time complexity by a factor
(1 4+ 1)/n. Depending on the communication time 7, this can either significantly speed-up,
or slow down the process. If 7 < 1, the time complexity is Tgp(e) > nTpgp(e), thus
distributed gradient descent achieves a linear speed-up compared to gradient descent. This
phenomenon appears also in distributed stochastic gradient descent, in which averaging the

stochastic oracles reduces the variance by a factor 1/n.

Local Methods. A large body of research in federated learning focuses on local methods,
in which each node performs multiple local optimization updates between each communica-
tion with the central server. This allows for potential speed-up when the communication
delays are large, while still allowing to keep the data stored locally. One typical example of
those methods is the Federated Averaging algorithm (McMahan et al., 2017; Stich, 2019), in
which some users are selected at random at each round, receive the current model, compute
a few gradient descent steps on their local loss function and send their local model back
to the central server. The new global model is then obtained by averaging those local
models. However, when the local loss functions are heterogeneous, the FedAvg algorithm
converges only under vanishing step-sizes, and more involved methods involving control
variates such as Scaffold (Karimireddy et al., 2020; Mangold et al., 2025) allow to achieve a

linear speed-up with constant step-sizes while converging to the true solution.

2.3.3 Decentralized Learning

The hierarchical organization of federated learning has the major benefit of allowing a
greater control on the learning process, which can be easily audited and modified by
accessing the central server. This correlatively comes with the single point of failure vulner-
ability, and the centralizing server appears as both a computational and a communication
bottleneck, since the load on this particular computer is drastically larger than on the
simple clients. Decentralized optimization alleviates this issue by allowing the nodes to
communicate directly with each other. Not only can this peer-to-peer communication
speed-up the optimization (Lian et al., 2017), but it also provides more redundancy to
the system, enhancing its resilience. Decentralized systems are also explored since they
offer more sovereignty to the users as they can be more resilient to policy changes of the
federating structure, as it happened for Twitter. This is for instance the key motivation of

the Fediverse and, to some extent, of Bluesky.

Formally, decentralized learning consists of a communication network in which the
devices communicate in a peer-to-peer manner. The communication network is commonly

modeled as a graph, denoted G = (V, £), where V are the vertices of the graph, representing
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the clients, and £ the edges. In this graph, which is assumed to be connected, the clients can
only communicate with their neighbors through the edges, as illustrated in Figure 2.1. Since
all clients do not communicate directly with each other, transmitting information within
this graph is non-trivial. The perspective investigated in this thesis is to consider gossip
algorithms (Boyd et al., 2006; Nedic and Ozdaglar, 2009; Shi et al., 2015; Scaman et al., 2017,
Kovalev et al., 2020) for optimizing the joint objective. In gossip algorithms, each computer
iteratively updates its parameters through linear combinations of local information (such

as gradient or past parameters) with information coming from the neighbors in the graph.

Erdés-Rényi Geometric Random Graph Barabési-Albert
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Figure 2.2: An Erdds Renyi, a geometric random graph and a Barabasi-Albert graph with
n = 100 nodes. Darker, larger circles correspond to nodes with larger degree.

2.3.3.1 The Averaging Problem

The most basic primitive of gossip algorithms is the one of gossip averaging. As in federated
learning, in which the information from the clients is aggregated by averaging gradients
or local parameters, understanding the averaging dynamic of gossip algorithms is key for
designing gossip optimization methods. In the synchronous gossip averaging protocol, each
client i € [n] synchronously updates its parameters by performing an approximate average
of its parameter with the ones of its neighbors in the graph of communication G with
updates of the form

a =l —n Y wi(a) - ), (2.9)

j€n]

where w;; is a weight associated with the edge i ~ j € £, and 17 > 0 denotes a communication
step size. This update can also be compactly written by incorporating the weights (wij>ije[n}2
into a gossip matrix W (Boyd et al., 2006; Scaman et al., 2017).

Definition 2.3.1 ((PSD) gossip matrix). A gossip matrix of a connected graph G

satisfies the following condition:
1. W is an n X n symmetric positive semi-definite matrix,

2. the kernel of W is restricted to the constant vector: ker(W') = span(1,,), where
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1, =(1,...,1)T eR",
3. W;; =0if ¢ and j are not neighbors in the graph G, i.e. (,5) ¢ £.

When the edges of G are associated with weights, then we canonically consider the

Laplacian matrix of G, defined as W;; = —w;; if i # j and Wj; = Zjé[n]\{i} Wij.

The definition of gossip matrix allows to write the gossip update 2.9 as
X = (1, -pW) X!, where X':=(x!, ... x)T. (2.10)

Note that the reader can consider d = 1 for convenience, in order to have vectors instead of
matrices X, without missing any major point.

We the eigenvalues of W as A\, (W) > ..., > Xa(W) > A\ (W) = 0, where the last
strict inequality holds as long as the graph is connected. We also define the spectral gap of
the gossip matrix as v = Aa/A,. The spectral gap is essentially the inverse of condition
number of the gossip matrix restricted to its span, and is characteristic of the worst-case

convergence rates of gossip algorithms.

Proposition 2.3.2. Consider the gossip update Equation (2.10), then if W is a gossip
matriz and n = 1/\,(W), it holds that all nodes converge linearly at rate v~ log(1/e)

to the average initial parameter, i.e.

1 — 1 _
S3 a2 < (1 - ) 3 e

i€[n] i€[n]

Remark 2.3.3. In fact, two definitions of a gossip matriz (and of the associated spectral

gap) exist, which are equivalent, up to a factor 2 in the spectral gap.
e Definition 2.3.1 defining PSD gossip matrices Wpgp,

e Requiring the gossip matrix Wy, to be symmetric bistochastic i.e. Wy, €
[0, 1]"*", Wol, = 1, and 1 Wy, = 1. In this case, the spectral gap is
defined as v = 1 — max{|A\(Wi,)|, A(Wss) # 1}.

One can go from one definition to the other as
e Bistochastic to PSD: consider Wpgp <+ I —Wy,,

e PSD to Bistochastic: consider Wy, + I—mesp.

On the graph’s connectivity. The spectral gap of the graph v = A\y(W) /A, (W) is
related to the connectivity of the graph, which, formally, can be defined as the minimal
number of edges that need to be removed for disconnecting the graph. Even if the relation
between the connectivity and the spectral gap is not strictly monotonic, weakly connected

graphs (referred to as sparse graphs) tends to have smaller spectral gaps, which in turns
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decreases the convergence speed of gossip algorithms. Since at the same time the number of
bits send and received by each node during gossip communication grows with the number
of their neighbors, taking both into account bandwidth constraints, a fast convergence
requirement leads to search for graphs with both a small the maximal degree and large
spectral gap. Such graphs exists, and are called expander graphs, which are graphs with
strong connectivity properties. Such graphs can be created by using Erdds Renyi graphs or
the hypercube graph with a good parametrization. We refer to Table 2.1 for examples of
the spectral gap on standard graphs.

A related metric to the spectral gap is the algebraic connectivity of the graph, which
corresponds to A2(W), the second smallest eigenvalue of the graph’s Laplacian. When
the Laplacian is un-normalized, i.e. the weights on the edges are unitary, W;;, = —1
for (i,7) € &, the algebraic connectivity is always smaller than the connectivity of the
graph, while being larger than 1/(nD), where D is the diameter of the graph. On the
other side, the largest eigenvalue of the graph is of the order of the largest degree, i.e.

A (W) € [dmax, 2dmax], where both bounds are achieved by regular or bipartite graphs.

Graph Complete Expander Torus of dimension d Line Circular
v 1 o(1) O(d/n?/?) O(1/n?) O(1/n?)
Degree n-1 o) 2d 2 2

Table 2.1: Spectral gap of several standard graphs as a function of the number of nodes.

Faster Updates. The plain gossip update can also be accelerated similarly to the
gradient descent scheme. A simple method consists in applying the Chebyshev acceleration
to the matrix updates, which yields a /y1og(1/¢) convergence rate to the average initial

parameter(Scaman et al., 2017).

Asynchronous Gossip Update. Gossip can also be performed in an asynchronous
manner. A simple model of it is to consider random asynchronous updates (Boyd et al.,
2006): at each iteration, an edge (i, j) € & is activated at random with probability oc w;;
and the two connected nodes average their parameters. In expectation, the update still
follows the same gossip update, and thus the same rate is achieved. Achieving acceleration
in the random asynchronous setting requires more involved tools than in the synchronous
case (Even et al., 2021, 2024).

2.3.3.2 Decentralized (Stochastic) Gradient Descent

Once the averaging primitive is well-understood, it is natural, similarly to the federated

setting, to combine the gossip averaging with a gradient update as
X — (I, - g W) X! — aG(X?Y), (2.11)

where G(X?) = (VLi(x}),..., VL, (x}))T, and « is an optimization step size. Yet, when

the optimization step size is constant, Equation (2.11) is biased as it converges to the
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fixed point X;/n of the equation aG(X;/n) + nWX;‘é/?7 = 0, which lies at a distance
O(a/n\/m) of the optimum when the loss functions are heterogeneous (Vogels et al.,
2023), where A measures the heterogeneity of the loss functions in the pseudo-norm induced
by WT. This bias derives from the communication delays within the communication graph:
the gossip communication does not compensate the local gradient descent steps that drive
local iterates back to the local loss function optimum. Going beyond this non-vanishing
error requires either using vanishing step sizes as in SGD or in sub-gradient methods
(Nedic and Ozdaglar, 2009; Koloskova et al., 2020), i.e. slowing down the optimization in
comparison to the communication, or modifying the update Equation (2.11) to incorporate
a bias correction method. This is a key motivation of gradient tracking methods, as of the

dual approach.

Gradient Tracking. Gradient tracking methods (Shi et al., 2015; Nedic et al., 2017)
modify the gossip GD update in Equation (2.11) by proceeding to two consecutive updates
tailored to ensure that all parameters converge to the same value under fixed optimization
step size. For instance, the update of EXTRA (Shi et al., 2015) writes

1
X — (1, —gnW)Xt —aG(XY) (2.12)
X2 = (I, —gW) X — aG(XH). (2.13)

Inspecting the fixed point equation resulting from subtracting Equation (2.12) in Equa-

tion (2.13) guarantees that W X = 0, i.e. that the nodes are at consensus.

2.3.3.3 The Dual Approach

In this section, we present the dual approach to building decentralized algorithms. If
optimal decentralized methods were eventually achieved using EXTRA-like algorithms (Li
and Lin, 2020) with primal gradients and proofs, the dual approach offers a principled
approach to both design optimal algorithms (Scaman et al., 2017; Hendrikx et al., 2019,
2021; Kovalev et al., 2020) and understand the gradient tracking methods (Jakoveti¢, 2018).
We also detail this approach more thoroughly since it is the motivation of Chapter 5.
The dual approach consist in phrasing the finite sum problem 2.7 as an optimization

under constraint problem, where the constraint depends on the communication network:

i L; = i L;(X;
min 3 Li(@) D LX)
i€[n] X=X, for (i,j)e& i€
= min  sup Z L(X)—tr (AT(C’TX)), (2.14)

X cRnXxd
S AeRlSlxdiE[n]

where C € Rl is a constraint matrix such that for (i,j) € &, CTX = X; — X;, and
by a slight abuse of notation £(X) = >_,c, £i(Xi). Under convexity of the loss functions
L, the primal problem Equation (2.14) is equivalent to the dual problem

min L*(CA), (2.15)
AcRIEIxd



2.4. Adversarial Robustness 25

where £* is the convex conjugate (a.k.a. Fenchel or Legendre transform) of £. Re-
call that the convex conjugate of a function f : R¢ — R is defined for y € R? as
[*(y) = supgere{(x , y) — f(x)}, is convex, and if f is strongly convex, proper and
differentiable, it holds that Vf* = (Vf)~! (Boyd and Vandenberghe, 2004).

Duality thus allows to phrase the (exact) constrained optimization problem as an
un-constrained optimization problem. Yet, there is no notion of decentralization at this
point. To see how it can apply, consider that the gradient descent on the dual problem
2.15 writes Attt = Af — nCTVL*(CA). Now, multiplying this GD update by the matrix
C e Rl yields the update

Yt =yt —pocTver(vh. (2.16)

At this point, a quick computation shows that CC7 is the Laplacian matrix of the
graph G, while VL*(Y) = (VL£i(Y1),...,VL:(Y,))T. We can now point out that

1. the dual gradients VL] (Y;) can be computed locally, and the variable (Y );c[, can

be stored on the nodes
2. the multiplication by CCT corresponds to a gossip communication step.

It follows that Equation (2.16) is a gossip algorithm, in which the nodes hold the dual
variable (Y;t)ie[n] locally, iteratively compute the dual gradients, which correspond to primal
variables X! < VL!(Y}), and then perform a gossip communication of the X! and use
them to update the Y;!. Then, if Y° € span(C) = span(1,)+ x R?, X* converges to the
solution of Equation (2.14) at a linear rate that depends on the condition number of the

dual function A — L*(CA), which can be upper-bounded by /7.

The dual approach thus allows to design exact algorithms in a principled way, by
applying standard optimization scheme on the identified loss function. For instance,
minimizing Equation (2.15) with an accelerated scheme allows to achieve an linear rate
of O(\/k/vlog(1/e)), which is optimal (Scaman et al., 2017). Such formulations of the
optimization problem as a constrained optimization problem have been key to propose exact
decentralized optimization algorithms with optimal rates (Scaman et al., 2017; Hendrikx
et al., 2021; Kovalev et al., 2020). It is also convenient for understanding the behavior of
gradient tracking algorithms (Jakoveti¢, 2018). Note also that the usage of dual gradients
can be alleviated by modeling the optimization problem with additional virtual nodes
(Hendrikx et al., 2020a) which uncouple the optimization from the gossip communication

problem.

2.4 Adversarial Robustness

In this section, we first present some historical background on the terminology of Byzantine
Robustness, which was introduced by the distributed computing community. Then, we

present the standard setup of distributed ML robust to Byzantine parties along with
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standard algorithms. This lead us to a discussion on the overlaps with the robust statistics

literature.

The presentation of the basic approach to design Byzantine-robust algorithms in Sec-
tion 2.4.2 partially overlaps with Chapter 6, which presents an abstraction to present

Byzantine distributed optimization.

2.4.1 Historical Perspectives

The notion of Byzantine failure was introduced in 1980 by Leslie Lamport, Robert Shostak
and Marshall Pease (Lamport et al., 1982) by comparing the problem of leading multiple
computers to agree on a common value to the problem of Byzantine generals: a Byzantine
army is besieging a city, and its generals must agree on a plan while communicating only
orally with each other. Unfortunately — for the army — some of the generals are traitors,
and try to prevent the loyal generals from agreeing on a good plan. The problem is thus
to design an algorithm A such that the honest generals find a consensus by following
this algorithm, while the traitors behave arbitrarily, for instance they can send incoherent
information to the other generals. Curiously, in this early article, the Byzantine generals
correspond to the pool of all computers, while, by a strange reversal of terminology, the
Byzantine computers in later articles refer to the dishonest (or adversarial) computers, in

opposition to the honest (or good) computers.

Robust Consensus. Various forms of consensus robust to Byzantine failure have been
studied over the last 45 years for decentralized systems. All those forms of consensus
are studied in a distributed setting, in which n different computers communicate through
two-party (a.k.a. peer-to-peer) messages and among which at most f are Byzantine failures.

Initially, all computers hold locally a parameter.

e The Consensus Problem aims at leading all honest computers to agree on the
exact same parameter after a finite number of communications steps. Note that
this value should be non-trivial, in the sense that it should correspond to one of the
initial values of the honest computers. If algorithms exist to solve this problem when
3f +1 < n and the communication is synchronous (Lamport et al., 1982), some level

of synchronicity is always required (Fischer et al., 1985).

e The Approximate Consensus Problem is a relaxation of the consensus problem,
and requires that honest computers achieve an approximate agreement, in the sense
that their values are close to each other, and that respects a validity condition,
which is that the nodes’ parameters should stay in the convex hull of the initial
honest values. This problem was shown to be more tolerant to asynchronicity (Dolev
et al., 1986) than the exact consensus problem. This approximate consensus with the
convex hull constraint was later studied for sparse communication networks (LeBlanc
et al., 2013; Vaidya et al., 2012). Eventually, Vaidya (2014) show that, when the
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parameters are multivariate of dimension d, approximate consensus is infeasible as
soonasn < (d+2)f + 1.

More recently, the terminology of Byzantine resilience was introduced in the field of
machine learning by Blanchard et al. (2017). As we show in the next section, when applied
to machine learning, the objective and robustness condition are slightly different from those

of the Approximate Consensus Problem.

2.4.2 The Machine Learning Setting

We now present the basics of Byzantine-robust distributed optimization in a synchronous
federated setting. Consider a system of n devices. Among them, an unknown subset
B C [n] is composed of |B| = f Byzantine devices. We denote the subset of honest devices
H = [n]\B. Consider that each device i € [n] holds a local dataset D!,. Each device also
stores the parameter of a model x;, and can compute the empirical loss of this model on its
local dataset £;(x;) = ﬁ > sepi {(z;).

The Byzantine optimization problem writes

;;relﬁb{ (x) := ’H‘Zc } (2.17)

i€H
It is impossible in general to solve Problem 2.17 up to an arbitrary precision when
B is unknown. This can be evidenced easily by considering the crucial sub-problem of

robust-averaging.

The Robust Averaging Problem. Assume that all computers hold a parameter x;.

The goal is to compute

Zmz —argmmZHx—mZH? (2.18)

H iz 2€R? ey
Ezample 2.4.1. Consider a server-client setting with 4 clients, among which 1 is Byzantine.
Assume that the clients declare the values (@1, x2, 3, x4) = (—1,0,0,1). Since the Byzan-
tine client is unknown, the true mean is among Ty € {0, —1/3,1/3}. Thus, the best the

server can hope for is to achieve an error of ||Ty — | = 1/3.

This simple example is the building block of more generic lower bounds on the achievable
error of the Problem 2.18. Formalizing the lower bound requires, at first, to define a level

of heterogeneity among the losses of the honest clients.

Assumption 2.4.2 ((G, B)-Heterogeneity). We say that the loss functions (£;);c
are (G, B)-Heterogencous if, for any & € R?, it holds

LS|V Li(@) - VL ()2 < G2+ B2V Ly ()| where Ly(x) - \H!ZE

’H‘ i€H 1€EH

Assumption 2.4.2 can be seen as a decomposition into a heterogeneity error at the
optimum, and a term that measures the distance between the Hessians of the local loss

functions.
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Remark 2.4.3. Let Ly be p-strongly convex and each local loss be convex and L-
smooth. Denote also A = sup;cy gerd | VZLi(x) — V2L ()| op the maximum distance
in operator norm between the Hessian of the loss functions. Then, we have that (cf
Allouah et al. (2024) and Chapter 6)

2

G? < 2 |z; — Z%||> and B? < min (2 £—1 ,A— .
] 2

= H p

In the specific case of the averaging problem 2.18 we have that B> = 0 while G? is the
variance among honest parameters G2 = Wll Sien i — Ty
Assumption 2.4.2 is convenient as it allows to understand the achievable error for a

given level of heterogeneity.

Theorem 2.4.4 (Allouah et al. (2024)). For any distributed optimization algorithm A
on Problem 2.17, there exist quadratic functions {L;} that meet (G, B)-Heterogeneity
and such that Ly is p-strongly convex, for which the output & = A((Li)ic[n)) of the
algorithm is such that

G? n

Ly(®) — min Ly(x) > and ||VLy ()| >

G n G2 n
zeRd =8y n—(2+B)f = 4n

-2+ B)f
In particular, if (2 + B2)f > n, it is impossible to ensure that L(&) is finite. This

condition is also known as the breakdown point.
This lower bound already presents two remarkable properties:

1. In the limit case of merely convex loss functions, with p = 0, it is impossible to

guarantee that the optimization converges to an area of small loss.

2. The breakdown point depends on the B? parameter: when the Hessians of the loss
functions are different, the optimal breakdown point decreases. In the next section,
we show that this property can also be understood as the condition under which
Byzantine clients can force any "robust average" of the gradients (V.Li(x));cpn to be

zero, and thus non-informative.

We now make this statement precise by clarifying what we mean by "robust average".

2.4.3 Robust Algorithms

All Byzantine-robust optimization methods rely at some point on a robust-averaging tool.
Indeed, consider for simplicity the federated (server-client) setting. The distributed gradient
descent framework would require that the server sends a parameter x! to all clients. Each

client computes a gradient V.£;(z!), and the server updates the model parameter as

1
[ o S (At ) 21
't =l - EE[:] VLi(a') (2.19)
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Unsurprisingly, the above update is non-robust to any adversarial client, since the average
is non robust, and any adversarial client could declare VL;(x!) = — >t VL;(x') in order
to block the algorithm at its starting point. Alleviating this issue requires some form of

robust averaging tool, which we define as follows:

Definition 2.4.5 ((f,v)-robustness). A function F : R"*? — R is said to be a (f,v)
robust averaging rule if, for any xi,...,z, € R% and any subset S C [n] of size
|S| =n — f, it holds that

_ v _ _ 1
|F (1, ..., 20) — Ts* < EZ lzi — s)|?  where g := 5 >
i€S €S

The above definition is somewhat different from the robustness considered in robust
statistics: here the guarantee holds deterministically, without assuming any underlying

distribution for the input parameters {x; };c[,,). We discuss further this point in Section 2.4.4.

Instances of Robust Averaging Rules. The notion of robust average has been a
long topic of interest in the robust statistics literature. Coherently, most robust averaging
rules are standard in robust statistics, even though studying them through the lens of the
deterministic guarantee of Definition 2.4.5 could be more novel. We hereafter provide an

overview of some standard averaging rules.

Aggregation Huber CwTM Krum GM CwM ‘ Lower Bound
2 2
2f 6f 6f 6f f f S
v n—3f n—2f (1+n72f> 6<1+ n72f> 4(1+ n72f) 4(1+ n72f) ‘ n—2f

Table 2.2: (f,v)-Robustness of the coordinate-wise trimmed mean (CwTM), Krum (Blan-
chard et al., 2017), the geometric median (GM), the coordinate-wise median (CwM), and
the multivariate Huber estimator of Chapter 6.

A desirable property of the cited averaging rules in Section 2.4.3 is that they only take
as input an upper-bound on the number of adversaries f (or are even parameter-free for
the median), and do not use distributional assumptions, such as the variance of the honest
parameters (&;);c.

From Section 2.4.3 we can essentially conclude that, for f < O(n), there exist (f,v)-
robust estimators with v = O(f/(n — 2f)): take for instance the Huber estimator, which,
under n > 4f, is (f,v)-robust with v < 4f/n—2f.

From Robust Average to Inexact Gradients Considering a (f,v)-robust average F,

we can consider the robust alternative of Equation (2.19):
et =a! —nF({VLi(z")}iep)). (2.20)

This allows to highlight the strength of both Assumption 2.4.2 and Definition 2.4.5.
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Remark 2.4.6 (cf. Chapter 6). Let Assumption 2.4.2 hold, and consider Equation (2.20)
with F' being (f, v)-robust. Then Equation (2.20) is an inexact gradient descent step,

where the inexact gradient oracle VL(x?) is characterized as
VL (") = VL (2")|* < vG? +vB?|VLy (2]

The above remark is at the core of Chapter 6, and allows by itself to design various
distributed first order methods, for instance by relying on existing analysis of inexact
gradient descent (Ajalloeian and Stich, 2020).

Proposition 2.4.7 (Folklore, (Ajalloeian and Stich, 2020)). Let L be u-strongly convex

and L-smooth, assume |B| < f and consider Equation (2.20), where F is (f,v)-robust.
Then it holds forn =1/L

2
t * =) 2\\t 0 * vG
In particular, when v = ﬁ, the asymptotic error of Proposition 2.4.7 matches

Theorem 2.4.4 up to constants.

Beyond Deterministic Gradient Descent. When the clients sample stochastic oracles
instead of gradients, using a (f,v)-robust averaging rule with gradient descent is also
sufficient to show that robust D-SGD converges to a neighborhood of the solution. However,
when the identities of the clients are not taken into account, using only permutation invariant
averaging rules can only yield a sub-optimal asymptotic error. The stochasticity of the
clients indeed appears as a heterogeneity among the loss functions, and the asymptotic

error is at least £L(&) — L(x*) > O(%Qn_];f) (Karimireddy et al., 2021).

Sketch of proof. Since the server does not take into account the identity of the clients, it

can not distinguish between the following two situations:

e At each iteration, the server sample the stochastic gradients (g!), such that E[||g} —
VLy(x")|? ~ o?,

e At each iteration, the server sample gradients from n new clients (denoted N; =
H; U By), whose loss satisfy Eieq, |VLi(x!) — VLy(2h)]]? ~ o2

In the second situation, Theorem 6.2.3 with B = 0 and G? = ¢? yields the lower
bound. =

Alleviating this issue is possible, either by increasing the batch size, or, similarly, by
relying on moving average of the stochastic oracles. For instance Karimireddy et al. (2021);
Farhadkhani et al. (2022) uses Polyak-momentum — which can be seen as an exponential
moving average of the gradient — before averaging robustly to achieve an optimal asymptotic

error, i.e. independent of ¢2. Quite surprisingly, using this exponential average of the
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stochastic oracles does not degrade the convergence rate compared to D-SGD, at least

asymptotically.

2.4.4 Links with the Robust Statistics Literature

In this section, we try to take a step back from the field of Byzantine optimization by
positioning it within the vast literature of robust statistics. Robust statistics have been a
field of research at least since the seminal work of Huber (1964), with a renewal of interest
in the high-dimensional setting this last decade, as evidenced by the last Gddel Prize
awarded to Ilias Diakonikolas, Gautam Kamath, Daniel Kane, Jerry Li, Ankur Moitra and
Alistair Stewart for their paper on computationally efficient high-dimensional robust mean
estimation (Diakonikolas et al., 2019).

The most basic task in robust statistics corresponds to estimating the expectation of
a distribution D given n "corrupted" samples, where the corruption can be of increasing

strength:

e Weak (or Huber) contamination. The Huber model of corruption consists
in assuming that the n samples are independent identically distributed from D =

(1 —a)D+ aD,qy, where D,qy is an adversarially crafted distribution, and « € [0, 1/2].

e Strong contamination. In the strong model of corruption, n samples D, =
(z1,...,2y) are drawn i.i.d. from the distribution D, then given to an adversary which
can change up to na samples to create a dataset D', by choosing both which sample to

replace, and the replacement values, subject only to the constraint dg(Dy, D)) < na.

The Byzantine corruption problem is the moral equivalent to the strong contamination
model. However, a key distinction remains, since allowing a client to send arbitrary gradients
at each iteration may be strictly stronger than allowing an honest client to have adversarially
corrupted data. If the lower bound Theorem 2.4.4 and the upper bound Proposition 2.4.7
show that poisoning is as strong as Byzantine corruption when considering the optimization
error, Boudou et al. (2025) argue, by considering the uniform stability of the optimization
algorithm, that Byzantine corruption can be strictly worse than poisoning, in particular in

terms of generalization.

Dimensional Tightness. The search for dimensionally-tight and computationally ef-
ficient robust mean estimators has received a lot of attention over the last decade. It
is worth mentioning that, in contrast to the approach taken in Definition 2.4.5, which
hides the dimensional dependence of the error in the 1/nY", 4, [|®; — Tx||* term, a fine
characterization of the impact of the dimension is achievable. In mean estimation problems,
the impact of the dimension happens throughout the covariance matrix > of the distribution.
Two regimes of accuracy occur: if the underlying distribution is subgaussian, then the

achievable accuracy (with high probability) grows as (Diakonikolas et al., 2019)

~ ~[try
i =l = 0<n +a|rz\\2), (2.21)
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while for more heavy tailed distribution with only a covariance matrix ¥, the achievable

accuracy grows as (Lugosi and Mendelson, 2021)
trX
il = O + a2 ) (2.22)

Importantly, in both results, the % factor is the error of the adversary-free mean estimation
problem. While it can grow linearly with the dimension when the covariance matrix is
isotropic, it also captures the potential low-dimensional structure of the problem. Thus,
the impact of adversaries happens only in the second term, which is independent of the
dimension. This contrasts with the guarantees of (f,v)-robust aggregators, in which the

error scales at best as L1 5™ |lz; — Z||2 ~ ntr(D).

A Deterministic Perspective. The assumptions made in Byzantine optimization, such
as the one in the definition of (f, v)-robustness, are deterministic. In contrast, most papers in
robust statistics often assume that the data stems from an underlying distribution. Relying
on a deterministic characterization of the heterogeneity can allow for more flexibility when
dealing with highly heterogeneous settings, as it captures at the same time the heterogeneity
due to distribution shifts among clients as well as the statistical heterogeneity due only
to a finite number of i.i.d. samples among clients. Correlatively, designing robust mean
estimators similar to the (f,v)-robustness with tighter dependence on the dimension is
possible (Allouah et al., 2025b). For such methods, the dependency on the proportion of

adversaries is similar to the heavy-tail setting Equation (2.22).

2.5 Privacy

This section introduces the field of privacy. This concept primarily refers to societal and
philosophical considerations, which the mathematical concept of differential privacy studied
in this dissertation sheds technical light on, without, however, seeking to replace them. To
go beyond this brief introduction, the reader can explore the seminal book of Dwork and
Roth (2014), the privacy page of the Stanford Encyclopedia of Philosophy (Roessler and
DeCew, 2023), the pedagogical blog-post of Damien Desfontaines (Desfontaines, 2026) or
the nice introduction made by Cyffers (2024).

2.5.1 Why Differential Privacy?

As defined by Dwork and Roth (2014), privacy in the context of algorithmic data manipu-
lation corresponds to a promise, made by an analyst to a data subject, that they will not
be harmed as a consequence of sharing some personal information.

Early attempts to guarantee the privacy of the data subjects relied on methods such as
data-anonymization, i.e. removing information that allows one to link the database entry to
the associated subject. Unfortunately, this approach is insufficient to guarantee the privacy
of the information, as some apparently benign information can be coupled with publicly

available information to re-identify the data.



2.5. Privacy 33

One example of such a failure is the Netflix Prize dataset (Narayanan and Shmatikov,
2008). The Netflix Prize dataset is made of movie ratings created by subscribers, where
most identifying information was removed, but not all. In particular, correlating the
date on which each movie was watched with publicly available reviews of movies on the
Internet Movie Database allowed 99% of the records to be re-identified. Part of the watch-
ing history of some participants was not available in any publicly available database, and

this leak could reveal sensitive information such as the sexual orientation of the data subject.

Another approach to guarantee privacy while disclosing analyses is to restrict the pub-
licly available results to summary statistics on aggregated samples. One could think that, as
long as each summary statistic is computed on enough people, re-identifying them would be
impossible. However, the more summary statistics are published, the more this guarantee
vanishes, and data may be reconstructed. In 2010, the US Census Bureau published its
decennial study on the population and housing in the United States, with privacy protection
based essentially on summary statistics and random swapping of data records. Yet, those
protections were insufficient for protecting privacy, as the personal records of every resident
in 70% of the census blocks could be exactly reconstructed using public data only (Abowd
et al., 2023). This catastrophic failure — the census must protect the privacy of participants

by law — led the Census Bureau to rely on differential privacy in the 2020 study.

Similarly to summary statistics, machine learning models are vulnerable to privacy leaks.
This has been evidenced regularly over the last decades (Bun et al., 2014; Dwork et al.,
2015; Shokri et al., 2017). The rise of large machine learning models only broadens the
vulnerabilities: large language models are prone to reconstruction attacks, in which input
training data can be reconstructed (Carlini et al., 2021; Nasr et al., 2023), and larger models
only memorize more data. Importantly, memorization is not a bug of badly designed models,
but a default behavior of complex models (Brown et al., 2021a). Ad-hoc privacy protections
are still regularly proposed and broken, as evidenced by the privacy leak in Anthropic’s
Clio model, which relied on ad-hoc privacy guarantees (Sundaram Muthu Selva Annamalai
et al., 2026).

In contrast to ad-hoc protection, the notion of Differential Privacy is a formal mathe-
matical guarantee agnostic of the attack. Over the last decades, it has become the standard
criterion for data privacy in statistics and machine learning, as it proposes a principled way

to design secure and accurate analytic methods.

2.5.2 Formal Guarantee

Differential Privacy is a mathematical definition. Given a database, a notion of individual
records, and an algorithm that takes the database as input, differential privacy corresponds,
informally, to the guarantee that changing one record in the database does not drastically

change the output of the algorithm.
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Setup Let D be a dataset consisting of n records. One would like to query the dataset, i.e.
to use a function f that takes the dataset as input and outputs a quantity of interest. This
could correspond to outputting summary statistics such as the mean of the records, a whole
dataset or a whole machine learning model. Then a private mechanism M is a pipeline
that approximates the query f by adding noise to the process, such that the output M(D)
is statistically indistinguishable from that of the mechanism M applied on a neighboring

dataset, i.e. a dataset D’ identical to the dataset D on all records except one.

Definition 2.5.1 (Differential Privacy). Let M be a random mapping, ¢ > 0 and
0 €[0,1]. If M is (e, )-differentially private, then for any input dataset D,, of n entries,
and any neighboring dataset D), in the sense that the Hamming distance between D
and D' is dy(D,D') = 1, and any measurable set S

Pr[M(D,) € S] < & Pr[M(D),)) € S] + 6.

The case § = 0 is commonly referred to as pure differential privacy, while § > 0 refers

to approximate differential privacy.

The variable € is the privacy budget, while ¢ corresponds to a catastrophic privacy leak
probability, and must be significantly smaller than 1/n in order to have any significant
privacy guarantee. Indeed: consider the task of computing the average of the n entries,
then the ‘name and shame” algorithm which uniformly outputs one of the entries is

(0,1/n)-differentially private, although it always leaks one of the input data records.

Notion of Individual Records. The notion of individual records can vary depending on
the context: it defines the unit of information on which the guarantee applies. For instance,
in machine learning, it can either correspond to a single data entry, or to all the information
related to an individual. In a distributed context, a client-level notion of record is typically
considered, which corresponds to considering as 'record’ the whole dataset locally stored by

one of the clients.

Output of the Mechanism. The output of the mechanism defines what is actually
accessible to an adversary, and what can then be used to infer information about the
individuals. When computing simple analytics, such as the mean of the dataset, it corre-
sponds to the noisy mean. In a distributed context, the output of the mechanism does not
always correspond only to the last iterate of the optimization algorithm, depending on the
trust assumptions on the clients and the server. We instantiate two classical settings in a

federated learning context:

e In Central Differential Privacy, the server (and usually the other clients) are assumed
to be trusted, and the adversary can only see the final output of the learning process.
In some cases, only the server is trusted, while the other clients are honest-but-curious,

and can leak information.
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e In Local Differential Privacy, neither the server nor the other clients are trusted. It
follows that the output of the mechanism corresponds to the transcript of all shared
information among computers, and not only to the last iterate of the optimization

pipeline.

Post-processing. The strength of differential privacy relies on its robustness to post-
processing: any post-processing of the output of an (g, §)-differentially private algorithm is

still (e, d)-differentially private.

Proposition 2.5.2 (post-processing). Let M : N¥ — R? be a randomized algorithm
that is (g,0)-differentially private, then for any randomized mapping f : RY — R,
fM N = RF s (e,0)-differentially private.

More complex differentially private algorithms can also be designed by combining them.

Proposition 2.5.3 (Composition (Dwork et al., 2006, 2010; Kairouz et al., 2015)).
Consider My, ..., Mr (&;,6:)icir) DP algorithms. Consider the mechanism M(D) =
Mr (D, Mr_1(D, ..., M2(D, M1(D)))). Then

1. (Basic Composition) M is (e,8) DP with € = Zthl et and § = thl ¢

2. (Advanced Composition) M is (55,54— S>1_ 1 6:)-DP where

T
—1 Et 9
=y el Zet log(1/9).

t=1

If these results guarantee some level of differential privacy, it is known that the compo-
sition guarantees based on the (g, §)-definition of differential privacy are not tight. Other
definitions of differential privacy, such as Rényi Differential Privacy (Mironov, 2017) (RDP),
which relies on the Rényi Divergence, allow to tightly capture the privacy loss due to

composition. Consequently, it is sometimes preferred over the (e, d) definition.

2.5.3 Differentially Private Algorithms

Although the privacy contributions in this manuscript mostly focus on impossibility results,
rather than a methodological approach, we present some basic private algorithms, as it

brings some perspective on our contributions.

Differentially private algorithms rely on some form of randomness to add noise to their
output. To guarantee privacy, the noise scale must correspond to the sensitivity of the

algorithm.

Definition 2.5.4 (Sensitivity). Consider a function f : X" — R? Then the ¢*
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sensitivity of the function f is defined as

Ap = Sup 1£(D) = £(D)lp.

The most basic private mechanism adds Laplace noise calibrated to the ¢! sensitivity of
the function f

Proposition 2.5.5 (Laplace Mechanism (Dwork et al., 2006)). Consider a function
f: X" = R% Then the Laplace mechanism writes

A 1
M(D) = f(D) + ?IZ, where Z is of density pz(w) = o exp(—||lwl|1)

and is (g,0)-differentially private.

Another widely used mechanism is the Gaussian Mechanism, which, however, only

satisfies approximate DP.

Definition 2.5.6 (Gaussian Mechanism (Dwork et al., 2006)). Consider the function
f = X" = R? with ly-sensitivity of As.

Then, the Gaussian mechanism, given by

M : Dy, — (D) +/\/(o, 203 10g(1.25/5)]1d)

2

is (g, 0)-differentially private.

Alternative variants of differential privacy were also proposed to precisely capture the
properties of the Gaussian mechanism. These variants are called concentrated DP (Dwork
and Rothblum, 2016; Bun and Steinke, 2016) and Gaussian DP (Dong et al., 2019).

While the Laplace Mechanism enjoys the desirable property of achieving pure differential
privacy, this is also over constraining in many settings, as pure DP is often achieved at the

cost of a significant accuracy degradation compared to approximate DP.

Ezample 2.5.7 (Multivariate Private Mean Estimation). Consider i.i.d. random vectors
X = (x1,...,%Xp) with ||x;||, < r almost surely. Then, the clipped sampled mean f(X) =

%clip(xi; r) has 2 sensitivity Ay = %” So the Gaussian mechanism yields

2log(1. oo(1. r2
E[|My(X) — %3] = E[I|N<0, 24,1 g€<21 25/9) 1) 12 = 2 g(1€225/6) d

n? ’

2 | 2log(1.25/8)r%d
And thus E[| My (X) — E[x,]||3] < 2 4 2loell25/0)0rd
While this private mean estimator is often used in practice, it already raises a few

questions:

1. How should we set the parameter r, since it impacts the accuracy of the estimation,
while estimating it on the data might require using some data samples and some

privacy budget?
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2. The clipping operation is performed around the origin, and the mechanism is thus

not translation-invariant.

3. Is the use of an isotropic covariance in the Gaussian noise optimal? It may obfuscate
an underlying low-dimensional structure of the sample distribution, while adding an

extra d factor in the squared error.

As mean estimation is a key building block of many algorithms, a significant body of
work has been developed to design optimal private mean estimators and understand the
fundamental limits of the task. The (sub-)Gaussian setting has seen particular interest,
as it presents a simple problem of what can be achieved under favorable assumptions.
In the univariate Gaussian setting, (Karwa and Vadhan, 2018) propose an optimal (g, d)
mean-estimation algorithm that works even without assumptions on the localization of
the expectation or the variance of the distribution. Note that this is only possible using
approximate differential privacy, as (Hardt and Talwar, 2010; Bun et al., 2019) show that
the sample complexity of (g,0) private mean estimation grows as the logarithm of the
diameter of the set of feasible expectations. Another line of work (Bun et al., 2019; Kamath
et al., 2019; Aden-Ali et al., 2021; Liu et al., 2021; Brown et al., 2021b; Liu et al., 2022)
focuses on designing estimators that are invariant to the choice of Euclidean norm, by
considering the error using the Mahalanobis norm, i.e. ||z||%_, = 27 %7z, where X is the
covariance of the distribution. However, achieving a non-trivial error in the Mahalanobis
norm requires at least d samples when the covariance matrix is unknown, since learning
the covariance matrix is necessary to avoid adding noise in eigenspaces in the kernel of
the covariance matrix. While, when the covariance matrix is diagonal, the optimal error

d2

W)’ having a non-diagonal covariance

of private mean estimation grows as o? = 9(% +
matrix could allow for a better error with dependence on intrinsic-dimension-like quantities.

For instance, Dagan et al. (2024) shows that knowing the covariance matrix allows one

(b vE)"

to design algorithms with ¢2 error a? € O(% + *—»="). In Chapter 7, we investigate
whether such rates can be obtained when the covariance matrix is unknown, and give a

negative answer to the question.






Chapter 3

Technical Summary of the

Contributions

In this chapter, we formally summarize the contributions of this thesis.

Contributions’ summary of Chapter 4

We study the problem of Byzantine-robust decentralized optimization, with a particular

focus on synchronous gossip communication. Our contribution is twofold:

Unified analysis We provide a general method to design robust gossip algorithms. The
proposed approach consists, given a robust averaging rule F, in updating the parameters of

honest nodes as:
Vi € Ha w?—l = :I:f - 77F((~’Bz - a:j)jeneighbors(i))'

The above update is robust — in the sense that the mean square error decreases strictly — as
soon as the number of Byzantine neighbors to honest node b = sup;c4 |neighbors(i) N B| is
smaller than half the smallest non-zero eigenvalue of the (un-normalized) Laplacian matrix
of the honest sub-graph, i.e. b < A\y(Wy)/2. By denoting ~ the spectral gap of the honest
subgraph, and the breakdown assumption as 6 := 2pb/A2(Wy) < 1, where p > 1 measures
the quality of the averaging rule F', we show that the iterates {z};i € H,t > 0} of the

method satisfies

1€EH 1€EH

75, -z < ST 67 ] - ZHCE —z .

It follows that honest nodes achieve an asymptotic consensus, while their average parameter
has a bounded bias. This result provides a solid groundwork for the design of robust

decentralized optimization algorithms, as we illustrate in the case of decentralized-SGD.

Spectral Tightness of the Breakdown Point. We show that the condition on the
breakdown point (i.e., b < A2(Wy)/2) is tight, in the sense that no better condition com-

39
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paring the number of Byzantine neighbors per honest node b with eigenvalues of the graph
can be established. Indeed, we show that there exist arbitrarily large and sparse graphs
(in the sense that v is small), for which b = Amax(G3)/2, and on which no communication
algorithm can be robust, in the sense that the mean square distance to the initial mean

paramter strictly decreases.

Attacks tailored to the decentralized setting. We stress the robust gossip com-
munication by proposing an fully-decentralized attack to disrupt the communication. This
attacks works by partitioning the graph in two clusters defined by the Fiedler vector of
the graph, i.e. the eigenvector of the Laplacian matrix associated with the second smallest
eigenvalue. Then, Byzantine nodes push honest ones into one or another direction depending
on which cluster they are assigned to. This attack is shown to disrupt existing robust

methods using less adversaries than previous approaches.

Contributions’ summary of Chapter 5

We investigate the feasibility of the dual approach to design Byzantine-robust decentralized
optimization methods. Using the notations of Section 2.3.3.3, we show that the most
efficient methods of the framework of Chapter 4 can be seen as modifying the gradient in
the gradient descent on the dual objective function Equation (2.15). Namely, that robust
averaging methods can be seen as a control on the dual gradient in the gradient descent on
the dual objective function.

However, some form of symmetry in the update between neighbors must be respected to
be fully compatible with the dual approach. Followingly, we study with a dual perspective
a communication algorithm based on a global clipping threshold. We show that, if the

threshold is set according to

¢
t t)2 ¢ t)2 2
> et — | Ljgt gt 25rt = Boo > =t —a L)jat—at |27t + 1D ny
1,JEH, i~j LIEH, i~v] s=0
where 7 is a step-size, and A, a graph-related quantity that measures the influence of the

Byzantine nodes on the communication, then the mean square error evolves as

DN e e N [ R N D P 25 |* Lt —rt 2
ien = ijeH, inj

If this ensures the decrease of the MSE, it does not provides a rate or some asymptotic
consensus. Furthermore, the analysis is restricted to the squared norm loss function.

To extend this analysis, we phrase local-clipping methods in the dual perspective. If this
allows to understand local aggregation methods as preconditioned clipped gradient descent,
it is insufficient to overcome the challenge that Byzantine pose in the dual approach.

This leads us to discussing the major technical difficulty towards leveraging the dual
approach to design Byzantine-robust decentralized algorithms: introducing Byzantine

nodes breaks the key invariant of the dual perspective. Furthermore, while the strength
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of the dual perspective usually relies on simple Lyapunov functions, this loss of invari-

ant also breaks the usual Lyapunov function, thus restricting the interest of the methodology.

Contributions’ summary of Chapter 6

Generic formalism. In this chapter, following Section 2.4.3, we explicit that Byzantine-
robust distributed optimization exactly fits the formalism of first-order methods with inexact

gradients oracle, with a simple additive and multiplicative error term, as
IVL(2) = VL(@)|? < ¢ +a|| VL)%,

where VL is the inexact gradient oracle. To do so, we simply combine the standard
(G, B)-Heterogeneity assumption with existing definitions of robust aggregation rules.

This allows us to directly 1) analyze Byzantine-robust distributed (stochastic) gradient
descent using previous result on inexact gradient methods, and 2) use existing work on
inexact gradients to show a first accelerated algorithm, although this acceleration holds for
a restricted heterogeneity condition, and with a sub-optimal asymptotic error.

These first results both motivate and pave the way for a more systematic search for
efficient algorithms, abstracting away the complexity of the Byzantine setting, and thus
building on the inexact gradient formulation to propose a robust version of two standard

fast algorithms.

Optimization under similarity. When an approximation L (in the second-order
sense) of the global honest loss is available, we give in a Byzantine-robust algorithm (with
computationally more expensive updates than GD) called Prox Inexact Gradient method
under Similarity (PIGS), which writes

!t = argmin {ﬁ(x) + lux —z'|? + (VL(x) - vrj(mt))%}.
z€ER n

We show that PIGS enjoys a linear convergence rate of O(2/ulog(1/¢)) to reach an e
neighborhood of the optimal error, where A corresponds the the operator norm of the
difference between the Hessian of the approximate loss and of the true honest one. Since
A can be drastically smaller than the smoothness of the loss function, this results in an
important gain in iteration complexity, which consequently reduces the communication
time. The convergence theory of PIGS requires an extension of Woodworth et al. (2023) to
handle the inexactness of the error term.

Acceleration. We adapt the extra-gradient method from (Kovalev et al., 2022) to
the inexact oracle setting. We show that it converges in this setting towards the optimal
asymptotic error with an accelerated linear rate of convergence O(+/L/ulog(1/¢)), where u
is the strong convexity of the considered loss function and L the smoothness. This result
holds as long as the factor « in the oracle’s relative error is smaller than \/L/7 Our result
outperforms previous works on accelerated inexact oracle first-order methods by a \/L/7

factor both in the asymptotic error and in the condition on the relative error.
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Additionally, the extra-gradient algorithm also enjoys an accelerated rate of convergence
in the similarity setting, but only as long as the relative error in the gradient is small with
respect to A2/L2.

Contributions’ summary of Chapter 7

We study the problem of differentially private mean estimation of gaussian vectors, where
data samples are distributed according to x!,...,x" ~ N(u,X). When the covariance
matrix of the data distribution is isotropic, i.e. X o I4, it is well known that private
mean estimators suffer from a dimensional overhead compared to non-private ones, as
their accuracy typically scales as o? < @(@ + %) Recently, Dagan et al. (2024)
have shown that, when the covariance matrix was known, one could design a private mean
estimator whose accuracy depends on the effective dimension of the problem, and not
on the ambient dimension d. Formally, they propose an (g,§)-DP algorithm A which,
when given the covariance matrix as input, enjoys the accuracy [|A(X,X) — p||? = a? =
@(tr(z) + W) with high probability. This rate is also shown to be optimal on

n n2e?
gaussian mean estimation.

Such dimension-free rate is important, as real-world data are often far from isotropic,
with signals concentrated on a small number of principal components. That private mean
estimation usually adds isotropic noise can seriously degrade the performance of downstream
tasks, as evidenced when implementing differentially-private gradient descent on machine
learning problems.

However, the covariance matrix of the data samples is rarely known in advance. To
alleviate this issue, (Dagan et al., 2024) also propose a covariance-agnostic private mean

estimator which, however, only achieves an accuracy of

2
s | (D) N (Zie[d] VEii) N A icpa Vi

ac=0

)

n n2e2 nield

which still depends on the dimension.

Question. Can we design a private mean estimator for gaussian distribution, whose

accuracy is independent of the ambient dimension d, but only of the effective-dimension-like

quantities tr(X)/||Z||2 and (tr vVE)2 /(|22 2

We answer this question negatively by comparing two complementary settings: a non-
diagonal covariance setting, in which the covariance matrix is a random projector on a
low-dimensional subspace, and a diagonal setting, in which the distribution on covariance

matrices mimics a polynomial decrease in the eigenvalues, as 3;; o< 1/3.
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Formally, we define the optimal ¢5 error with probability % of (g,0)-DP algorithms for

a given prior P distribution on the covariance matrices as

— i 250- - t. —ul? <a?| >
Res(Pon)i=inf Q0?2 0:34 (,0)DPst. o Pr [||,4(X) pll2 < a?| >
XN (2,22

[SSRI )

where p > 0 is taken sufficiently large. Similarly we denote as 9}5,5 the optimal error for

algorithms that take both the dataset X and the covariance matrix ¥ as input.

Non-Diagonal Setting. For P; the uniform distribution on rank-k orthogonal projector
of R?, we show that if n < k and § < O(1/d), then (g, ) differentially private algorithms
that do not take the covariance matrix as input suffer from a multiplicative overhead in

their error of %, ie.
d~
maﬁ(,Plv n) > Ema,(;(?)% 7’L)

Furthermore, this result shows that the naive algorithm which estimates the trace of the
dataset and adds isotropic noise to the average of the (filtered) data samples is optimal in

this low-dimensional regime of n < k.

Diagonal Setting. To go beyond the setting of n smaller than the effective dimension
of the problem, we take as prior distribution that 3 = Diag(o), where (o1,...,04) ~
invx?(1,1)®4, i.e. 1/0; follows a x2(1) distribution. For this prior distribution, if log(d) <
n < d/8% and § < 1/n, we have that

Vd ~
9C{5,5<lpla TL) > Wms,é(,P?a n)

Although the exact polynomial dependence on d and n might not be tight, this result shows
that even when the intrinsic dimension is such that tr vX/||3||s = ©(log(d)) with high
probability, achieving the covariance-aware optimal error when the covariance is unknown

requires a number of samples which is a power of the ambient dimension.

Proof Technique. To show these results, we first show that any accurate and DP mean
estimator can be converted into a DP "sampling" algorithm, whose output distribution
has a covariance matrix “close” (in some sense) to the empirical covariance matrix of the
dataset. We thus directly prove a lower bound on the accuracy of such differentially private

sampling algorithms.






Part 11

Byzantine Resilience in Decentralized

Optimization
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Chapter 4

A Unified Breakdown Analysis for
Byzantine Robust Gossip

In decentralized machine learning, different devices communicate in a peer-to-peer manner to
collaboratively learn from each other’s data. Such approaches are vulnerable to misbehaving
(or Byzantine) devices. We introduce F-RG, a general framework for building robust
decentralized algorithms with guarantees arising from robust-sum-like aggregation rules F.
We then investigate the notion of breakdown point, and show an upper bound on the number
of adversaries that decentralized algorithms can tolerate. We introduce a practical robust
aggregation rule, coined CS, such that CS;—RG has a near-optimal breakdown. Other
choices of aggregation rules lead to existing algorithms such as ClippedGossip or NNA. We
give experimental evidence to validate the effectiveness of CS;—RG and highlight the gap

with NNA, in particular against a novel attack tailored to decentralized communications.
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4.1 Introduction

Distributed machine learning, in which the training process is performed on multiple
computing units (or nodes), responds to the increasingly distributed nature of data, its
sensitivity, and the rising computational cost of optimizing models. We investigate the
decentralized paradigm of distributed learning, in which nodes communicate in a peer-to-
peer manner within a communication network, in opposition to distributed architectures
relying on a central server that coordinates all units.

Distributing the training over a large number of devices introduces new security issues:
software may be faulty, local data may be corrupted, and nodes can be hacked or even
controlled by a hostile party. Such issues are modeled as Byzantine node failures (Lamport
et al., 1982), defined as omniscient adversaries able to collude with each other. Standard
distributed learning methods are known to be vulnerable to these Byzantine attacks
(Blanchard et al., 2017). This has led to significant efforts in the development of robust
distributed learning algorithms. From the first works on Byzantine-robust SGD (Blanchard
et al., 2017; Yin et al., 2018; Alistarh et al., 2018; El-Mhamdi et al., 2020), methods have
been developed to tackle stochastic noise using Polyak momentum (Karimireddy et al.,
2021; Farhadkhani et al., 2022) and mixing strategies to handle heterogeneous loss functions
(Karimireddy et al., 2023; Allouah et al., 2023a). In parallel to these robust algorithms,
efficient attacks have been developed to challenge Byzantine-robust algorithms (Baruch
et al., 2019; Xie et al., 2020). Recently, Allouah et al. (2025a) has used pre-aggregation
adaptive clipping to improve robustness. To bridge the gap between algorithm performance
and achievable accuracy in the Byzantine setting, tight lower bounds have been constructed
for the heterogeneous setting (Karimireddy et al., 2023; Allouah et al., 2024). Yet, all these
works rely on a trusted central server to coordinate the training.

In contrast, the decentralized case has been less explored. Especially when the com-
munication network, abstracted as a graph where vertices represent computing units that
communicate through edges, is not fully connected (a.k.a. sparse). For instance, under-
standing how many Byzantine nodes can be tolerated over an arbitrary network before a
communication protocol fails is an open question (that we address in this paper). Indeed,
the network is often assumed to be fully connected (El-Mhamdi et al., 2021; Farhadkhani
et al., 2023). While the work of Fang et al. (2022) addresses the case of sparse networks, it
only considers homogeneous losses. Closer to our setting, He et al. (2023); Wu et al. (2023)
tackle Byzantine optimization on sparse networks with heterogeneous losses, however, they
only achieve suboptimal robustness, as their guarantees vanish with either the number of
nodes or the connectivity of the network. Moreover, the communication scheme proposed
in He et al. (2023) relies on inaccessible information. Similarly, there is a lack of attacks
designed to challenge decentralized optimization. To the best of our knowledge, only He
et al. (2023) proposes one, named Dissensus. Still, a few previous works (Wu et al., 2023,;
Farhadkhani et al., 2023) have investigated generic criteria to go from communication
schemes to robust distributed SGD frameworks.

Our work proposes a generic method to design algorithms that solve the aforementioned

shortcomings. To do so, we carefully study the decentralized mean estimation problem. This
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seemingly simple problem retains most of the difficulty of handling Byzantine nodes while
allowing us to derive strong convergence and robustness guarantees. Our solution relies
on robust adaptations of the gossip communication, a popular scheme for decentralized
communication. We then tackle general (smooth non-convex) optimization problems
through a reduction. Our contributions are the following:

1 - Unifying algorithmic framework. We develop a generic method (the RG method)
to construct and analyze robust communication algorithms. It is based on the decentralized
application of robust aggregation rules. This RG method recovers NNA (Farhadkhani et al.,
2022) and ClippedGossip (He et al., 2023) in specific cases. We use the RG method to
build CS;-RG, a novel communication algorithm that is both practical and adapted to a
sparse communication network.

2 - Tight theoretical guarantees. We show that RG provides robust convergence
guarantees as soon as the underlying aggregation rule verifies (b, p)-robustness, a new
robustness criterion that we introduce, and the weight of Byzantine nodes is not too large
(with respect to the algebraic connectivity, a spectral property of the communication graph).
We also show the converse result, that is, no robustness guarantees can be obtained if the
weight of Byzantine nodes exceeds this threshold. Our bounds match each other for specific
aggregation rules. These results generalize the standard fully-connected breakdown point
of 1/3 of Byzantines nodes to arbitrary sparse networks.

Besides these core contributions, we introduce a theoretically grounded attack, called
Spectral Heterogeneity, specifically designed to challenge decentralized algorithms by lever-
aging spectral properties of the communication graph.

The remainder of the paper is organized as follows. Section 4.2 formalizes the problem
of Byzantine-robust decentralized optimization. Section 4.3 presents the robust gossip
framework as well as the main convergence guarantees. Then, Section 4.4 instantiates
the general framework with several rules (and the associated robustness guarantees), and
provides guarantees for a D-SGD algorithm based on F-RG. Finally, Section 4.5 presents
the Spectral Heterogeneity attack, which is then used with other attacks to experimentally

challenge several aggregation schemes in Section 4.6.

4.2 Background

4.2.1 Decentralized Optimization

We consider a system composed of m computing units that communicate synchronously
through a communication network, which is represented as an undirected graph G. We
denote by H the set of honest nodes, and B the (unknown) set of Byzantine nodes. Each unit
i holds a local parameter ; € R%, a local loss function f; : R? — R, and can communicate
with its neighbors in the graph G. We denote the set of neighbors of node i by n(i) and
by ny (i) (resp. ng(i)) the set of honest (resp. Byzantine) ones. We study decentralized
algorithms for solving

. 1
arg min {fH(:c) = & Z fz(a:)} . (4.1)

zcR? =
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Due to the averaging nature of Equation (4.1), centralized algorithms for solving
this problem rely on global averaging of the gradients computed at each node. In the
decentralized setting, we rely on performing local (node-wise) inexact averaging steps
instead.

Gossip Communication. Standard decentralized optimization algorithms typically
rely on the so-called gossip communication protocol (Boyd et al., 2006; Nedic and Ozdaglar,
2009; Scaman et al., 2017; Kovalev et al., 2020). The gossip protocol consists of updating
the parameter of a node ¢ through a linear combination of the parameters of its neighbors,
with updates of the form :cf“ =zl —n ZT:1 w;j (@t — wg), where w;; is a weight associated
with the edge (ij) of the graph and n > 0 will denote a communication step-size. By
denoting W' the Laplacian matrix associated with the weighted graph G, i.e W;; = —w;; if

i# jand Wy = Zjen(z‘) w;yj, and denoting the matrix of parameters as X = (x1, . .. I
then the gossip update conveniently writes:
X = xt WXt (4.2)

The Laplacian matrix (a.k.a. gossip matrix), is symmetric non-negative. When the graph is
connected, its kernel is restricted to the line of the constant vectors, i.e. span(1,...,1)T.
In the following, we will always consider that the graph G is weighted, so that a unique
Laplacian matrix is associated with each graph G. Moreover, we denote by fimax(Gy) and
12(Gy) the largest and smallest non-zero eigenvalues of the Laplacian matrix Wy of the
honest subgraph Gy, and by v = p2(Gy )/ ttmax(Gn) its spectral gap. Spectral properties
of the Laplacian matrix are known to characterize the convergence of gossip optimization
methods. For instance, in the absence of Byzantine nodes, Equation (4.2) with step-size
n < umax(g)_l leads to a linear convergence of the nodes parameter values towards the

average of the initial parameters: || X — X |2 < (1 — nu2(G))!| X0 — X°||2, for X" the
0
5
Robustness Issue. Gossip communication relies on updating the nodes’ parameters

matrix with columns m ™! YL

by performing non-robust local averaging. As such, similarly to the centralized case, any
Byzantine neighbor of node i can drive the update to any desired value (Blanchard et al.,

2017). Then, the poisoned information spreads through gossip communications.

4.2.2 Byzantine-Robust Decentralized Optimization

In this section, we describe the threat model and the robustness criterion that we consider.

Threat model. We consider Byzantine nodes to be unknown omniscient adversaries,
able to collude and send distinct values to each of their neighbors. We measure their
influence by considering the weight of Byzantine nodes in the neighborhood of each honest
node, (b(é) := > jc,,0) Wij)ien (as in LeBlanc et al. (2013); He et al. (2023)), instead of the
total number of Byzantine nodes |B| as done for the centralized or fully-connected setting.
Similarly, we denote by h(i) =)
the node 1.

jeny (i) Wij the weights of the honest nodes adjacent to

In the case of an arbitrary communication network, the number of honest nodes does

not provide enough information by itself, as the results depend on how the nodes are
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linked, i.e., the topology of the honest subgraph. Therefore, in the case of sparse topologies,
it is necessary to consider a property of the graph related to its structure rather than
relying solely on the number of honest nodes. We will show that spectral properties of the
Laplacian of honest subgraph are relevant quantities for robustness analyses and introduce

the following class of graphs.

Definition 4.2.1. For any pmin > 0 and b > 0, we define the class of weighted graphs

D s = {g s.t. p2(Gy) > pmin and max b(i) < b} :
(]
In other words, we introduce a subset of all possible graphs, partitioning in terms of (i)
the second smallest eigenvalue of the honest subgraph, (a.k.a. the algebraic connectivity),
that is restricted to be larger than a minimal value pmin, and (ii) the maximal weight of

Byzantines in the neighborhood of an honest node, which is restricted to be smaller than b.

Note that if all edges are equally weighted (w;; = w), then b(i) = |ng(i)| - w, and (ii)
boils down to upper bounding the number of Byzantines in the neighborhood of honest
nodes by f :=b-w™!. Hence, Definition 4.2.1 is an extension of the standard “there are at
most f byzantine nodes among the |B| + |H| nodes” to the setting of arbitrary connected
graphs. We point out that this class of graphs depends on the spectral properties of the
honest subgraph, meaning that for a given communication network, these properties change
depending on the location of Byzantine failures, and the associated graph can either fall

within I, ., if Byzantines are “well spread”, or not, e.g. if they are adversarially chosen.

Approximate Average Consensus. The average consensus problem consists in
finding the average of vectors locally held by honest nodes (x;);c3. It is a specific case of
Equation (4.1) obtained by considering f;(x) = ||z — x;||>. Due to adversarial attacks only
an approrimate estimate of the average of honest nodes vector Ty := |H| ™! Y ien Ti can
be reached (Karimireddy et al., 2023). We therefore introduce the following criterion to

assess the robustness of a communication algorithm.

Definition 4.2.2 (r-robustness on G.). Let r < 1. A communication algorithm Alg is
r-robust on a graph G if from any initial local parameters (x;);ex € (R%)%, it allows

any honest node ¢ to compute a vector .’Jvl+ such that

1 1
o Dl =Tl <oy e - m
&, i 2,

Imposing 7 < 1 means the honest nodes’ parameters have to be strictly closer (on
average) to the initial mean after the communication than before. It thus requires that
the reduction of the variance of nodes parameters Vary (x) — Vary (z™) is larger than the
bias ||T;; — Tx||* introduced by the Byzantines, with Vary (z) := [H|™' Y,y |2 — Tn||*.
Remark that the r-robustness of an algorithm on a graph G states that a single use of the
algorithm strictly reduces the average quadratic error. However, it does not mean that

multiple uses would result in a geometric decrease; indeed, we cannot simply use induction
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as Ej{ #+ Ty.

4.3 The Robust Gossip Framework

We now introduce a generic framework, which relies on two key building blocks: (i) a
generic update form, depending on an aggregation function F : (Ry x R — R4, and (ii)
a set of those aggregation functions F, referred to as robust summation functions. We then
show that the combination of these two blocks, i.e., the generic update used with a robust
summation function F, leads to a robust decentralized algorithm, hence the name: Robust
Gossip.

We finally show that this framework leads to (near-)optimal robustness guarantees for

well-chosen F'.

4.3.1 The Robust Gossip Method: Adding Robust Differences Instead of
Averaging Robustly

We call aggregation rule a function F : (Ry x RY)™ — R4 meant to aggregate a set of
vectors (2;)ie[n) € (RH)™ with weights (wi)iem) € RY. For n > 0 a communication step-size,
the associated robust gossip algorithm (coined F-RG) consists, for any honest node i € H

of the communication network G, in updating its parameter x; using;:

x] = — nF ((wij, T — ) jen()) - (F-RG)

Crucially, each node applies the (robust) aggregation rule F to (wj, 25)jen() := (wij, i —
T;j)jen(i), 1-. to the differences of its parameter with those of its neighbors, and uses this
estimate to update its parameter. Thus, Equation (F-RG) recovers the standard gossip
update from Equation (4.2) if F is the weighted sum operator (which is unfortunately
not robust). Hence, we will look for aggregation functions that are robust versions of the
weighted sum.

In contrast, directly averaging the parameters of the neighbors, even with a robust aggre-
gation rule, would highly suffer from heterogeneity. Indeed, this leads to a biased estimate
of the mean of initial parameters for sparse communication graphs. Extra assumptions,
such as homogeneity of the local objectives, are thus needed to alleviate this problem (Fang
et al., 2022).

Meanwhile, the RG method uses intrinsically decentralized updates, allowing for tight
convergence guarantees in sparse communication graphs with heterogeneous local objectives.
The strength of the RG framework is to turn any robust summation into a robust gossip
algorithm. As such, one can focus on the design of robust aggregation functions without

worrying about the decentralized aspect.

4.3.2 Robust Summation Functions

Our analysis of F-RG relies on aggregation rules that meet the following robustness

conditions.
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Definition 4.3.1 ((b, p)-robust summation). Let b,p > 0. An aggregation rule
F: (Ry x RY)™ — R is a (b, p)—robust summation if, for any vectors (z;)icp) € (R)™,
any weights (w;);ef,) € R and any S C [n] such that Y, .gw; < b (where S := [n]\S),

2
< szwi”zi”Q‘

€S

HF((wz‘, Zi)ien)) — Zwizi

€S

In (F-RG), S is the set of honest neighbors n (i), while S is the set of Byzantine
neighbors np(i). We will exhibit several (b, p)—robust summation rules, including a practical

rule for p = 2, in Section 4.4.

Remark 4.3.2. The latter definition differs from (f, x)-robustness (Allouah et al., 2023a)
we upper bound the error using the second moment of vectors within S instead of
their variance. Note also that (f, k)-robustness is stated with constant weights only.
Therefore, if F' is (f, k)-robust, then F' is a (b, p)-robust summation with e.g. uniform
weights w; = 1/(n — f) with b= f/(n — f) and p = k/b.

4.3.3 Convergence of RG under (b, p)-Robustness

As briefly discussed in the introduction, the goal of communicating is to reduce the variance,
which comes at the price of bias. This is unavoidable since communicating allows nodes to
inject wrong information which biases the system.

In the following core result, we show how (b, p)-robustness enables us to tightly quantify
how much a single step of F-RG reduces the variance, and how much bias is injected. Recall

that Vary(x) = ﬁ > ien l®i — Ty || is the variance of honest nodes.

Theorem 4.3.3. Let F be a (b, p)-robust summation, b and pimin be s.t. 2pb < pimin,
and G € Ty, . b Then, assuming n < pmax(Gu) "', the output (z])ien of F-RG

verifies:
g ier | —T)> < (L=1 (ppmin —2pb)) Vary (),
%5, — %2> < 2pbn Vary ().

Thus, F-RG is (1 =0 (ftmin — 2pb))—robust for G € T'), . .

While the bound on 7 depends on the honest subgraph, as pimax(Gx) < pimax(G), 1 can
be set conservatively by evaluating pmax on the whole graph. Note that while r—robustness
is guaranteed for the whole class I, . 5, the value of r will depend on the actual graph
within the class.

Chaining aggregation steps. When low variance levels are required, it is necessary to
perform several robust gossip steps one after the other. This contrasts with the centralized
setting, in which the variance can be brought to zero in one step. While the variance
reduces at a linear rate, the bias accumulates as multiple aggregation steps are performed.

We provide bounds for ¢ steps of F-RG in the following Corollary.
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Corollary 4.3.4. Let F be a (b, p)-robust summation, let b and pmin be such that
2pb < pimin, and let G €Ty . We denote 6§ = MQTpibn and ¥ = pimin/fmax(Ga). Then,
for (x})icg. 1>0 obtained from any (x9)icg through (£*1);eq = F-RG((x")icg), with
n= MmaX(gH)_l;

Vary(z') < (1 —~(1 - §))" Vary(2?),

—t =0 VA3(1-[1—(1-8)]*/2) 0

o, — | < LTI Ny )

Consensus is thus reached, as Vary(z!) =00 0 , and

7(14_55)2\@1"7.[(3100). (4.3)

15, — 251> <
While the total L2 error (bias plus variance) is guaranteed to decrease after a single
step by Theorem 4.3.3, it may increase if several F-RG steps are performed because of bias
accumulation. This happens when the factor multiplying the variance in Equation (4.3)
is larger than 1, which essentially means v < §. Despite this bias, the output of the
resulting robust aggregation procedure is (arbitrarily) close to consensus, which can be
desirable. Proofs of Theorem 4.3.3 and Corollary 4.3.4 are respectively given in Sections 4.C.1
and 4.C.2.
Dependence on the parameters. As expected, the bias increases with the amount
of Byzantine corruption (through ¢) and decreases as the graph becomes more connected
(i.e, ¥ — 1). One can then use parameter n (up to its maximum value) to control the

bias-variance trade-off.

4.3.4 Spectral Limit of r-Robust Decentralized Algorithms.

We now provide an upper bound on the weight of Byzantine neighbors that can be tolerated
by any algorithm running on a communication network in which the honest subgraph has a

given algebraic connectivity.

Theorem 4.3.5. Let pimin > 0, b > 0 be such that pimin < 2b. Then for any h > 0 and

any algorithm Alg, there exists a graph G € T p n which all honest nodes have a

Hmin,

weight of honest neighbors h(i) larger than h, and such that for any r < 1, Alg is not

r—robust on G.

We refer the reader to Section 4.D for the proof details. It follows from Theorem 4.3.5
that when a theoretical guarantee quantifies the robustness of an algorithm on a graph
through pmin, we must have 2b < pmin. Importantly, this upper bound on the breakdown
point is independent of the total weight of honest neighbors.

For a fully-connected graph with uniform weights w, we have us(Gy) = w|H| and
b(i) = w|B|. Then, the previous condition boils down to |H| > 2|B|, i.e. there is less
than 1/3 of Byzantine nodes, which recovers known necessary robustness conditions of
distributed system (Lamport et al., 1982; Vaidya et al., 2012; EI-Mhamdi et al., 2021).
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Near-optimal breakdown point. Theorem 4.3.5 states that uniformly ensuring

r—robustness on I' b 1s impossible as soon as 2b > pmin, and we know that update

Hmin
(F-RG) is r-robust as soon as 2pb < fimin. Therefore, no (p, b)-robust summand exists with
p < 1, and (F-RG) achieves the optimal breakdown if a (b, 1)-robust aggregation rule is
used. Such rules exist, as shown in Section 4.4, but are unfortunately not practical, as they
require prior knowledge on the Byzantine nodes. It is an open question whether p = 1 can
be achieved using a practical rule.

Nevertheless, we propose a practical robust summation rule that achieves p = 2, thus
robust if 4b < pmin. This is a significant improvement over existing works. For example,
in He et al. (2023), the 4b < pmin condition is essentially replaced by ¢b < ypumin (e€.9.,
for regular graphs), where ¢ > 0 is a large constant, and vy = #2(9%)/umax(Gx) the graph’s
spectral gap. This gap rapidly shrinks with the size and the lack of connectivity of the
graph, making the condition orders of magnitude worse for large sparse graph. In Wu
et al. (2023), the breakdown condition is 8b\/@ < lmin, Which means that the robustness
guarantee decreases when the number of honest nodes increases. For instance, only a
1/(91#|"/2) fraction of Byzantine nodes is tolerated for a fully-connected network, whereas we
tolerate up to 1/s.

We conclude this section by two remarks on potential alternative characterizations of

the breakdown point.

Remark 4.3.6 (On algebraic connectivity). Theorem 4.3.5 does not imply that a given
communication algorithm systematically fails as soon as 2b > u2(G), but rather that
since there exists a graph for which it is the case, one can not have an r-robust
algorithm with an assumption based on p2(G) and b looser than us(G) > 2b. Yet, one
can still prove breakdown points using other graph-related quantities, which might
lead to tolerating b > kmin/2 Byzantine nodes for specific graph architectures. This
gap is standard in the decentralized optimization literature, where optimal algorithms
depend on the (square root of the) spectral gap of the gossip matrix (Scaman et al.,
2017; Kovalev et al., 2020), whereas iteration lower bounds are proven in terms of

diameter of the communication graph.

Remark 4.3.7 (Dimension-dependent breakdown points). The Approximate Average
Consensus problem (Section 4.2.2) is related to the Approzimate Consensus Problem
(ACP) (Dolev et al., 1986), in which the nodes must converge to the same value while
remaining within the convex hull of the initial parameters. This is a harder problem,
since the ACP cannot be solved using iterative communication on a system of m nodes
with f Byzantine failures in dimension d if m < (d + 2)f + 1 (Vaidya, 2014). This
dependence on the dimension d is prohibitive for ML applications. On the contrary, our
definition of r—robustness only requires the algorithm to improve the average squared
distance to the target value, which is enough for D-SGD to converge, and enables us
to prove dimension-independent breakdown. Yet, it would be interesting to link their

notion of r-robust networks (LeBlanc et al., 2013) with algebraic connectivity.
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4.4 From the General Framework to Practical Decentralized

Algorithms

In this section, we first define robust summation rules and link our general framework with
existing decentralized robust algorithms in Section 4.4.1. Then we prove convergence for
Decentralized-SGD based on F-RG, in Section 4.4.2.

4.4.1 Examples of (b, p)-Robust Rules

Several methods have been proved to be (f, k)-robust, including the Coordinate-Wise
Trimmed Mean (CWTM) (Yin et al., 2018), the Coordinate-wise Median (CWM) (Yin
et al., 2018), the Geometric Median (GM) (Yin et al., 2018; Pillutla et al., 2022) and Krum
(Blanchard et al., 2017). It follows from Remark 4.3.2 that they are also (b, p)-robust
summations.

However, since (b, p)-robust summation is weaker than (f, k)-robustness, we can in-
troduce robust aggregation methods using this new perspective with tighter robustness
guarantees. The following aggregators either recover existing algorithms, or are tighter
than previous approaches. In their definition, (w;, 2 )ien) € (R x R?)™ and S C [n] such
that ) cw; <b.

Geometric Trimmed Sum (GTS). Assume w.lo.g. that (||zi]|);g[,) are sorted, i.e.
[z1]] < ... < |znll, and we denote as k*(b) := max{k € [n];>_,5; w; > b} the index of the
largest vector which has at least a weight b of vectors larger than it'. (GTS) computes

Qg () *= Zizk*(b) w; — b, and outputs

GTS(((A)Z, zZ)ZE[n]) = wk*(b ZEpx + Z WiZ;.
i<k*(b)

In the simpler case where the weights are 1 and b € [n], GTS consists in discarding the b
largest vectors within (z;);e[,) and summing the rest.
Clipped Sum (CS). Given a threshold function 7: (R x R*)"™ + R, output the

mean of clipped vectors:
CS((wi, zi)iep); ) : Zwlchp zi; 7 ((wi, Zi)iem)) ) »

where Vz € ]Rd, 7€ Ry, clip(z;7) i= — mln(HzH,?).

We propose the following threshold function?, which leads to a practical and nearly
optimal aggregator.
Practical Clipping (CS;). Let CS; := CS(-;74), where

T_i_((wi,zi)l-e[n]) ‘= max {T >0: Zwil\\zz'IIZT > Qb}.
=1

"When weights sum to 1, k* is a quantile function.
2Note that Clipped Sum cannot be a (b, p)—robust summation when the threshold function is a fixed
constant 7 > 0: the clipping threshold must be adaptive to the input vectors.
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This rule corresponds, in the specific case of unitary weights w; = 1 and b € [n],
to defining the clipping threshold as the 2b™" largest value within ||z1],..., | z.| (i.e.,
|25+ 25 |])- We now provide a robustness guarantee for these two aggregation rules in the

following theorem.

Theorem 4.4.1. Let b > 0, then GTS is (b, p)—robust with p = 4, and CS, is
(b, p)—robust with p = 2.

Remark 4.4.2 (Concurrent work). Allouah et al. (2025a) study the influence of an
adaptive clipping scheme, named Adaptive Robust Clipping (ARC), with the same
adaptive clipping threshold as CS;. However, they use it before any aggregation
function (f, k)-robust F, and only analyze the robustness of F o ARC, making their

approach orthogonal to ours. Moreover, their focus is on the federated case.

Next, we define oracle (or.) threshold functions. Those require the knowledge of the
set S to be computed, which eventually corresponds to being able to identify which node
is honest and which node is Byzantine. This is obviously not a reasonable assumption in
practice. Nevertheless, it shows that the optimality gap is not inherent to clipping, since
an oracle choice of threshold is optimal. Furthermore, the guarantees from He et al. (2023)

rely on such assumptions®.

Oracle Clipping. Let CSY" := CS( . ;Tﬁr'), where Tf'((wi, Zi)icn); S) = max {7‘ >0:
Yies Wiljz|zr 2 b

Oracle clipping (He et al., 2023). CS{f; := CS(-;7%), where 75 ((wj, Zi)ien); S) =
Vi Sieswillzll

As shown below, CS9" leads to an optimal breakdown point. On the contrary, CSg;

only achieves p = 4, despite its oracle aspect. Proofs of Theorems 4.4.1 and 4.4.3 are given

in Section 4.E.

Theorem 4.4.3. Let b > 0, then CSY" is (b, p)-robust with p = 1, and CSY}; is
(b, p)—robust with p = 4.

When instantiated in specific settings, our framework gives tight convergence guarantees

(improving on the existing ones) for existing algorithms.

Proposition 4.4.4. (F-RG) recovers existing algorithms.

1. GTS-RG, on a fully connected communication network G with constant weight,
corresponds to Nearest Neighbors Averaging (Farhadkhani et al., 2022, NNA ).

2. CS%;RG recovers ClippedGossip (He et al., 2023).

3In their experiments, they propose a practical (i.e. non-oracle) threshold function that is not supported
by theory.
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4.4.2 Byzantine Robust Distributed SGD on Graphs

We now give convergence results for a D-SGD-type algorithm that uses (F-RG) for robust
decentralized aggregation. Several works on Byzantine-robust SGD abstract away the
aggregation procedure by relying on contraction properties (Karimireddy et al., 2021; Wu
et al., 2023; Farhadkhani et al., 2023), so that global D-SGD convergence follows from the
robustness of the averaging procedure. Our Corollary 4.4.8 builds on the («, \)-reduction
from Farhadkhani et al. (2023):

Definition 4.4.5 ((a, A)-reduction). A coordinating phase ¥ verifies an (a, \)-

H

reduction if, from any initial local parameters (z;)iex € (R?)*, each honest nodes

i € ‘H obtain a parameter vector 513;r upon the completion of ¥ such that

1 _ 1 _
T Z laef — =517 < s Z s — T 1%,
L= i

_ _ 1 _
[, — Zal|” < A Y Nl — |
L=

Remark 4.4.6. (a, A)-reduction and r-robustness are closely related quantities since
(ar, \) reductions implies r-robustness with » < o+ A, and r-robustness implies o, A < r.
Yet, r-robustness explicitly requires that r» < 1, unlike (o, \)-reduction. In essence,

r-robustness expresses more precisely that nodes benefit from the communication.

The (a, A) requirements on the aggregation procedure exactly match the guarantees
of Theorem 4.3.3: using one single step of F-RG as a coordination phase leads to a =
1 —~(1—=9) and A = 4, and using multiple communication steps leads to o ~ 0 and
A = 40/4(1-5)2. We build on this abstraction to propose a Byzantine robust decentralized
stochastic gradient descent framework.

We consider Problem 4.1, where we assume that each local function f; is a risk computed
using a loss ¢ on a data distribution D;, i.e fi(x) = E¢up,[VE(x,£)]. We solve Problem 4.1
using D-SGD over a communication network G. Robustness to Byzantine nodes is obtained
using (F-RG) as the aggregation rule, coupled with Polyak momentum used as a moving
average to reduce the stochastic noise.

The convergence results of this algorithm rely on the following standard assumptions.

Assumption 4.4.7. Objective functions regularity.

1. (Smoothness) There exists L > 0, s.t. Vz,y € RY |[Vfi(z) — Vii(y)]| <
Lijz -yl
2. (Bounded noise) There exists ¢ > 0 s.t. V& € R?, E[||V{(x, &) — Vfi(x)]|?] <

o2, for all i € [H].

3. (Heterogeneity) There exist ¢ > 0 s.t. Vax € RY, %ZZeHHVfZ(m) -
Viu(@)l? < ¢
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Algorithm 1 Byzantine-Resilient D-SGD with F-RG

Input: Initial model a:? € R? local loss functions f;, initial momentum m? = 0,

momentum coefficient 8 = 0, learning rate 7,,, communication step size 1, communication

graph G, upper bound on Byzantine weight b.
for t =0to T do
for ¢ € ‘H in parallel do
Sample a noisy gradient: gz \% fz(:cf) + &L
Update the momentum: m! = Bm +(1-B)g!

Optimization step: xH 72 _ nopmt

Send :L'?L 2 to the nelghbors n(z)
Update the model with F-RG
t+1 =F- RG< e, {wt+/2, jen(i )})
end for
end for

,_.

We can now state the guarantees of Algorithm 1.

Corollary 4.4.8. Let F a (b, p)—robust summation, let b>0 and let G a weighted
graph such that § = 2p/ua(Gy) < 1 and of spectral gap v = p2(Ga)/ timax(Gp). Under
Assumption 4.4.7, for all i € H, the iterates produced by Algorithm 1 on G with n =
1/ pmax(G) and learning rate 1o, = O(1/V/T) (depending also on problem parameters

such as L, v or d), verify as T increases:
Lo &
7ZE[HVJCH H } < —(5)\/T+72(1—5)2>

Vary (z7) = O (T (1 - ¢ ))

Performing O(y~1(1 — 8)~1) steps of F-RG between each gradient computation leads
to:

1< 5 5¢2
7 2B (Iviutel] = <f - >+v<1—5>>‘

It follows that those guarantees state that performing more aggregation steps between
gradient computations improves the asymptotic error but under an additional communica-
tion cost.

This corollary is the consequence of the combination of our Theorem 4.3.3 with Theorem
1 of Farhadkhani et al. (2023). The result is simplified using § > |H|™!, and v < 1. We

refer the reader to Section 4.F for a more precise result and a detailed proof.

4.5 Attacking Robust Gossip Algorithms

In this section, we design an attack that aims to disrupt robust gossip algorithms. To do this,
we model communications as perturbations of a gossip scheme, and analyze their impact on

the variance among nodes, which allows us to deduce what perturbation Byzantines nodes
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Figure 4.1: Training loss achieved by GTS-RG, CS;—RG, ClippedGossip and I0S on
MNIST (a = 1) after 300 optimization and communication steps. The honest subgraph
graph is Gy := [Gy=13 k=8 c=1]2, as defined in Section 4.D. Thus, p2(Gy) = 16.

should enforce for effective attacks. Recall that X%, = («f,... ,chm)T € RIMx4 denotes
the matrix of honest parameters at communication round ¢. Each step of F-RG can be

decomposed as a perturbed gossip update (cf. Lemma 4.C.1),
X = (I — nWy) X4, + nE". (4.4)

Where E! is the perturbation term due to Byzantine nodes. In the following, we assume
that [E']; = ¢!al for any honest node i, where a! is the direction of attack on node 4, and
¢! is a scaling factor, which is chosen to bypass the defenses. Typically, if ¢! is small, a
Byzantine node j € np(i) can declare to node ¢ the parameter zcz = ! + (lal.
Dissensus Attack. Byzantine nodes can disrupt decentralized communication by
maximizing the variance of the honest parameters. A natural decentralized notion of variance
is the Laplacian heterogeneity >, ;cq wijll@i — x;||?, which corresponds to HXHH%VH'

Finding a! such that this heterogeneity is maximized at ¢ + 1 writes

argmax || (I — nWy) X5, + 77EtH%VH
[E]i=C}a;

= argmax 2n(Wy X4, EY) + o(n?).
[E']i=(C}a]

For small 7, this suggests to take al = [W}, X1 ]; = 2 jenm (i) w;j(af — x%). This choice of
al corresponds to the Dissensus attack proposed in He et al. (2023). However, as gossip
communication is usually operated with multiple communication rounds, maximizing only

the pairwise differences at the next step is a short-sighted approach.
Spectral Heterogeneity Attack. Byzantine nodes can take into account the fact
that several rounds of communication will occur, and focus on increasing the heterogeneity
over the long term. This leads, at any time ¢, to maximizing for any s > 0 the pairwise

differences at time t + s, i.e, finding

argmax 2n(Wy (I, — nWy)** M X3, E') + o(n).

[Et]i=(}a}
Taking s — +oo leads to approximating Wy (I3, — nW4)?® as a projection on its eigenspace
associated with the largest eigenvalue of Wy (I, — nW3)?*. This eigenspace corresponds
to the space spanned by the eigenvector of Wy associated with the smallest non-zero

eigenvalue of Wy, i.e ua(Gy). This eigenvector (denoted ef;eq) is commonly referred to
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as the Fiedler vector of the graph. Its coordinates essentially sort the nodes of the graph
with the two farthest nodes associated with the largest and smallest value. Hence, the
signs of the values in the Fiedler vector are typically used to partition the graph into
two (least-connected) components. Our Spectral Heterogeneity attack consists in taking
al=le fiede:;iedX;f{]i, which leads Byzantine nodes to cut the graph into two by pushing

honest nodes in either plus or minus e}; . dX%.

4.6 Experimental Evaluation

We follow Farhadkhani et al. (2023) (on which the core of our code is based), and present
results for classification tasks on MNIST and CIFAR-10 datasets, as well as plain averaging
tasks. We refer to Section 4.B.2 for most of the experiments. Similarly to Farhadkhani
et al. (2023), heterogeneity is simulated by sampling data from each class using a Dirichlet
distribution of parameter c. We test the attacks Spectral Heterogeneity (SpH), Dissensus,
A Little Is Enough (ALIE) (Baruch et al., 2019), and Fall of Empire (FOE) (Xie et al.,
2020). The main differences with Farhadkhani et al. (2023) are the following.

1. We consider sparse communication networks.

2. We implement GTS-RG instead of NNA | and implement ClippedGossip (aka CSye—RG)
using the adaptive clipping rule of He et al. (2023) instead of a fixed threshold. We
additionally implement IOS (Wu et al., 2023).

3. We add Dissensus and Spectral Heterogeneity attacks.
4. We modify the generic design of attacks to better adapt it to the decentralized setting.

See Section 4.B for a detailed experimental setup and our implementation available at
https://github.com/renaudgaucher/Byzantine-Robust-Gossip.

In Figure 4.1, it appears that the SpH attack is more efficient in disrupting ClippedGossip,
GTS-RG and IOS than Dissensus and ALIE, and that CS.—RG is highly resilient in the
setup considered. In this setting with a rather simple learning task, the connectivity of the
graphs appears as the major limiting factor to the robustness of distributed algorithms,

hence why Spectral Heterogeneity is very efficient.

4.7 Conclusion

This paper revisits robust averaging over sparse communication graphs. We introduce
a general framework for robust decentralized averaging, which allows us to derive tight
convergence guarantees for many robust summation rules. In particular, we introduce
one that nearly matches an upper bound on the breakdown point, ¢.e., the maximum
number of Byzantine nodes an algorithm can tolerate. Our experiments confirm that
our theory correctly sorts the breakdown points of the existing methods, and that some
(such as NNA) fail before the optimal breakdown point. We introduce a new Spectral
Heterogeneity attack that exploits the graph topology for sparse graphs to obtain this result.


https://github.com/renaudgaucher/Byzantine-Robust-Gossip
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An interesting future direction is the characterization of robustness when the constraint on
the number of neighbors cannot be met globally, but convergence can be obtained within
local neighborhoods. Conversely, this opens up questions on which nodes an attacker should

corrupt to maximize their influence for a specific graph, in light of our results.






Appendix

4.A Additional Discussion

4.A.1 Asynchronous Communications

In the core of this paper, we assumed that all communications were synchronous. However,
our F-RG framework can be readily adapted to operate in less synchronous settings.

Suppose that communication still occurs in rounds, but messages take a variable amount
of time to be delivered. If each honest node waits to receive messages from all its neighbors
before performing an aggregation step, then Byzantine nodes can prevent the honest nodes
from updating simply by withholding their messages. To be robust against such behavior,
the nodes should not wait for all messages before updating their parameters.

The F-RG framework adapts naturally to this setting. Specifically, consider a (p, b)-
robust summand F', and assume that each honest node i performs the F-RG update as
soon as it has received all messages except those corresponding to a total weight of at most
b. Then, this asynchronous version of F-RG remains (1 — 7(fmin — 4pb))-robust, as the

following proposition demonstrates.

Proposition 4.A.1. Let F : (Ry xR%)™ — R? be a (b, p)-robust summation. Let Fysyn,
denote the rule that applies F' to all inputs (wi,wi)ie[n] excluding an arbitrary subset
Sdelayed C (1] of smaller than b, i.e. ) w; < b. Then Fueyn. is a (b, 2p)-robust
summation rule.

€S delayed

Proof. Using the triangle inequality, (a + b)? < 2(a? + b%) and Jensen inequality and the

definition of robust summation yields

2
HFasyn. ((Wia Zz)ze[n]) - Z Wiz
€5
2
= HF((wM zi)ie[n]\sdelayed) - Z Wiz — Z Wi Z;
Z'e[n]\sdclaycd 7"e‘gﬁsdela»yecl
2
< HF((wi7zi)ie[n]\sde]ayed) - Z wiZi|| + Z Wiz
ie[n]\sdelayed ieSﬂSdelayed
2 w112
7
S 2 HF((UJ“ Zi)ie[n}\sdclaycd) - Z WiZ; + ’ b Z ?’zl

ie[n]\sddayed iesmsdclaycd

65
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<2({pb D wlzlP+o D willal?

ies\sdelayed ieSﬂSdelayed

Now, since necessarily p > 1, it finally yields

2
<20 Y s
€S

Fasyn. ((Wia Zi)ie[n}) - Z Wiz

€S

Remark 4.A.2. In the above result, we used the fact that there exists no (b, p)-robust

summand with p < 1, as shown in Theorem 4.3.5.

Remark 4.A.3. The latter proof can be refined using (a + b)? < (1 +¢)a® + (1 +e71)b?

with an optimal choice of ¢, showing that Fjyy,. is at least (b, p 4 \/p))-robust.

4.A.2 Choosing the Graph's Weights

Our analysis requires that each edge of the graph be associated with a nonnegative weight

and that the communication step size satisfies 7 < 1/pmax(Gs ). Although unitary weights

w;; = 1 are convenient for identifying b as an upper bound on the number of Byzantine

neighbors, they require adjusting the step size 1 using global information from the graph,

such as ,u,max(g)*l. A practical way to circumvent this is to use bistochastic weights.

e Generic Bistochastic Matrix. Any bistochastic matrix B € [0, 1]

mMXM can be used

to define the weights of the graph using w;; = B;;. In this case, the Laplacian matrix
is defined as W = I — B, and its largest eigenvalue is upper-bounded by 2. The
communication step size can thus be chosen as n = 1/2. Note that, in such a case,
the condition us(Gy) > 2pb is implied by 4 > 2pb, where 7 is generally named the
spectral gap of the bistochastic matrix B, and is defined as § = 1 —max,,co(B),u1 |,

where sp(B) denotes the eigenvalues of the matrix B.

Metropolis-Hasting Weights (HASTINGS, 1970). The Metropolis-Hasting
algorithm constructs a bistochastic matrix by making each node ¢ declare to their
neighbors their degree d;. Then, any pair of neighbors (i, ) € E defines the weight on
their edge as w;j = 1/max (d;,d;)+1. As pointed out in He et al. (2023) this algorithm
is robust to corrupted nodes, since for ¢ € ‘H and j € B the influence of j on 7 is
bounded by w;; < ﬁ. Interestingly, since the size of the communication step can
be chosen as n = 1/2 without further knowledge of the global network properties, this

choice of weights requires only local information to carry out the communication.
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4.B Experiments

4.B.1 Detailed Experimental Setup
4.B.1.1 Attack Design

Our experimental setting is built on top of the code provided by Farhadkhani et al. (2023),

with the following differences:

1. Each honest node receives different messages from Byzantine nodes: for an honest
node i € H, the Byzantine node j € ng(i) declares to node i at time ¢ the vector
a:‘; = a:f + Qfaﬁ. The reference point taken is the parameter of node i, instead of the

average of all parameters T3, as performed in (Farhadkhani et al., 2022). Indeed,

Eg_[ can be very far from the vectors in the honest neighborhood of node ¢ since the

network is not fully connected. Note that in opposition to (Farhadkhani et al., 2022),

Byzantines declare different parameters to each of the honest nodes. Not only does it

allow the use of attacks such as Dissensus and spectral heterogeneity (through the

choice of a!), but it also allows us to tune ¢! differently for each node.

2. Each scaling parameter ¢! is designed separately through a linear search, such as to

maximize for each honest node

F((wijs @i — @) jen) — Y wij(i — )

Jjen(J)

3. The vector a! is defined differently depending on the attack implemented: Dissensus,
Spectral Heterogeneity (SpH), Fall of Empire (FOE) from Xie et al. (2020) or A little
is enough (ALIE) from Baruch et al. (2019).

e Dissensus. The Byzantines j € ny(i) take as attack vector a! = W} X1 ]; =
D ieny (i) Wij (@} — xh).

e Spectral Heterogeneity. The Byzantines j € ny (i) take as attack vector

t __
i =

p2(Way).

e ALIE. The Byzantine nodes compute the mean of the honest parameters Eg{

a e fiede}Fi . dX;_[]i, where e ;.q denotes an eigenvector of Wy associated with

and the coordinate-wise standard deviation of. Then they use the attack vector

al =o'
e FOE. The Byzantine nodes uses a} = —Eg_[.

Remark 4.B.1. In the case of trimming base rules, a badly designed attack leads
Byzantine messages to be removed during aggregations, which induces the resulting
algorithm to behave as a plain non-corrupted D-SGD algorithm. Thus, proposing
non-over-confident experimental proofs of trimming-based aggregation requires a fine

design of the attacks.
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4.B.1.2 Algorithms Tested

Networks. Two topologies of the honest subgraph are investigated: 1) A "Two Worlds"
graph, i.e. Gy = [Gm=13k=8c=1]n- 2) Randomly sampled Erdos-Renyi graphs, with a
varying probability of edge presence p. All graphs are equipped with unitary weights on
the edges, for simplicity.

Communications. We compare
e GTS-RG;
e CS.-RG;

e The version of ClippedGossip proposed in He et al. (2023) with an adaptive clipping
rule which is not supported by any theory. Precisely, ClippedGossip is equivalent to
CSue-RG, with CSye := CS(~;THe), where, for ||z1|| < ... < ||znll, THe((wi,zi)ie[n]) =

V3 Doy @ilzil,
e Iterative Outlier Scissors (I0S), from (Wu et al., 2023).

F-RG based methods uses 7 = ftmax (G ) '

Optimization. All learning experiments implement Algorithm 1, and only the commu-
nication part changes among experiments. It follows that, even though IOS is not explicitly
combined with momentum in (Wu et al., 2023), we still implement it with momentum. We
do this to have a fairer comparison between communication routines since (Farhadkhani

et al., 2023) showed that momentum is key for robustness.

4.B.1.3 Dataset Pre-Processing

MNIST images receive an input image normalization of mean 0.1307 and standard deviation
0.3081. The images of CIFAR-10 are horizontally flipped, and a per-channel normalization is
applied with means (0.4914,0.4822,0.4465), and standard deviation (0.2023,0.1994,0.2010).

4.B.1.4 Data Heterogeneity

We simulate data heterogeneity in the correct nodes’ datasets following the method of
(Farhadkhani et al., 2023) by making nodes sample from each class of the considered dataset
(MNIST or CIFAR-10) using a Dirichlet distribution of parameter o > 0: the smaller «,

the more probable it is to sample from one class only.

4.B.1.5 Model Architecture and Hyper Parameters

To present the detailed architecture of the models used, we adopt the following compact
notation:

L(#outputs) represents a fully-connected linear layer, C(output channels) represents
a 2D-convolutional layer of kernel size 3 and padding 1, R stands for ReL U activation,
B stands for batch-normalization, and D represents dropout with probability 0.25, S
stands for log-softmax and NLL for negative log-likelihood loss.

The architecture of the model used and the experimental setup are proposed in Table 4.1.
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Table 4.1: Detailed experimental setting

Dataset MNIST CIFAR-10
Model type CNN CNN
C(32)-B-R-M-C(64)-
Model architecture C(16)-R-M-L(10)-S B-R-M-C(128)-B-R-
D-L(128)-R-D-L(10)-S
Loss NLL NLL
Batch size 64 64
Learning rate Nop = 0.1 Nop = 0.5
Momentum 68=0.9 6 =10.99
Number of Iterations T = 300 T = 5000
Number of honest nodes |H| = 26 |H| =20 |H| =16
Graph Two Worlds  Erdds Renyi Two Worlds
Graph parameter k=38 p € [0.26,1] k=6
Data Heterogeneity a=1 a=1 a=25
Byzantine weight be{l,...,11} b=3 b=3
Number of seeds 1 1 1

4.B.2 Additional Empirical Results

In Section 4.B.2.1 we provide experiments with two world graphs taken as a communication
network, both on learning tasks with MNIST and CIFAR-10 datasets, and on an averaging
problem. On both the MNIST and averaging tasks, we use a varying amount of Byzantine
weight to investigate the empirical robustness of each algorithm.

In Section 4.B.2.2 we provide experiments on Erdos Renyi networks on MNIST and
an averaging task. We study here the influence of the connectivity of the network on the

robustness by varying the probability of each pair of honest nodes being connected.

4.B.2.1 Experiments on '"Two Worlds’ Graphs

For both the Averaging experiments and the MNIST experiments, we fixed the subgraph
of honest nodes to be Gy := [Gpn=13 k=8 c=1]n, and the weight of Byzantine b varies. Note
that Theorem 4.3.5 predicts that, on this graph, no algorithm can be r-robust when b > 8.

Averaging experiments (Figure 4.2). Recall that Gy = [Gp=13 k=8 c=1]%, is built
on two fully connected cliques of 13 honest nodes, which are then connected. Here we
initialize the parameters of honest nodes with a N (u,I;/d) distribution (d = 5), where
u is equal to +(5,0,...,0) for one of the two cliques, and equal to —(5,0,...,0)T for
the other one. For each setting (b, Communication Algorithm, Attack), we perform
experiments with 6 random seeds. The error plotted correspond to the mean square error
Siew 2t = ®Y12/ 3w 129 — &Y, ||? achieved after 100 communication steps. The line
corresponds to the average value among seeds, while the confidence interval corresponds to

the maximum and minimal values encountered.

MNIST experiments (Figure 4.3). Experiments are conducted with a heterogeneity

parameter & = 1. The error and accuracy displayed are after 300 iterations. Further
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Figure 4.2: Relative MSE on an averaging task after 100 communication steps on a
Two-Wold graph, with a varying weight of Byzantines b. Here ug(Gy) = 16.

ALIE Dissensus FOE
‘443 >-—ae
&
= 0.50
[}
I3
&
0.25
0.00 2 4 6 8 10 2 4 6 8 10 2 4 6 8 10 2 4 6 8 10
1. 1. 1. 1.
SpH ALIE Dissensus FOE
102 : i F
i
wn I
Z 1
£ :
— H |
.= I H :
< Ul H I L
= 10 i % : #
) ! e 3 N -
- *.W e : e
107!
2 4 6 8 10 2 4 6 8§ 10 2 4 6 8 10 2 4 6 8 10
b b b b
——CS;-RG GTS-RG —-=— ClippedGossip =108

Figure 4.3: Accuracy and training loss on MNIST 300 optimization and communication steps,
a Two Worlds graphs, with a varying weight of Byzantines neighbors. Here u2(Gy) = 16,
and a = 1.

experimental details are in Table 4.1.

CIFAR-10 experiments (Figures 4.4 and 4.5). Experiments are conducted on
CIFAR-10 Dataset with an heterogeneity parameters a = 5, on a Two Worlds graph
On = [Gm=8 k=6,c=1]% with b = 1. Further experimental details are in Table 4.1. We
provide both test accuracy and train loss since the dynamic of the train loss does not always
impact the test accuracy, specifically in the case of Spectral Heterogeneity and Dissensus

attacks.
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Figure 4.4: Train loss on CIFAR-10 (a = 5) on a Two Worlds graph with p2(Gy) = 12
and b = 1. Attacks tested are FOE (upper left), ALIE (upper right), SpH (lower left), and
Dissensus (lower right).
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Figure 4.5: Accuracy on CIFAR-10 (« = 5) on a Two Worlds graph with ps(Gy) = 12 and
b = 1. Attacks tested are FOE (upper left), ALIE (upper right), SpH (lower left), and
Dissensus (lower right).

4.B.2.2 Experiments on Erdos-Renyi Graphs

Experiments are conducted by using, as a subgraph of honest nodes, a random Erdos Renyi
graph with 20 honest nodes. Each honest node is always adjacent to 4 Byzantine nodes. On
each seed, we test 12 different values of p € [0.25, 1], where p denotes the probability of an
edge to exist. We plot the links between the algebraic connectivity of the graph (denoted

2, the second smallest eigenvalue of the unitary weighted Laplacian) and the losses.

Averaging task (Figure 4.6). Nodes’ parameters are initialized using a N (0, I5) dis-

tribution. Nodes perform 100 (robust) gossip communication iterations, and the gain in
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terms of mean square error is plotted. Experiments are conducted on 6 different seeds, and

curves are smoothed using a moving average of size 4.
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Figure 4.6: Averaging task. Relative MSE after 100 communication steps on randomly
sampled Erdos-Renyi graphs with a fixed b = 4.

MNIST (Figure 4.7). The heterogeneity among nodes is set to & = 1. All experiments
run on the same seed.
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Figure 4.7: Accuracy and training loss on MNIST(« = 1) after 200 optimization and
communication steps on randomly sampled Erdos-Renyi graphs with a fixed b = 4.

4.C Analysis of the Robust Gossip Method

4.C.1 Proof of Theorem 4.3.3

We now prove Theorem 4.3.3, and then use it to derive convergence for the Byzantine-robust

decentralized stochastic gradient descent framework. Recall that nodes follow the update

scheme below.

2 = ol —nF ((wiial = al)jen)) ifi €A (4.5)
it =« ifieB,
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Before proving Theorem 4.3.3, we recall the following notations:

e w;; = —W;; > 0 denote the weight associated with the edge 7 ~ j on the graph.

e The matrix of honest parameters X}, := : e RIHIxd,
t \T
(xm\)
e The error due to robust aggregation and Byzantine corruption:

Vi S H, [Et]l = Z wij(:l,‘l; — m;) - F ((wij;acz- — mf)jen(z)) .

jen(4)
Lemma 4.C.1. Equation (4.5) writes

X = (I — nWy) X3, + nE".

Proof. Let © € H. We decompose the update due to the gossip scheme and consider the

error term coming from both robust aggregation and the influence of Byzantine nodes.

ot = ol — nF ((wig; % — @) jen(s))
=al-n Y wm )+ | D wyal—ah) - F ((wiizh — ) jen))
jETLH jGTLH(i)

Finally, the proof is concluded by remarking that [Wy X3/ li = 3¢, ;) wij(i —5). O
We begin by controlling the norm of the error term || E*||2 in the case of CS,-RG.

Lemma 4.C.2 (Control of the error). Assume F is a (b, p) robust summation. Then

the error is controlled by the heterogeneity as measured by the Laplacian matriz:

1B |5 < 20| X5 |3, = 00 > wijlla} — 2>,
iE€H, jEn (1)

Proof. We recall that in this case,
Vi € 7’[, [Et]z = Z wij(:r;f — w?) —F ((wij;a:§- — wf)JEn(Z)) .
jeny (i)
By assumption, for all honest node i € H, the weight of Byzantine in his neighborhood

is smaller than b, i.e ). jeng() Wij < b. Thus, applying the (b, p) robustness of F yields

2
1B P =Y > wi(al — @) — F (wigs o — @) jengs))

1€H ||jEN(7)

<Zpb Z wzny EHQ

1€H  jeEny (i)

2
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= 2pb]| X5l

Where the last equality follows by noting that 2| X3 |15y, = > ic jeny,
:c§||2 Indeed, considering that Gy is an undirected graph, i € ny(j) <= j € ny(i)

)y wigllah —

and we have:

1 X5, = (X, Wiy Xp)

“3 (X et o))

= j€ny(d)

=Y X wyelai-a)
i€H jenqy (4)
1

I S wylel—elat—a)
i€H jenqy ()

1
Xt =5 >0 wllet =t
iEH,jEnH(i)

O]

Now that we control the error term, we can conclude the proof of Theorem 4.3.3 using
standard optimization arguments. Before proving this theorem, we prove the following one,

from which Corollary 4.3.4 is direct.

Theorem 4.C.3. Assume F is a (b, p) robust summation, and RG is the associated
robust gossip algorithm. Let b and pimin be such that 2pb < pimin, and let G € T'y ;5.
Then, for any n < pmax(Gy) ", the output y = RG(x) (obtained by one step of RG on

G from x) verifies:

1 _ 1 _
T Z it — 1 < (1 — 7 (pmin — 20D)) ] Z (A (4.6)
i€H ieH

_ _ 2pb _
57" = Tl < noie Sl ~ Tl @)
1€H

Proof.

Part I: Equation (4.7).

Equation (4.7) is a direct consequence of Lemma 4.C.2. Indeed applying
Py, = Wl‘lq.[lgp_l - the orthogonal projection on the kernel of Wy - on Lemma 4.C.1

results in
Py, X = Py, (Iy —nWy) X}, + 0Py, E' = Py, X}, + 0Py, E".
Taking the norm yields

1Py, X5 — Py, X517 = (| Py, B < 0| B (4.8)



4.C. Analysis of the Robust Gossip Method 75

We now apply Lemma 4.C.2; and use that pimax(Gy) is the largest eigenvalue of W,.
It gives
”Plﬂngl - PlHXg-lHQ < 7722Pb||X;-L”%VH
< Nmax(g’H)WQQIOb”(I'H - PlH)X’ilH2
Finally, Equation (4.7) derives from [P, X} Jien = [3_ e ®jlien = [®3)ien and

nﬂmax(gH) <1

Part II: Equation (4.6).

To prove Equation (4.6), we consider the objective function ||(Iy — P1,)X"|*.
We denote by W;_rl the Moore-Penrose pseudo inverse of Wy. We begin by applying
Lemma 4.C.1.

(L Pu) X2
2
=[| X3 — Wy Xy + nEtH(IH—PlH)
2 t t t
:HXHH(IH—PlH) —2n <XHv WuXy - E >(IH7P1H)

2 ¢ t

+0* |[Win X5 — E H(IH—PIH)
2
X,y ~ 20 (X Xy~ WLE)

2 t Tt

+ || x4, - WiE ngl .

Applying 2(a,b) = |a|® + ||b]|* — |ja — b||* leads to
X5 2y~ 1 Xl
==Xl [k~ Wi,
enwi |, o[- wie
= = | X4l + |1 E [
. ng _ W;[EtHiVH + o HX% - W;EtHW% . (4.9)

We now apply that pimax(Gx) (resp. pe(Gy)) is the largest (resp. smallest) non-zero
eigenvalue of Wy,.

1
12(Gn)

2
- 77(1 - Mmax(gH)T/) HX;-L - W’;‘Z[EtH :
Wy

112 2 2
X5 Wy — Xl P,y < = [ X, + 1

Al

Eventually Lemma 4.C.2 with the assumption 7 < 1/umax(G3) yields the result

2pb 2
1412 L2 _ _ ¢
1X3 [ —py,,) < 1 X5l -y, — 7 (1 M2(QH)> 1 X5,

2pb 2
X112 Lt XL
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To obtain Theorem 4.C.3, we note that we can actually control the one-step variation of
the MSE using (1 — n(fmin — 2pb)) only, thus strengthening the first inequality. We rewrite
the first part of Theorem 4.3.3 below for completeness.

Corollary 4.C.4. Assume F is a (b, p) robust summation, and RG is the associated
robust gossip algorithm. Let b and piyin be such that 2pb < pimin, and let G € T'y, 5.
Then, for any n < pmax(Gy) ', the output y = RG(x) (obtained by one step of RG on

G from x) verifies:

1 _ 1 _
] Z it — =51 < (1 = 9 (tmin — 20b)) ] Z e} — 5|2
i€H i€H

Proof. We consider Equation (4.8) and Equation (4.9), which write
1Py, X507 — Py, X, |1* = 0| Pr, B[,
4112 t 2 12 £112
1X3¢ - py,y) — 1 X5l —py, ) < =0 (1 X5y, + 0| B Hw;-
It follows from the bias - variance decomposition of the MSE
X5 — P, X417 = (I — Pr) X5 ? + ||1Py, X5 — Py, X5 1P
that
1 2 2
X5~ P X3P X,
2 2
< = nl| X, + 1B [y + 0711 P B
1

2 2
< = 01X + 1 B+ NP

, 1 1
Asn < T (GoD) < =G Ve eventually get

1
t+1 t2 < t 2 o t |2 t2
145" P Xl < WX -,y = 1 Kl + 1 ]
2pb 2
< X2 - <1_> X
< HH(IH—PlH) n 112(Gn) H 7-£HWH
2pb 2
<(1- g 1—— X _ .
(1= @ (1- 255 ) ) 1 Xl
Which concludes the proof. O

4.C.2 Proof of Corollary 4.3.4

A direct consequence of the above results is Corollary 4.3.4, as we show below.
Proof. Using the (a, A) reduction notations, we have:

a=1-~(1-0)
A =74.
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We denote here the drift increment dy11 = HPlHXZrl — Py, X}/|| and the variance

- 2 _ | yttl2
at time ¢ as o} = || X, ||(IH*P1H)'
Corollary 4.C.4 ensures that

ofiq +di < ao}.

Hence,we have atQH —I—dgJrl < ac?, and so Utg+1 < ac?, which implies that o; < at?qy.
This proves the first part of the result. Using this, we write that Theorem 4.C.3 ensures
that

diy1 < VAor < VB0,

leading to:

T T—-1 T—-1 o T/2
S <VAY o < VA Y a2 < Mao,
t=1 t=0 t=0

1—al/?

which proves the second part. The last inequality is obtained by writing.

VA
1-Va

1 2 : _
Then, we use that 0 < i < 2 for x > 0, with z = (1 — §).

— T

T
1Py, X3, — Py, X3 <) de < 0.
t=1

i

4.D Proof of Theorem 4.3.5 - Upper Bound on the

Breakdown Point
We recall Theorem 4.3.5:

Theorem 4.D.1. Let pumin > 0, b > 0 be such that pmin < 2b. Then for any h > 0
and any algorithm Alg, there exists a graph G € '), 1 in which all honest nodes have
a weight of honest neighbors h(i) larger than h, and such that for any r < 1, Alg is not

r—robust on G.

We recall that, since the Byzantine nodes are unknown, given a communication network
and an algorithm Alg, the honest nodes follow Alg independently of the position of Byzantine
nodes in the network. Thus, it is only when the position of the Byzantine nodes satisfies
some hypothesis that Alg can be r-robust.

Here we consider the hypothesis H = {u2(Gy) = 2b} N {max;ey b(i) < b}. We show
that for any algorithm and any h > 0, there exists a communication network A/ on which
any algorithm Alg is not r-robust for (at least) one configuration of the Byzantines that
verifies the hypothesis H.

The structure of the proof is thus the following:

1. We introduce a family of unweighted communication networks {Np, 1} such

meN,ke[m)’
that N, admits three symmetric configurations of Byzantines nodes with 2m honest

nodes and m Byzantines nodes, and each honest node is neighbor to k£ Byzantine
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nodes and m + k honest nodes. Then we show that an algorithm can not be r-robust

in these three configurations with r < 1.

2. Now, for ¢ > 0, let’s denote G,, . . the weighted graph with a uniform weight ¢ on the
edges and such that G, 1 . is a weighted version of one of the three above-mentioned

configurations of Ny, ;. We show that:

a) The weight of Byzantines in the neighborhood of any honest node is equal to
b = ck.

b) The algebraic connectivity of the honest subgraph [G,, x ] verifies:
112([Gim k. c) = 2k = 2b.

c) For any h > b, there exists a graph within {gmvk70}m6N,k€[m],ceR+ such that all

honest nodes have a weight associated to honest neighbors h(i) larger than h.

This concludes the proof.

Figure 4.8: Topology of Ny—4 k=2

4.D.1 Definition of the Family of Graphs

Let m € N* and k € [m].

We define the communication network N, j as composed of three cliques of m nodes:
C1, Cs, and Cs. Each node in Cj is additionally connected to exactly k£ nodes in C11 mod 3
and to k£ nodes in Cj;_1 moq 3- Moreover, those connections are assumed to be in circular
order, i.e., for any j € [m], node j in C; is connected to nodes j,...,j + k mod m in
Cit1 mod 3-

We assume that one of the cliques is composed of Byzantine nodes, each honest node

having k Byzantine neighbors, and there are m Byzantine nodes among the 3m nodes.

4.D.2 No Algorithm can be a-Robust on N, ;.

We now show that no algorithm can be robust on the communication network Nm7k.
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Lemma 4.D.2. Let one unknown clique within Ci, Cs, and Cs be composed of

Byzantine nodes, then no commaunication algorithm is a-robust on Ny, k.

Assume an r-robust algorithm exists on the communication network Gg ;. Informally:

1. We first show that if all nodes within one clique hold a unique parameter x, and
receive this parameter from nodes of either of the two other cliques, then they cannot

change their parameter.

2. We then consider a setting where the two honest cliques hold different parameters,
and we conclude that Byzantine nodes can force all honest nodes to keep their initial

parameter at all times. This shows that in the considered setting, r < 1 is impossible.

Proof.
Part I. Let Alg be an algorithm 7-robust on Ny, , with » < 1. We denote w:“ the output
from node ¢ after running Alg.

We know that one of the cliques say C1, is composed of honest nodes. Let the honest
nodes within C hold the parameter . Nodes in another clique, say Cs, declare the
parameter @ as well, while nodes in C5 declare another parameter, say y # . We show
that all nodes 7 € C7 must output the parameter x; = .

From the point of view of nodes in C} considering that the Byzantine clique is

unknown, it is impossible to distinguish between these situations:
1. Situation I: Cs is honest, and C'5 is Byzantine,
2. Situation II: Cy is Byzantine, and Cj3 is honest.

Thus the outputs of nodes in Cy after running Alg, denoted (z; );ccy, are the same in
both situations.
In Situation I, nodes of C5 are honest, and nodes in C'; and C5 have the same initial

parameter; hence, the initial quadratic error is 0. The r criterion writes

Sollwf —mul> <) lla — 2] =0.

1€H 1€H

It follows that for any node i in Cy, ;"

; = x, i.e., nodes in C7 do not change their

parameters (in both Situation I and Situation II).
Part II. Consider the setting where C7 and Cy are honest, while C3 is Byzantine,
and that nodes Cy hold the parameter &, while nodes in C5 hold the parameter y # x.
As Byzantine nodes can declare different values to their different neighbors, nodes in
C5 can declare to nodes in C] that they hold the value &, and to nodes in Cs that they
hold the value y. Following Part I, nodes in C; and in Cy cannot update their parameter,

(i.e. VieH, a:,f = x;). Applying the r—robustness property brings:

Sl —zall> <) o -zl =r)_ o) — 2,

i€H 1€H 1€H
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which implies that 7 > 1 since Y4, | — T3> > 0. It follows that the Algorithm Alg
is not r—robust on N, ; for an r < 1.
O

4.D.3 Spectral Properties of the Graph

We define as Gy, . the graph associated with the network A,  where all edges have weight
¢ and the nodes in one of the three cliques are Byzantine.

We show here that po([GmkcJu) = 2kc. This concludes the proof as we have:
1. The weight of Byzantines in the neighborhood of any honest node is equal to b = ck;

2. Which is linked to the algebraic connectivity of the honest subgraph pa([Gpm kcln) =
c2k;

3. While the weight of honest nodes in the neighborhood of honest nodes is equal to
h = ¢(m + k), thus growths to infinity with m;

Analysis We denote Ly, the Laplacian of [Gy, k. c=1]#, the honest subgraph of the network
Nk in which we provided unitary weights to edges. We show that po([Gpm kc=1l1) = 2Kk,
which brings that ps([Gp kcl2) = 2ke.

Lemma 4.D.3. The second smallest eigenvalue of the (unitary weighted) Laplacian

matric Ly of (G i1]n is equal to po(Ly) = 2k.

Proof.
Recall that m 2 m. Let M € R™*™ be a circulant matrix defined as M = E’;;& Ja,

where J denotes the permutation

10 0
1
J=1":
0
100 ... 0

The Laplacian matrix of the honest subgraph of G can be written as:

. mIy, — 1,1} 0 L B —M
" 0 mIy — 1,17 M7 kI,

1,17 0 0 M
Ly=k+m)I,— | ™™ — . 4.10
= ( Mom ( 0 1m1%> (MT 0) (4.10)

This matrix decomposition allows us to obtain the eigenvalues of the matrix Wg.

Hence
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Lemma 4.D.4. The eigenvalues of Ly are {0,2k} U {k +m + |Z§;3 wPl;p €
M)
).

{1,...,m —1}} where w := exp(
To prove the Lemma 4.D.4, we first need to following result.
Lemma 4.D.5. If A is a symmetric matriz in R>™*?™  which can be decomposed
M7

[0, -+ -y Han—1-
Then the eigenvalues of A are {x|p,|;p=0,...,m —1} .

0 M
as A = ( . ) , where M € R™ ™ s a matriz with complex eigenvalues

Proof of Lemma 4.D.5. Let M = U*DU be the diagonalization of M where D =
Diag(ug, - .-, ftm—1), and U is a unitary matrix, i.e. UU* = I where we denote as
U* = U’ the conjugate transpose of U, where the (simple) conjugate matrix is
denoted U.

Lemma 4.D.5 follows from

0 M\ 0 U*DU\ 0 U*DU
MT 0 UTDU 0 4-A \U*DU 0 '

D66

0 D
A simple calculus (using that D is diagonal) yields that all eigenvalues of (D )
O

Hence

D o
are {£|D,|;p=0,...,m —1}.
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Proof of Lemma 4.D. /.
We start from the decomposition of Equation (4.10) :

1,17 0 0 M
Ly = (k+m)Is,, — m — .

We first notice that the subspace spanned by (11, +17)T and (11, -17)7T is
1,17 0

- | associated the eigenvalue m, and the orthogonal
0 1,1,

an eigenspace of (

0 M
subspace is associated with 0. Furthermore these are eigenvectors of MT 0 >
associated with k£ and —k. It follows that they are eigenvectors of Ly with eigenvalues
0 and 2k. We notice as well that the three matrices of Equation (4.10) can be

diagonalized in the same orthogonal basis.

The matrix M is a circulant matrix, so it can be diagonalized in C. The eigenvalues
are {u, = Z];;é wPlip € {0,...,m — 1}}, where w = exp(2Z). The eigenvector
associated with p, is z, = (1,wP, ... ,w(m_l)p)T. As such, with U = (zg,...,ZTm-1)

and D = Diag(uo, ..., m—1), M writes:

M =U"DU.

0
Considering Lemma 4.D.5, the eigenvalue of MT 0 are {x|upl;p =

0,...,m — 1}, considering that p = 0 corresponds to the eigenvalues +k and —k,
hence the eigenvectors (17 ,17)7 and (17, 17 )T we deduce that the eigenvalues of

Ly are {£|ppls;p=0...m —1}. O

End of the proof of Lemma 4.D.3.
To prove Lemma 4.D.3, considering the decomposition of Equation (4.10), we only

have to show that m — k is always the second largest eigenvalue of the matrix

5. 1,15 0 N 0 M)
0 1,10 MT 0

First, considering Lemma 4.D.4, the eigenvalues of B are {m + k,m — k} U {£|u,|;p €
{1,...,m — 1}} with p, = Z’;;é wP4. As such showing that |u,| < m —k if p €
{1,...,m — 1} yields the result.
As w™ = w% = 1, we have that 22”;01 wP4(1—wP) = 0. Hence, forp € {1,...,m—1},
as wP # 1,
m—1 k—1 m—1
I

It follows from |w| =1 that for p € {1,...,m — 1}, |pp| < m — k. O
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4.E (b, p)-Robust Summation Rules
We recall the definition of summation rules.

Definition 4.E.1 ((b, p)-robust summation). Let b, p > 0. An aggregation rule F' :
(Ry x RH)™ = R is a (b, p)-robust summation, when, for any vectors (2i)icn] € (R,
any weights (w;)icn) € RY} and any set S C [n] such that ), zw; < b, there is

F((wlvzz ze[n] Zwlzl

€S

< pb) willzil

€S

where S := [n]\S.

4.E.1 Clipping
We first prove the robustness of the clipping-based summation.
Proposition 4.E.2. Let b > 0, then
1. (Practical) CS is (b, p)—robust with p = 2.
2. (Oracle) CSY is (b, p)-robust with p = 1.

3. (Oracle) CSYy; is (b, p)—robust with p = 4.

Proof. Let (wi, 2i)icln) € (R4 X R?)", and S C [n] such that >, gw; < b,

We consider for 7 > 0
F((wl,zZ i Zwlchp Zi T

Then, by applying the triangle inequality we have

2
F((wz,z, i szzl = Zwi (clip(zs;7) — 2;) Zwlchp Zi T
i€S €S icS
2
< ZleZl - Chp Z“ ’ + ZleChp Zu )”
€S icS
2
< <Zwi(\zi\ — )+ b7> . (4.11)
€S

Where we used } , gw; <b.

1. Case of our clipping threshold. We choose 7 as

n
A
T = max {T >0: ZwilHZHIZT > Zb} = Tours((wi,zi)ie[n]).

i=1
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This corresponds to lowering the clipping threshold until the sum of the weights of
clipped vectors is essentially equal to 2b. This ensures that the total weight of the honest
vectors that are clipped falls between b and 2b. If there are ties at the clipping threshold,
honest vectors can be arbitrarily denoted as clipped or non-clipped. Indeed, there is no
clipping error incurred since the clipping threshold is the same as the actual value of the
difference. Therefore, we do not have to accumulate error for the weight over 2b, so the

following equation always holds:
20> ) wilicipped > b.
i€S
Which allows us to write:
Y wi(llzill =)y +b7 < Y willlzill = 7)Lictippea + b7
ieS ieS

< Z Wi ”zz || 1; clipped-
€S

We conclude the proof using the Cauchy-Schwarz inequality:

2 2
Pl 2] — S| < (z il m)

€S €S
< (Zwiliclipped> (sz||zz||2>
€S €S
<20 willzil®
€S

Where we used Zj@m (3) Wij 1, clipped < 2b. Note that, if somehow it is possible to
choose the clipping threshold such that the weight of clipped vectors within S is equal
exactly to b then this factor 2 disappears. Which correspond to our oracle clipping
threshold 75%.;. The same result can be achieved when it is possible to identify a subset
of {1,...,n} of weight 2b which includes the set S, and if the weight with S sums exactly
to b. This is for instance the case of the communication graph used in Section 4.D: nodes
in (for instance) Cy know that Byzantines nodes are among the nodes within Co and Cj,
thus selecting all their neighbors that belong to these two other cliques leads to a subset

of neighbors of weight 2b with exactly a weight b corresponding to Byzantine neighbors.

2. Clipping threshold of He et al. (2023) We plug in Equation (4.11) the following

upper bound:
il & Bk
<||z@-||—f>+=f(;—1 <o (Il ) <=l
+ +

’ =\
Zj

< (Y w b

_( w - —+ 7')

S

This yields

F((wi, 2i)i=1,.n) — Zwizi

€S
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Then taking as clipping threshold the minimizer of the RHS, 7% = \/% Y ies willzill? 2

i ((wi, Zi)ie[n]) leads to:

2
<4b> willzl*

€8

F((Wivzi)izl,...,n) - Zwizi

i€S

However, the clipping threshold here requires an exact knowledge of the set S.
Furthermore, it is unclear to what extent making an approximate estimate of this

clipping threshold allows us to derive robustness guarantees. O

Remark 4.E.3. A key point here is that this oracle clipping threshold corresponds to
the unique minimizer within each squared term of the sum. Hence, considering
for instance the adaptive practical clipping rule of (He et al., 2023) leads to a larger

upper bound on the error.

4.E.2 Geometric Trimming a.k.a. NNA

Let (wi, Zi)ie) € (Ry x RY)™, and S C [n] such that Y, gw; <b,
We recall the definition of GTS: Assume w.l.o.g. that (|[2;l|);c|n are sorted, i.e. [[21]] <
. < ||zn||, and denote k*(b) := max{k € [n|;> ;> wi > b} the index of the largest
vector which has at least a weight b of vector largest than him. (GTS) computes Wy« =

> isk(n) wi — b, and outputs

GTS((wiazi)iE[n]) = @k*(b)zk* + Z WiZj.
i<k*(b)

Lemma 4.E.4. Geometric trimming is (b, p) -robust with p = 4.

Proof. Let (wi, Zi)iepn) € (Ry x RY)", and S C [n] such that Y, gw; < b, Without loss
of generality we assume that wy-p) = 0%

Thus the aggregation rules write

n
F((wi7 zi)i:l,...,n) = Z Wizj. = Zwizili not removed

i<k (b) i=1

Then, by applying the triangle inequality we have

2 2
F((wis 2i)i=1,..n) — Z wizi|| = Z wiZili removed + Z WiZi1i not removed
ies ies ieS
2
S Z winiHli removed + Z winiH]-i not removed

€S icS

4Which can be ensured by adding artificially the entry (@1 (b, Z1* (b)) -
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AS Z?:l wi]-i removed — b, it holds that

§ w; < b= sz i removed — § wz i removed T Zwl i removed

= €S ieS
— § w;1; not removed < Z w; 1 removed-
7;€§ €S

Furthermore, if 4 is removed and j is not, then ||z;|| > ||z;||. It follows that

Z wszzulz removed 2 Z wZHZ’LHlZ not removed -
€S icS

Consequently:

F((wi7 zz ..... szzz

€S

2
<2 Z Wi ”Zz || 1z' removed)

€S

2
=4 <Z \/071||Zz||\/07111 removed)

€S
<4 Z Wi L; removed Z Wi Hzl H2
ies i€S

using Cauchy-Schwarz.

Thus:

F((szz i= szzl

€S

<4b> willz

€85

4.F Proofs for D-SGD

Proof of Corollary 4.4.8.

This proof hinges on the fact that the proof of Farhadkhani et al. (2023, Theorem 1)
does not actually require that communication is performed using NNA, but simply that
the aggregation procedure respects («, A)-reduction, which they prove in their Lemma
2. Then, all subsequent results invoke this Lemma instead of the specific aggregation
procedure. CS;-RG also satisfies («, \)-reduction, as we prove in Theorem 4.3.3. We
can then use their bounds on the errors out of the box.

Then, as T grows, and ignoring constant factors, only the first and last terms in their

Theorem 3 remain, leading to, for ¢ € H:

—ZE[HVfH (La\/f )(\’Hy 1+C)+Cg2>

where C' = ¢; + A + Acy, with ¢; = a(1+ a)/(1 — a)?. Note that we give O() versions of
the Theorems for simplicity, but Farhadkhani et al. (2023, Theorem 1) allows to derive

precise upper bounds for any 7" > 1.
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One-step derivation. The one-step result is obtained by taking the values of
a=1—-~(1—-4¢) and A = v4. On the one hand

_(1=9(1=9)2-1(1-9)) _ (L1=2(1~-9)
" -o(Siar)

200
On the other hand, A = vé < 1 implies that C' = O(c;). Both lead to
T ZE [hZCIN

B F@) — 1@ (1, 1=a(1=0)) . 1-(1-3)
¢ L"\/ T <'H’ ’ 72(1—5)2>+ a2 C

The result of Corollary 4.4.8 derives from the case v < 1 (otherwise, the guarantees
are essentially the same as in Farhadkhani et al. (2023)), and § > % (otherwise there are
essentially no Byzantines).

Multi-step derivation. In the previous case, we see that C' is dominated by the
c1 term since ¢; >> A. In particular, the guarantees would increase if we were able
to trade-off some « for some A, which is possible by using multiple communications
steps. This is what we do, and take enough steps that ¢; = o(\) (i.e., a = 0), so that
C ~ \. Following Corollary 4.3.4, it can be achieved by performing O(y~ (1 — §)~1)
steps of F-RG, where logarithmic factors are hidden in the O notation. We then plug
the multi-step A value from Corollary 4.3.4 to obtain the result: as A = O ( = 5)>, the

multi-communication steps convergence bound writes
T ZE 19 @)’

F@) S (0, o ;
- L“\/HT (4 S ) + s







Chapter 5

Byzantine-Robust Gossip: Insights
from a Dual Approach

Distributed learning has many computational benefits but is vulnerable to attacks from a
subset of devices transmitting incorrect information. This paper investigates Byzantine-
resilient algorithms in a decentralized setting, where devices communicate directly in a
peer-to-peer manner within a communication network. We leverage the so-called dual
approach for decentralized optimization and propose a Byzantine-robust algorithm. We
provide convergence guarantees in the average consensus subcase, discuss the potential of
the dual approach beyond this subcase, and re-interpret existing algorithms using the dual

framework. Lastly, we experimentally show the soundness of our method.

89
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5.1 Introduction

Distributed optimization algorithms allow us to harness the multiplication of devices to
tackle the increasing computational complexity of machine learning models. Yet, the
involvement of many parties in the learning process opens up the threat of misbehaving
devices, that can purposely or inadvertently send arbitrarily harmful messages. Such
device failures are commonly termed Byzantine (Lamport et al., 1982). This paper studies
Byzantine robustness in the decentralized communication paradigm, which alleviates the risk
of a single point of failure due to a central server by making devices directly communicate
with each other in a peer-to-peer manner.

We consider devices (a.k.a nodes) that communicate synchronously within a commu-
nication network, abstracted as a graph G = (V, &), where each vertex is a node that
communicates with its neighbors in the graph through the edges. We denote as V), the
Byzantine nodes, and Vj, = V\V, the remaining nodes, called honest. Similarly, we split the
edges in € = &, U &, where &, are the edges linking honest nodes, while edges in &, link
honest to Byzantine nodes. The subgraph of honest nodes Gy, := (W, &) is always assumed
to be connected. For any i € V;,, we denote f; : R? — R the local objective function on
node ¢, and we study the optimization problem:

min > fi(x). (5.1)

R4 :
r€ i€V}

We study decentralized algorithms to solve this problem, which rely on the gossip commu-
nication protocol (Boyd et al., 2006; Nedic and Ozdaglar, 2009; Duchi et al., 2011; Scaman
et al., 2017), in which each node i € V maintains a local parameter z; € R%, and updates
this parameter by performing approximate average of this parameter with those of its
neighbors in the graph.

Such gossip algorithms naturally arise when solving a well-chosen dual formulation of
Equation (5.1) with standard first-order methods. This dual approach gives a principled
framework to design and analyze efficient decentralized algorithms, leading for instance to
acceleration (Scaman et al., 2017; Kovalev et al., 2020), variance reduction (Hendrikx et al.,
2019) and has strong links with gradient tracking (Jakoveti¢, 2018). This paper investigates
the benefits of this approach in the Byzantine robust setting.

Related works. Since its introduction by Blanchard et al. (2017), the setting of
Byzantine-robust learning has been extensively studied. The large majority of works focus
on the federated case, in which a central server organizes the training and communicates
directly with each node (Yin et al., 2018; Chen et al., 2017; Alistarh et al., 2018; Li
et al., 2019; El-Mhamdi et al., 2020; Karimireddy et al., 2023, 2021; Farhadkhani et al.,
2022; Allouah et al., 2023a). Some work investigated the robust decentralized optimization
setting, either with fully connected networks (El-Mhamdi et al., 2021; Farhadkhani et al.,
2023) or with more generic networks (He et al., 2023; Wu et al., 2023; Gaucher et al., 2025).
However, those works only skimmed over the challenges of decentralized optimization in
the Byzantine setting, and many key optimization techniques such as gradient tracking
or acceleration are still unexplored in the presence of adversaries. Developing the dual

framework in the presence of adversaries would thus open the way to tackle these challenges.
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Contributions. In this paper, we (i) leverage the dual approach to derive EdgeClipped-
Gossip, a decentralized robust algorithm based on clipped dual gradient descent, (ii)
derive clipping rules and their associated convergence guarantees in the average consensus
subproblem, in which EdgeClippedGossip recovers existing algorithms. Finally, (iii) we
highlight the dynamics of the developed method compared to previous approaches and
discuss its generalization beyond the average consensus case.

Notations. We denote 1,, = (1,...,1)T; || -||2 or simply || - || (resp. (-,-)) the Euclidean
norm (resp. inner product) on R%; || - ||z the Frobenius norm of any matrix in R*" and
(M, N)p = tr(MTN) the corresponding inner product. We denote X; . the i-th row of a
matrix X. For a matrix M in R"*? we denote M :=n"11,17M, and for p € {1,2, 00}, we
denote ||M]|p,2, the p-norm of the vector of 2-norms of the rows of M, i.e., ||(|[M;.|2)i<nllp-
Moreover, CT is the Moore Penrose inverse of C' and I is the identity matrix. We identify
R¢ to Rl and RY to R™. We denote a A b = min(a, b).

5.2 Deriving EdgeClippedGossip

This section describes a dual approach to Byzantine robustness. We first introduce a dual
gossip algorithm, then show how it can be made robust using EdgeClippedGossip.
Setting: We denote nj, = |V},| and ny, = |V,| the total number of honest and Byzantine
nodes, and Np(i) and Np(i) the number of honest and Byzantine neighbors of node
1. Each agent owns and iteratively updates a local parameter mﬁ At time ¢, we denote
Xt=[zh,... 2L]T € RV*? the parameter matrix, which we split into honest and Byzantine
as X! = (f{é , where X} = [(2});e1,]T (resp. X}) is the sub-matrix containing the models

b
held by the honest workers (resp. Byzantine). Note that Byzantine nodes can declare

different values to each of their neighbors. As such, only the number and positions of
edges with Byzantine nodes matter, and we can w.l.o.g identify the number of edges linking

Byzantine and honest nodes |&| to the number of Byzantine workers ng.

5.2.1 Gossip - Average Consensus Case

Gossip communications (Boyd et al., 2006) consist in sharing information between neighbors
through local averaging steps. The standard gossip protocol writes X**! = W X? where
W e [0,1]™*"™ is a gossip matriz.

Definition 5.2.1 (Gossip matrix). A matrix W € R*" is a gossip matriz for a graph
G=(V,€)if: (i) W is symmetric and doubly-stochastic: W1,, = 1,, and 12 W = 11
(ii) W is supported on the edges of the network: W;; # 0 if and only if i = j or
(i~j)€el.

Such a matrix W has eigenvalues 1 = (W) > |puo(W)| > ... > |un(W)|. The
propagation of information in the graph is characterized by the spectral gap of W, which is
defined as vy := 1 — |p2(W)|. Note that, if the graph G is connected, then vy > 0.
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Ezample 5.2.2 (Gossip from Graph Laplacian). Consider the Laplacian matrix of the graph
L = D — A where D is the diagonal matrix of degrees and A is the adjacency matrix (i.e.,
Aij = 1injee)- Then, W, =1-nL is a gossip matrix for n < 1/u,(w), with spectral gap
Yw, = nu;;m(L), where u:ﬁn(L) is the second smallest eigenvalue of L.

The average consensus problem is an important special case of Equation (5.1).

Definition 5.2.3. The approximate average consensus problem (ACP) consists

in computing x* = % i, x;, where each node i € V) holds a value z;, which
is equivalent to Problem equation 5.1 with f;(z) = ||z — 2}||%>. In the presence of

Byzantines, only an approximate estimation of z* can be found.

When there are no Byzantine nodes, standard gossip-averaging results ensure linear
convergence of the parameters to the average (Boyd et al., 2006): Y, ||z! — z%[|* <
(1 — )Y ep llz? — 2%||%. Yet, this result is not robust to adversarial nodes: as the
standard gossip communication uses averaging steps, it is vulnerable to a single Byzantine

node, which can drive all honest nodes to any position (Blanchard et al., 2017).

5.2.2 The Dual Approach in Decentralized Optimization

The use of a dual formulation to solve decentralized optimization is very popular (Jakovetic
et al., 2020; Uribe et al., 2020). Not only has it been at the heart of key advances such as
acceleration (Scaman et al., 2017; Hendrikx et al., 2019; Kovalev et al., 2020) and variance
reduction (Hendrikx et al., 2021), but it also allows us to understand methods such as
gradient tracking (Jakoveti¢, 2018). It is thus natural to investigate whether the dual
approach can be used for Byzantine robustness.

We first introduce the dual approach in a Byzantine-free setting. Then, we interpret dual
variables and explain their use in the Byzantine-robust setting. Eventually, we instantiate

the algorithm in the ACP setting and show that it recovers existing algorithms.

5.2.2.1 The Byzantine-free Dual Approach

We first show how the dual approach unrolls on Problem equation 5.1, in a setting without
Byzantine agents. Let us write Problem equation 5.1 as a constrained optimization problem
on F(X) = ) ..y fi(Xi.), where the constraints write X1, = ... = X,., or equivalently
V(i ~j) € £, X;. = Xj. for a connected graph. By encoding this constraint into a matrix
CT € RE*Y, such that [CTX] (i),

primal version of Problem equation 5.1, which is, under convexity of functions f;, equivalent

= X,. — X;. for any edge (i ~ j) in £, we obtain a

to a dual problem:

min F(X)= min max {F(X)—(ACTX Primal
)(E]vad7 CTX:() ( ) XeRVXd AeREXd { ( ) < >} ( )
= — min F*(CA), Dual

Jin  FH(CA) (Dual)

where F*(Y') := sup ycpvxa(X,Y) — F(X) is the Fenchel conjugate of F'. Note that as F is
separable, F* can be decomposed as F*(Y) = >_.., f#(Yi.). The dual approach leverages
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Equation (Dual) to design decentralized optimization algorithms, for instance by solving
the dual problem using gradient descent (GD). If we denote Y := CA € RY*? the dual
variable deriving from the Lagrangian multipliers A € R€*? GD with step-size n writes:

AT = A = pCTVE*(CAY) = Y =Y! —poCTVF*(YY). (5.2)

Dual gossip update. The incidence matrix C' is a root of the Laplacian matrix
L, as CCT = L. Tt follows that in the case of the average consensus problem where
Vi (y) = y+ xf, Equation (5.2) consists in doing an update on the dual variable Y, which
for the associated primal variable X := VF*(Y) =Y + X* recovers the standard gossip
protocol X!+ = (I —nL)X?.

Convergence. Using standard GD results, A’ in Equation equation 5.2 converges
linearly to A*, the solution of equation Dual, under strong convexity and smoothness
assumptions on the f;. It follows that X! := VEF*(CA') converges to the solution of

equation Primal. Indeed:

1. Invariant. As Y' = CA!, kerCT = spanl, and VF(X?) = Y, the sum of (primal)
gradients is null by design:

Zz‘evh V(X)) = 1TVF(xY) =1Tyt = 0. (Invariant)

2. Asymptotic consensus. Reaching a stationary point of Equation (5.2) means that
VF*(Y) € kerCT, thus X;. = X, for all (i ~ j) € £, i.e. consensus is reached among

nodes.

Note that although dual gradients are arguably hard to compute in the general case,
several approaches allow one to leverage the (primal-)dual approach while either bypassing
the problem or alleviating this cost (Hendrikx et al., 2020a; Kovalev et al., 2020).

5.2.2.2 Duality in the Byzantine setting

In equation Dual, the Lagrangian multipliers A* € R€*? correspond to the influence between
nodes of the graph. Precisely, each row of A, indexed by edges as A;~ ), corresponds to the
accumulated influence between nodes i and j through edge (i ~ j). Indeed, the (primal)
gradient is equal to the aggregation of neighboring Lagrangian multipliers, V f;(z!) = yl =
Z(iw i) Aléiwj)’ while the update of each AfiNj) multiplier involves only the two nodes of the
edge: A’E:Llj) = Afiwj) — n[Vf;(yg-) — Vf#(y})]. This latter update thus corresponds to the
update of the influence between node ¢ and node j during a time step.

It follows that applying an operator on the update on the row (i ~ j) of A! corresponds
to altering the influence between nodes ¢ and j. For instance, setting the row A to 0
corresponds to removing edge (i ~ j) from the graph.

To address the vulnerability of plain gossip averaging to Byzantine parties, we regulate
the influence update between nodes by clipping the update on the edges. Formally, for
7> 0 and = € RY, the projection of x onto the Ly ball of radius 7 writes:

. x .
clip(z;7) := mmln(ﬂxﬂgﬂ'). (5.3)
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Algorithm 2 Byzantine-Resilient Decentralized Optimization with EdgeClippedGossip
(")
Input: {f;}, {y]}, n, {7'}
for t =0to T do
for j =1,...,n in parallel do
Compute z% = Vf5(y}) if j € V), else
Share parameter z! with neighbors

J
t+1 i
7 =1t (- et

end for
end for

We thus consider for a general vector 7 € RE, the regulation of the influence update on
(i ~ 7), by setting Afjjj) = AEiNj) —nelip(V f5 (y5) — V£ (yh), T&Nj)), which writes under
matrix form as

AT =AY — pelip (CTVF*(CAY), 1) (5.4)

This gives Algorithm 2, called EdgeClippedGossip, which translates the update described
above in terms of primal and dual iterates.

Oracle strategy. If the set of Byzantine edges &, is known, then Equation 5.4 with
T(ing) = O * L(ij)ge, exactly recovers the generalized gossip algorithm 5.2 on the subgraph
of honest nodes.

The previous derivations are summarized into the following result.

Proposition 5.2.4. Consider a threshold T > 0 and T = 71¢. Then, Algorithm 2

corresponds to a clipped gradient descent on the dual problem equation Dual: AT =
At — plIL, (CTVF*(CAt)), where 11 is the projection on a ball of radius T for the
infinite-2 norm || M||co,2 1= supjyee [[M(ing) ll2-

Next, we instantiate the algorithm in the ACP case, in which the V f have a special
form, and which is the setup under which theoretical guarantees are given in Sections 5.3

and 5.4.

5.2.2.3 EdgeClippedGossip for the Average Consensus Problem

From now on, we focus on Algorithm 2 for the Average Consensus Problem (Definition 5.2.3).

We denote X* = [x3,...,2%]T, the matrix of node-wise optimal parameters. In the

ACP setting, Xt = VF*(CA) *£” CAt + X*, thus Equation (5.4) writes
A =AY — pelip (CTVEF*(CAY); ') & X' = X' — nCelip(CT X' 7). (5.5)
In order to distinguish the impact of honest and Byzantine nodes, we decompose Matrix C
into blocks as C = <Coh _C;; ), and X as (i?;) . The update on (A?) in Proposition 5.2.4
b

thus writes as
X = X} = n(Cy Cy)elip(CT X 7h); X[ = . (56)

We analyze this sub-problem in the following section.
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5.3 Global Clipping

We now investigate average consensus EdgeClippedGossip under a global clipping threshold,
and highlight a choice of thresholds (7!);>¢ for which we derive convergence guarantees.

All proofs for this section can be found in Appendix 5.B.2.

5.3.1 The Global Clipping Rule

To analyze Equation (5.6), we decompose the influence update between honest and Byzantine
edges as (CTX!), = CFX! € R&*d and (CTXY), = CT'X! — X! € R®%*4. For a given
threshold 7t we define as k! the number of honest edges that are modified by clip( -, 7t),
i.e.,

i = card {(i ~ j) € &y (CTX) gy ll2 > 7'} (5.7)

We then denote ||C’EX£H172;,4 the 1, 2-norm of the sub-matrix of clipped messages, i.e.:

ICR Xhll 20 = > 1(Cr XE) (i ll2-

(i~j)EER, k' largest

These quantities thus represent the fractions of weights of messages in (CTX);, = ((x; —

T;) (i~j)es, ) that are affected by clipping. We now introduce

Ao i= sup HC,:C(;U{;HOOQ,
Up€RE X || Up|00,2<1
which quantifies how much the Byzantine nodes can increase the variance of the honest
nodes. We will need A, < 1 to obtain non-vacuous results, as otherwise, it means that
Byzantine nodes introduce more variance than what is reduced by the contraction obtained
through gossip averaging. A, decreases when removing Byzantine edges from the graph,

and can be bounded for some graphs.

Lemma 5.3.1. For G, fully connected where each honest node has exactly Ny(i) = Ny
Byzantine neighbors, As < %\/d A npNp.

To satisfy As < 1, two regimes appear: it is sufficient that nj, > 2N,v/d for small
dimension d, but n; > 4N5’ for large d, which is quickly untractable. Therefore, the limit
fraction of Byzantine neighbors is significantly impacted by the dimension. We now define

the following clipping threshold rule.

Definition 5.3.2 (Global Clipping Rule (GCR)). Given a step size 7, a sequence of
clipping thresholds (7°%)s>0, satisfies the Global Clipping Rule if for all ¢ > 0, either
7t =0, or

ICh Xk

El?
gt > Aol OF X 12+l 3™ 7.
0<s<t

This clipping rule enforces that the clipping threshold is below a certain value, since

t

decreasing 7! increases x!, which in turn increases the left term. In particular, 7t is reduced
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until the sum of the norms of clipped honest edges is greater than the sum of the norms of
all honest edges, shrunk by the contraction A, plus a term proportional to the sum of
previous thresholds (which is known by all nodes). This latter term, n|&|* > ., 7°/np can
be understood as a bound on the maximum bias induced by Byzantine nodes ;fter t steps,
ie. 17(X, — X0).

Over-clipping. The GCR defines an upper bound on 7!, but any value below this
threshold works. By denoting x* the smallest x! such that the GCR holds, we must ensure
that at least k* honest edges are clipped. A solution to this end consists in clipping
kY* + |&| edges overall, by removing first the |&| largest edges, and computing x"* on the
remaining edges afterwards. Note that the GCR still holds if the number of Byzantine
edges is over-estimated. We provide in Section 5.B.3 a simplified (yet looser) version of the
GCR.

Global coordination. Implementing a global clipping threshold that satisfies Defini-
tion 5.3.2 requires some global coordination, which is hard in general in this decentralized
setting. As such, we propose a proof of concept on what can be achieved by this approach
under a favorable assumption on their communication pattern, more than a practical

decentralized algorithm.

5.3.2 Convergence Result

Recall that fimax(Lp) is the maximal eigenvalue of the honest subgraph Laplacian, and A
depends only on the topology of the full graph G. We note Xifz = lhle;;/nh

Theorem 5.3.3. Assuming Ao < 1, let n be a constant step size: n <
L/(1+1E| (1~ Do) pimax (Lp)- If the clipping thresholds (17°)s>0 satisfy Definition 5.3.2 (GCR),
then:

I = XGE < IXE = XENE— 0 D ot = 2bl31 et jpre-
iNjegh

Theorem 5.3.3 ensures that the squared distance of honest models X} to the global
optimum Xi;z decreases at each step, although not necessarily all the way to 0. In essence,
what happens is the following: each step of EdgeClippedGossip pulls nodes closer together
but at the cost of allowing Byzantine nodes to introduce some bias so that Xi;i — 7; # 0.
This trade-off appears in the GCR: at some point, further reducing the variance is not
beneficial because it introduces too much bias, and so the GCR enforces that 7¢ ~ 0, which
essentially stops the algorithm. Yet, regardless of the initial heterogeneity, nodes benefit

from running EdgeClippedGossip.
Asymptotic error. This theorem ensures that finding small 7¢ that satisfy the GCR

reduces the distance to the optimum, yet it does not characterize the asymptotic error.
Furthermore, the smallest 7 satisfying the GCR is an oracle quantity, in the sense that it

requires computing a sum of node-wise differences on honest neighbors only.
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5.4 Beyond Global Coordination and Averaging

In this section, we investigate how to extend the dual approach beyond the average consensus
case. We discuss the discrepancies between the developed dual framework and local clipping
methods such as (He et al., 2023; Gaucher et al., 2025). Then we discuss on the difficulties

to extend the dual framework beyond the average consensus setting.

5.4.1 Dual Interpretation of Existing Algorithms

Several works investigated the problem of robust average consensus. Among those, He et al.
(2023); Farhadkhani et al. (2023); Gaucher et al. (2025) propose robust communication
algorithms that rely, under the hood, on performing gossip communication while altering
the update on the Lagrangian multipliers at each step. All those algorithms can be written

as:

:BEH =zt — nF((:Ef — x?)]w) ifieW,

iL'IZ?—H = % if i €.

(F-RQ)

where F' is an aggregation function that verifies a (b, p)-robust summand properties. The
SOTA (b, p)-robust summand, Clipped Sum, relies on a clipping strategy: CS(z1,...,z,) =
> iy clip(z;; 7). Interestingly, the success of those methods relies partially on the control
of the quantities (x; — x;)i~;. In other words, they consist in altering the Lagrangian

multipliers update ([CTX";~;) based on the norm of each entry.

Proposition 5.4.1. When 7 is a fized constant, equation 5.6 is equivalent to Equa-

tion (F-RG) with Clipped Sum aggregation.

Local Clipping thresholds. Another key element of the robustness of CS_-RG, is
that the clipping threshold is tailored locally, in a node-wise manner. Typically, the clipping
threshold 7; on a node i is defined as the 2b largest value within (||z; — z|);~;. It follows
that the influence update of two neighbors may not be symmetric when clip(x; — z;;7;) #
clip(x; — xj;7;). This asymmetry between clipping thresholds in CS-RG may bias the

average of honest parameters independently of the attack of Byzantine nodes.

Error Variance Bias
10°
1024
0.010
1074
1076
0.005
10-8
—10 |
10 ,"/,
0.000
0 50 100 0 50 100 0 50 100
LocalTrimming LocalClipping ——-GlobalClipping Tteration

Figure 5.1: Bias - Variance decomposition of the parameters of honest nodes. GTS-RG
(LocalTrimming), CS-RG (LocalClipping) and the GCR are tested under ALIE attack,
in a Two Worlds graph (cf. Section 5.5) with 64 honest nodes in two cliques, each being
neighbor to 16 nodes in the other clique, and to 3 Byzantine nodes.
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Trading bias and consensus. This bias induced by the communication scheme is a
fundamental difference with the dual approach such as exposed in Algorithm 2, where the
bias is only induced by the Byzantines nodes. This discrepancy is reflected in the analysis:
the bias of Algorithm 2 is controlled directly in the GCR, while for instance (Gaucher
et al., 2025) controls the additional bias at each step, and sums them up by using that
honest nodes converge quickly enough to the same value. Overall, Algorithm 2 with the
GCR does not alter the average of honest parameters and thus can induce less bias in
the communication process than local clipping methods. Yet, there is no free lunch: the
variance of the honest parameters does not converge to 0 using the GCR, while CS-RG for

instance ensures asymptotic consensus. We illustrate this point in Figure 5.1.

5.4.2 Dual Formalism for Asymmetric Clipping

Considering the weak convergence guarantee of the GCR, we modify slightly the dual for-
malism to allow local clipping thresholds. Then we discuss the major difficulties encountered

when extending the dual approach beyond the case of average consensus.

From symmetric to asymmetric clipping. In Byzantine-free settings (see Sec-

tion 5.2.2.1), dual gradient descent leads to gossip algorithms for which the influence of

¢
invj

The matrix of influence updates CTVEF*(CA?) thus has one row for each edge, the update

node 7 on node j is the opposite of the one of node j on node i, both are stored in A

can be written as equation 5.2, and the equation Invariant property is kept. This symmetry
between the influence of two honest nodes (i, j) € V}, remains when the influence update is
clipped, as long as both honest neighbors clip the influence update on edge (i ~ j) with
the same threshold. Allowing local clipping thresholds requires storing in two different
variables the influence from node 7 on node j and from node i to j.

To do so, we consider G = v, I3 ) the directed version of the undirected graph G, we
enumerate its set of edges as & = {i — j}, and consider the directed incidence matrix
CT € REXY such that for X € RV*4 andi — j € €, (CTX);,; = X, — X,,.. Furthermore,
we define B € RV*¢ as the positive coordinates of the incidence matrix C, such that

for A € RE*d and j € V, we have [BA]; = > (i—sj)eé Nimj- Under these notations,

Equation (5.2) can be written with directed edge-wise clipping thresholds 7 € RE as:
AT = At — nelip(CTVF*(BAY), mt) = YT =Y — yBclip(CTVF*(YY); 71). (5.8)
And, in the average consensus sub-case, Equation (5.5) generalizes as
X = Xt — 5Bclip(CT Xt 7). (5.9)
Node-wise clipping thresholds. This formalism allows node-wise clipping thresholds as
a sub-case of directed edge-wise clipping thresholds. Thus, communication algorithms with

node-wise clipping thresholds as ClippedGossip in (He et al., 2023) or CS-RG in Gaucher

et al. (2025) exactly correspond to Equation (5.9) for appropriate 7.
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Proposition 5.4.2. Denoting M := B'C, Equation (5.8) can be seen as a clipped
pre-conditioned gradient descent on the dual objective A — F*(CA):

AL = Af — pelip(MT BTV EF*(BAY), 7). (5.10)

In particular, we expect fized points of this iteration to be minimizers of A — F* (B]X)

in the absence of Byzantines.

Loss of the invariant. As noted before, even in the absence of Byzantines, the
equation Invariant property, i.e. 17Y* = 0, does not hold by design anymore, since
1B +£0.

Error metric. The main difficulty in extending the dual approach to more generic
loss functions, even with a global clipping threshold, lies in this loss of invariant. The
Fenchel transform F*(Y}) is no longer informative of the distance between VF*(V}[) and
the solution of the problem equation Primal when lTY,f # 0. Local clipping analyses such
as F-RG bypass this difficulty by directly proving a linear decrease for the variance of
honest nodes.

Lack of Lyapunov function Seeing Fquation (5.8) as noisy variation of Equation (5.2)
leads to writing Y1 = Y* — nLVF*(Y") + nE", where E' is the error induced by both
Byzantine corruption and clipping of honest edges. Note that E! may lie in the kernel of L.
If it is possible to use F-RG analysis to upper-bound the error as ||[E*||2 < pb||VLVF*(Y})|?,
it is much more involved to find a proper Lyapunov function to leverage this bound. One
can consider F*(PY?), with P being the projection on spanl®. However, at some point it
is necessary to control P (VF* (V) — VF*(PY/}f)), which leads to vacuous results beyond
the average consensus case.

Conclusion. In summary, the strength of the dual approach generally lies in its
structure, which usually allows for building Lyapunov functions in a principled manner.

The Byzantine case breaks this structure, which significantly hardens the analysis.

5.5 Experiments

We perform all experiments on a ‘Two Worlds’ graph with 64 nodes, made of two cliques of
32 honest nodes. FEach node is connected to 16 nodes in the other clique. On such a graph,
the theoretical maximal number of tolerated Byzantine neighbors per honest node is 16.
The actual number of Byzantine neighbors per honest node depends on the experiment. We
initialize the parameter of each honest node using a N (0, I5) distribution, each experimental
configuration is run with 5 different seeds, and results are averaged. We implement ALIE
(Baruch et al., 2019), FOE (Xie et al., 2020), Dissensus (He et al., 2023) and Spectral
Heterogeneity (Gaucher et al., 2025), more details are available in Section 5.A.1. We
compare 1) the Global Clipping rule, the threshold is the largest clipping threshold verifying
the GCR, 2) Local Clipping denotes the algorithm CS-RG (Gaucher et al., 2025), 3) Local
Trimming denotes GTS-RG, i.e. the implementation of NNA (Farhadkhani et al., 2022) in

the case of sparse communication networks (Gaucher et al., 2025).
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Figure 5.2: Relative mean square error after 7' = 100 communication steps, with a varying
number of Byzantine neighbors to each honest node.

Analysis. We note on Figure 5.2 that the GCR has similar worst-case' performances
on the investigated task than methods with local aggregation rules (i.e. GTS-RG and
CS-RG). However, as soon as Ay, > 1, the GCR does not allow communication between
nodes anymore, and we have MSET /MSE® = 1. This follows from the definition of the
GCR itself: by design, the GCR is built such as to ensure that nodes benefit from the
communication. As such, when there is no guarantee that this is the case anymore, the
algorithms prevent communication between nodes. On the contrary, node-wise aggregation
methods are provably robust up to a certain amount of Byzantines but do not have any
guarantees beyond this breakdown point, and they do increase the mean square error by

communicating — see e.g. Gaucher et al. (2025).

5.6 Conclusion

In this paper, we take the dual approach to design a byzantine-robust algorithm, which we
then analyze in the average consensus case. We then use the dual approach to re-interpret
existing efficient robust communication algorithms, and we experimentally compare our
algorithms with them. Finally, we highlight that the usual strength of the dual approach
to decentralized learning - its structure - is broken by the introduction of Byzantine nodes,
which brings significant challenges to the analysis. Yet, interesting algorithms arise, which
do not ensure consensus among nodes (as standard algorithms do, at the price of some bias).
Finding new ways of better characterizing the convergence properties of such algorithms is

an interesting open problem.

!Note that the empirical worst-case performance among all attacks is the meaningful evaluation of the
resilience of an algorithm, and thus the superior performance of LocalClipping against Dissensus and SpH
only denotes that these attacks are not optimal against LocalClipping, and not that LocalClipping has
superior robustness.






Appendix

5.A Experimental design

5.A.1 Byzantine attacks in the federated case

In our experiments, we implement SOTA attacks developed for the federated SGD setting:

Fall of empire (FOE) from Xie et al. (2020) and A little is enough (ALIE) from Baruch

et al. (2019), Dissensus from He et al. (2023) and Spectral Heterogeneity for Gaucher et al.

(2025). We implement all these methods by making a Byzantine node j € V, declare to an
¢

honest neighbor ¢ € Vj a vector z; = xt + elat, where al € R? is the attack direction on

node ¢ and 5? > 0 is the scale of the attack.

e ALIE. The Byzantine nodes compute the coordinate-wise standard deviation o?.

Then they use a! = o'.

e FOE. The Byzantine nodes compute the mean of the honest parameters zf, and

t_ ot
i_x.

declare a
e Dissensus. The Byzantines take a! = kaj ke, zt — b
I’ 2

e Spectral Heterogeneity. The Byzantines compute the Fiedler vector of the honest
subgraph ey;cq, i.e. the eigenvector associated with the second smallest eigenvalue of

the Laplacian of the honest subgraph. Then, they take aj = [eficali D _gey, [€ ficdl k-

In all attacks we chose &/ to maximize the error induced by Byzantines: for trimming
we take it such that all Byzantine attacks are just below the trimming threshold, while for

clipping strategies we chose et >> 1.

5.B Proofs

5.B.1 Notations

In this subsection we resume the different notations of the proofs. Table 5.1 summarizes
notations used for primal and dual parameters, as well as Lagrange multipliers.

We recall the algorithm in the global clipping setting:

X, = X}, — n(Cp Cy)clip(CT X" 1)

X;H = %,

103
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Table 5.1: Summary of notations

Variable Name Size Rows

X primal parameter Vxd (zi)iey

Y dual parameter Vxd (yi)iey

A Lagrange multipliers Exd (N z~] ) ,N] )ee
CTVF*(CA) Influence update on the edges & X d  (z; — %) (jmj)ee

t

In the global clipping setting, we consider that, as 7t = 7/1¢, we can overload the clipping

operators writing for Aj, € R&*? and A, € RE*4,
clip(Ap; 7) = [elip(Aimyg)s T (i) con (5.11)
clip(Ap; 7) = [elip(A(imj)s T (g, (5.12)
We use the following notations:

e For any matrix M € R¥»*¢ we denote

1
Mf—l 17 M.

Nhpnp

We note the primal parameter re-centered on the solution

Z; =X}, — X;.

The unitary matrix of attack on edges linking to Byzantine nodes
Uf = L (ALFT - A,
Thus [|[Uf]|ec2 < 1 and ALTY = AL — nelip([CT Xy 78) = AL + nrtUY.
e The error term induced by clipping and Byzantine nodes
b=y (CFZ}, — clip(CF Z}; 1) + T O U,
We denote for p € {1,2} and ' € {0,...,|Ex|}

”C Xh||p,{f = Z ”(Cf?Xii)(mj)Hg

(i~j)EER, k' largest
ICR XEIP, o =IICk XRI5 — IC X3l

iRt

We recall that by default || - || and || - ||2 is the usual Euclidean norm (or the Frobenius

norm in case of matrix).

And we recall some previous facts:
o L) = C’th = %C’hé’g the Lagrangian matrix on the honest subgraph Gy.
e M1, =0 = CfX. =0 = Ofx}=Clz! .

° C’,TL is the Moore-Penrose pseudo inverse of Cj,.

5.B.2 Analysis of Global Clipping Rule (GCR) Theorem 5.3.3
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Lemma 5.B.1. (Gossip - Error decomposition) The iterate update can be decomposed

as
Zit = (I, — nLy) Z}, + nE".

Proof. The actualization of X} writes
X, = X, = nCclip(Cy X5 7) = nChelip((CT X p; 7).
Using CgXt = C}?Z}i, we get

ZfLH = 7t — nChelip(CEXE: ) + nrtCL UL
= (I — 1CwCy ) Z}, + 1 {Cy (Cf Z}, — clip(Cyy Zp; 1)) + 7' CyUy
= (In — nLn) 2}, + nE".

Lemma 5.B.2. (Sufficient decrease on the variance) We have the decomposition of

the variance as a biased gradient descent:

12, = Z})1? = 1125 — Z})1P + n* |l LaZ), — E'II* — 20)|Cy ZEN + 2042}, — 2, ).

Proof. we start from Lemma 5.B.1

125 = ZE)? = |12, — Z} — n(LnZ), — EY)|)?
=12 = ZLIP? + 2| Ln 2L — EY? — 20(Ln 2L, 2 — ZL) + 20(Z}, — Z}, EY)
=12 — ZL|P? + w2\ Lu 2t — EY? — 20||CT 24|\ + 202} — ZL, EY),

where we used that Cg?z =0 and C’hC',Z’ = L. ]

Lemma 5.B.3. (complete sufficient decrease)

1Z5 1% = I ZEIP +0? | Ln ZE — NP = 20O Z4 )P +-20(Z) — 2, B +2( 2, 2, — Z4).

Proof. We leverage that

|ZEH ) = (125 - 2 + 22
— |zt~ Z + | 2|2 + 202, 2 — Z)
= |25~ ZER + 252 + 22, 2 - 7).

Then we use Lemma 5.B.2. O
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Assumption 5.B.4. Definition 5.3.2 Trade-off between clipping error and Byzantine
influence. By denoting

A= sup ||CICLUploo2;
UbeRc‘:bXd
HUb”oo,QS]-

We assume that 7t = 0, or

&2
ICE X llut > Aool|Ch XH 111 +77’n‘ 2.7

0<s<t
Lemma 5.B.5. (Join control of the first order error and second order bias) Under
Definition 5.5.2, we have that
W2}, — Z}, BY) +(Z}, Z," = Z}) + n*| EYN3 < 0l C Z3 1%,

or 7t = 0.

Proof. We begin by upper bounding precisely both error terms:

1. Variance-induced error.

(Z} = ZL B = (Z} — ZL,Cy, (CF 7, — clip(CT 2, 7)) + (7, — ZL, r' CyUt)
= (CL 2z}, CLZt — clip(CL ZL;74) + (CF Z}, ' ClaUY),

Using that 0527;3 = 0. On one side we have that,

(crzt .crzt — clip(Cclzt; 1)) = Z (2h — 2% 2t — 2t —clip(2} — 25 7))

i T <y Jo
(i~g)EER
= Dl =2l (1= = 2l =), -
(i~g)EER

One the other side, by using that, for M, N € R&*4 (M, N) < ||M

as:

[1,2]| V| 00,2,

(M,N) = Z (M(injy, N(insj))
(i~j)EER

< Y My oI N
(i~j)EER

<INllooz D 1Myl
(i~j)€EEn

we can upper bound the second term

(CFzi, ' CioUly < mCF ZE |1 2llCE CoUE | oo 2-
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Then by defining As = supy, cpeyxd HC;rLCbUngoog, using |CTZE|12 =
D (img)eey |17F = 25]l2, we have that

(Zh—Zj, BN < ) et =l (lf = 2l =), + 7" 0s D ll2f = 212

(i~j)EER (i~j)€En
2
= Z Hzf - Z§H21Hz§—z§-||2>’rt
(i~j)EER
2
— 7t Z Hzit — Z§H21||Z,E—Z§H2>Tt AT Z Hzf - Z;HQ
(i~vg)EER (ing)€En

Let’s consider any ! € N such that

t

K€ E : 1Hzf—z;||2>7't7 E 1||zf—z§H22Tt -1

(i~j)EEN (i~j)EEN
Then, using
ICTZHIE o= D> ll=f = 255,
(i~j)EEN
k¢ largest

the previous inequality writes
(2, = 2}, B") < |ICK Zi 3 e — 7" (IO Zh It — AsclICR ZE 1) -
From this upper bound we could derive a clipping rule taking only into account the

error induced by clipping and Byzantine nodes on the variance. In this analysis,

we will include the second error term induced by the bias.

. Bias-induced error.

We consider the term (Zi,Z™ — ZI). We remark that, using that Z/*! =
(In — CL,CHZE +nE?, and considering that 1ZhCh = 0, using the definition of E*

we get:

1zt =11 Zf + '] U = Et:mSlT CyU.
Using this, we remark that i
VB = 257 - 203 = w?I B3 + (2], 2" - ) = (2l 27 - Z).
Thus we get

S 1
(ZZH?ZZH _ Z,i) = 1, nthUbanT 1,, nthUb>

/\

t
= Z * (1% U 1T CyUY)

— <Z Ny(iyug, > Nb(z’)uf> :

i€V 1€V)
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Where u! is the mean vector of Byzantine neighbors of node i € Vj, so that

|utll2 <1, thus we get

2
t

t
<? A —ﬁ> < Tn Z Z N _ 7’]27't‘gb|2 ZTS
h>“h h/ — np,

s=0 1€V 5=0
Now that we controlled both terms, we can mix both error terms:

(Z} — Z}, B" +n (2}, ZT - Z})

—1

77\5b|
<|ICF ZN15,e — 7" (ICK Zhll1 0t — AscllCR Zh111) + 7 Z
-0

t
&
— ICF 2413 — 7 (nc%’zzrl,ﬁt—Aoonozzzul— Gl 5 )

5=0
Hence, as long as
nl&f?
ICT Zhlh e = AlICR Zh 1+ 1225
' s=0

we have that

(2}~ ZL B + (2 25— 2Ly < |CF ZE)12 .

(5.13)

When Equation (5.13) cannot be enforced using k' < |€,| — 1, then we take 78 = 0 (thus

= |&]), everything is clipped and nodes parameters don’t move anymore.

O]

Lemma 5.B.6. (Control of first and 2nd order error terms together) Assume Defini-

tion 5.5.2 and that )

Mmax(Lh) 7
then by denoting the first and 2nd order error term, divided by n as

U

¢t i=n|LnZ} — E'|? + 2(2}, - ZE, B + 2~ (2}, 20+ - ZF).

We have the control:

¢* < Mtmax(Ln) (ICT Z41B oo + (79 [(1 = 280) + A JEW]] ) + 21 CF ZE I3 o

Proof. This part of the proof allows to compute the maximum stepsize usable. We want

to control the discretization term n?||L,Z} — E'|]3. If E* = 0 it would have been done

using a step-size small enough. In this case we will do the same, but we will monitor the

interactions between the discretization and the control of the error. Note that

E' — L, Z! = Cyclip(CF ZE ;7 + rtCy U,

(5.14)

and that at the first order <Cgclip(CgZﬁ; ™), T'CyUf) < 0 if Byzantine aims at preventing
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the convergence. Thus, we will include this second-order term in the proof of the
Lemma 5.B.2.

We denote by pimax(Lp) the largest eigenvalue of Ly,.

We denote the first and 2nd order error term, divided by 7 as

¢ = ullLnZi, - ' +2(2), - Zj, B + 27 (2}, 2,7 - 7).

Hence [|Z; 7|1 < || Z} | + n¢t — 2n[|CF Z} ||
Using
|E" — Ly ZL || = || Ch(clip(CF 2}, 74 — 7t Cl U} + EF|?
= [|Cw(clip(CF Z}; 7t — i G U | + || B,

we have:

¢" = n||Cu(clip(CF, Zh; ') — T CLCLUL) |13 + nl| EY|I3

+2(ZE — ZE BY 4 297 (28, 2T — 7T

< Mptmax (L) (lelin(CF 24 792 + 7 CLCUL 1)
— 2pimax (L) (clip(C}} Z}) — CFL Z} + C}y 2}, 7 CLCyU)
+2(CF zb Aotauly + 2(cl Zt, cF z) — clip(Cf zt; 7))
+ 272, 25 - 7

= gt (L) (Jletip(CF Zgs 7)) |12 + 7 CLCUL 1)
+2(ckzt 'zt — clip(CFZE; 1)) + 2n_1<f,f — 7t
+2(1 = npimax(Ln)) (CF 24, 7' CLCUY)

<|ICEZE | Aot

+ 2nptmax (Ln) (CF Z}, — clip(CF Zh; ), 7 CL UL

§||C}7;Zfl—clip(C,7;Z}tL;'rt)H1Aoo'rt

Then we use that
ICF 2, — clip(Cyy Zg; 7)1 = (|CF Zh 11 — |Iclip(CH Zf; 7)1,
to get, for 1 < pmax(Lp),
¢" < mpmas (L) (lip(CE 28 7)1 + 7 CLGUYIP)
+2(Cl 7}, CF Z} — clip(CL Zh: ")) + 207 Y2 21 - Z})
+ 2(1 - nﬂmaX(Lh))HCij;Zfz”leoTt + 277NmaX(Lh)HCI?ZZH1AOOTt
— 20pimax (L) ||clip(Cf, Zf; 7)1 Aco !
< Nptmax(Ln) (Hclip(Cf:fZZ; ™)? + 7' CLCUE)? — 2| clip(CH 24 Tt)HleoTt)
+2(Cy, 24, Cf Zj, — clip(C}y Zf; 7)) + 2| O Z4 |1 AseT”
+on Nz Zit - ZE).
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Then, the second term is controlled using the proof of Lemma 5.B.5.
By denoting

A%:: sup ”C}LLCbUZfH%,

we have that, under Definition 5.3.2
Ct < nﬂmaX(Lh) (HCEZ;L”;—M + Tt (Ttﬁt + TtA% - 2Tt/itAoo - 2Am“CgZﬁ”1,—mt))
+2(|C Z4 15,
< Mitma(Ln) (1= Bo)ICF 2413 + ()2 [(1 = 2800) + B3] ) +2/CT 243 -

Eventually, leveraging that A2 < A2 |&,|, we have

¢" < Mitmax(Ln) (ICT 2113 e + ()7 [61(1 = 2800) + AL JEnl]) +2CT ZE 13 -

Theorem 5.B.7. Hence, under Definition 5.3.2, for

n < Mmax(Lh)_l
1+ 601 - Ax)’

we have
1Z 12 < 1ZENP = nllCR Zh)15 -

Proof. We start from Lemma 5.8.3 and use the majoration of the error from Lemma 5.B.6:
1Z5FH 12 = 124112 = 2nl|CE 2L + Pl LaZh — E'* + 20(2), — 2}, E) + 2(2E, 24 — Z})
< 1Z3)l = 20llCx ZR |3 + +20)Ci Z4 |13,
1P (L) (ICT ZEI3 e + (792 [1(1 = 280) + AL &)
= 1Zi = 20llCF Z} |13 — e
P timax () (ICT 2413 s + (792 [K4(1 = 2A00) + A [0]] )
<N Z4l = [2 = mpimax(Ln) (14 £"(1 = 2A800) + AZ[E] ICh Z3115 e

N . ; T 7t (|12
Where we used that, as £" < 37 jee, 1||Zf,z§|‘27t — 1, the largest term in ||C}, Z[[5 .

is (71)2.
Hence, for
n < Nmax(Lh)_l 7
1+ k(1 — 2A4) + AZ|E]

or, using a simpler (and stricter) condition

Mmax(Lh)_l

<
T= 11060 - As)

we have

T
12,117 < 12411 = nllCr Z I3,

gt
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5.B.2.1 On the computation of A,

We recall that

Ay = sup HC}:C’bUbHo@,g.
UbERSbXd
1Ubllos,2<1

Proposition 5.B.8. (Computing A,) Consider a fully connected graph G, we have
that

2
A< sup AN,

(i~j)€EL Th

where ny, 1s the number of Byzantines nodes and nj, the number of honest nodes.

Proof. In a fully connected graph Ly = nyl; — lhlilf, thus C’}; = C,:LFLTh = nihC;{ Using

this, we compute:

Aw= sup [|CICUl02
UbeRé'bXd
[Uplloo,2<1
1 T
= -— Sup sup H[Ch CbUb](iwj),:HQ-
Nh g, eRExd (inj)EE),
1Up]loo,2<1

For (i ~ j) € &,

d

2
sup  [[[CF Colbimgyill3 = sup ) ([Cgcb]ﬁwj),;[Ub]:,k)
UbER‘SbXd UbERngd

1Uploo,2<1 1Ublo0,2<1
d
= swp Y ([Cli — [Coly. )" [U)ir)?

UbEREbXd e
[1Ublloc,2<1

d
< sup D G — [l I Ub): k1%

UbeRSbXd
1Ublloo,2<1

d
< (Np(0) + Np(7)* sup Y [V k%
UbeREbXd h—1
1Ublloo,2<1

< (N (i) + Np(§))*(d A &)

Hence, we get:

A < sup M'/d/\‘gb|~

(i~j)EER h
Thus, assuming that, as we are in a fully-connected graph, every honest node is connected

to ny Byzantine node, we get the result. O
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5.B.3 A simplified global clipping rule

The following proposition provides a sufficient condition for being a GCR that only requires

k¢ to be large enough, without any dependence on X°.

Proposition 5.B.9 (Simplified GCR). If (7%)t>0 is such that: for allt > 0, either
t=0 or

1€
K> Aol€hl +1 o ZTt, (5.15)

s<t

then (7%)s>0 satisfies the GCR.

This result reads as a lower bound on the fraction x!/|&p,| of edges that are clipped.

Proof. (GCR), i.e Equation (5.13) writes

t
&
ICE Zhlh e > AnlCE Zgl1 + 2L >
h =0

We leverage that ||CL Z} |1 .« > 7's" and that |Cf Z] |1 _ e < 78(|Ex| — K') to write

t
n|&|* Z
HCngtLHLHt > Am"CEZ;L‘|1 +
=0

L

&, !
o (1 AT 2l > Dol OF 24 s + 1 " >
=0

n|&[*
= (1 — Ax)kiTt > At (|En] — KY) + o ZT

s=0

&
— /itTt>AooTt’5 |_|_77| b’ ZT
Th s=0
&2 <
= > Alg+ TEL ST

t
n T
h s=0
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Chapter 6

From Inexact Gradients to Byzantine
Robustness: Acceleration and

Optimization under Similarity

Distributed learning algorithms are vulnerable to adversarial nodes, a.k.a. Byzantine failures.
To solve this issue, robust algorithms have been developed, which typically replace parameter
averaging by robust aggregations. While generic conditions on these aggregations exist to
guarantee the convergence of (Stochastic) Gradient Descent (SGD), the analyses remain
rather ad-hoc. This hinders the development of more complex robust algorithms, such as
accelerated ones. In this work, we show that Byzantine-robust distributed optimization
can, under standard generic assumptions, be cast as a general optimization with inexact
gradient oracles, an active field of research. This allows to obtain state-of-the-art results
for Byzantine-robust optimization from general inexact first-order analyses.

We first show that inexact GD on top of standard robust aggregation procedures obtains
optimal asymptotic error in the Byzantine setting. Going further, we study an algorithm for
Optimization under Stmilarity, in which the server leverages an auxiliary loss function that
approximates the global loss. Then, we introduce an Accelerated Extra-gradient method,
that yields acceleration in both the standard and similarity settings. We first give new
general convergence results for these inexact schemes, and then instantiate these results
in the Byzantine setting through our reduction. Both algorithms drastically reduce the
communication complexity compared to previous methods, as we show theoretically and

empirically.
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6.1 Introduction

Distributed Learning is a paradigm in which multiple computers collaborate to train a
machine learning model. This allows us to simultaneously leverage the computational power
of multiple devices and to adapt to the distributed nature of data, which is often stored
on smartphones, IOT devices, or by larger stakeholders such as companies or hospitals.
However, involving multiple parties in an algorithmic process opens up to new threats:
machines can crash, software can be buggy or even hacked, data can be corrupted or even
adversarially crafted. Byzantine failure (Lamport et al., 1982) is a worst-case model of such
behaviors, corresponding to omniscient adversarial parties.

Distributed Gradient Descent (DGD), the workhorse of modern distributed learning,
is vulnerable to such failures (Blanchard et al., 2017): when the clients’ gradients are
averaged, one Byzantine node returning adversarially crafted gradients can corrupt the
result arbitrarily, thus ruining the optimization. To address this critical issue, a large body
of research has been devoted to developing and studying distributed learning methods that
converge even with adversaries (Blanchard et al., 2017; Yin et al., 2018; Chen et al., 2017).
Those methods crucially replace the gradients (or local parameters) averaging step with a
robust aggregation scheme, such as the geometric median or coordinate-wise trimming. Over
the years, analyses specific to each robust aggregation method have given way to generic
characterizations and standard study assumptions (Allouah et al., 2023a; Karimireddy
et al., 2023). Typically, one simply needs to guarantee that the error (i.e., distance from
the robust aggregation result to the average of the honest nodes) remains bounded. This
bound depends on both the heterogeneity between honest nodes and the proportion of
Byzantine nodes. By controlling these two sources of error, one can determine the optimal
asymptotic error, and show that it can be achieved by several robust aggregation schemes
(Farhadkhani et al., 2022; Karimireddy et al., 2021). Momentum-based methods were then
proposed to alleviate the stochastic error in the Byzantine context (Karimireddy et al., 2021;
Farhadkhani et al., 2022). Similarly, refined results taking precisely the dimension into
account have been reached by leveraging high-dimensional averaging tools (Diakonikolas
et al., 2019; Zhu et al., 2023). Robust distributed learning algorithms were also coupled
with gradient compression (Rammal et al., 2024; Malinovsky et al., 2024; Liu et al., 2024)
to reduce their communication cost.

As mentioned above, Byzantine-resilient algorithms work for a wide variety of robust
aggregation methods, as long as they satisfy relevant error conditions. Yet, analyses of robust
algorithms are still tailored to the Byzantine setting: proofs closely follow existing schemes,
but are adapted to match the specificity of the distributed adversarial setting. Although
this adaptation is rather transparent in simple settings, it becomes much more cumbersome
for more involved proofs, with less leeway to accumulate error terms. This hinders the
development of efficient algorithms, leaving critical questions open, and preventing the
adaptation of efficient federated algorithms. For instance, Ghosh et al. (2020) proposed
second-order methods, but require a very low heterogeneity level to actually converge.
Similarly, Xu et al. (2025) studied Nesterov’s acceleration in a relatively homogeneous

setting, and do not actually obtain the expected accelerated convergence rates.



6 From Inexact Gradients to Byzantine Robustness: Acceleration and
118 Optimization under Similarity

Recently, Shi et al. (2025) proposed an involved method and claimed to reach an

accelerated rate, which was actually not true, as we detail in Section 6.A.

Contributions and outline

Our work alleviates the aforementioned shortcomings of existing theory. We cast Byzantine-
robust optimization as a special case of optimization under inexact (gradient) oracles,
and build on this to derive efficient robust algorithms with provably low iteration (and so

communication) complexity.

Generic Formalism. After reviewing the setting in Section 6.2.1, we show in Sec-
tion 6.2.2 that Byzantine-robust distributed optimization exactly fits into the formalism of
first-order methods with inexact gradient oracles. To do so, we show that combining (G, B)-
heterogeneity (Karimireddy et al., 2020), a standard assumptions on the heterogeneity of
loss functions, with (f, v)-robustness (Allouah et al., 2023a), a standard characterization
of the employed robust aggregation method, leads to simple additive and multiplicative
error terms on the mean of the honest gradient. Optimization under the provided inexact
gradient formulation is an active field of research, from which we can thus directly reuse

many results.

We then show in Section 6.2.3 that this abstraction is tight in the sense that using existing
inexact GD results allows us to match the Byzantine-robust optimization lower bound
on the asymptotic error under heterogeneity. We also leverage existing work on inexact
gradients to show a first accelerated algorithm, but only under a stronger heterogeneity

condition, and with sub-optimal asymptotic error.

These first results both motivate and pave the way for a more systematic search for
efficient algorithms, abstracting away the complexity of the Byzantine setting, and thus
building on the inexact gradient formulation to propose a robust version of two standard

fast algorithms.

Optimization under similarity. When an approximation (in the second-order sense)
of the global honest loss is available, we give in Section 6.3 a Byzantine-robust algorithm
(with computationally more expensive updates than GD) called Prox Inexact Gradient
method under Similarity (PIGS). PIGS enjoys a linear convergence rate of O(2&/ulog(1/¢))
to reach an € neighborhood of the optimal error, where A is a measure of the distance
between the Hessian of the approximate loss and the true honest one. Since A can be
drastically smaller than the smoothness of the loss function, this results in an important
gain in iteration complexity, which consequently reduces the communication time. The
convergence theory of PIGS requires an extension of Woodworth et al. (2023) to handle the

inexactness of the error term.

Acceleration. In Section 6.4, we adapt the extra-gradient method from (Kovalev et al.,
2022) to the inexact oracle setting. We show that it converges in this setting towards the
optimal asymptotic error with an accelerated linear rate of convergence (’)(\/l%), where p
is the strong convexity of the considered loss function and L the smoothness. This result

holds as long as the relative error in the oracle is smaller than /#/L. Our result outperforms
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previous works on accelerated inexact oracle first-order methods by a \//% factor both in
the asymptotic error and in the condition on the relative error.

The extra-gradient algorithm also enjoys an accelerated rate of convergence in the
similarity setting of Section 6.3, but only as long as the relative error in the gradient is
small with respect to A2?/L2.

Experiments. Last, we empirically show the robustness and performance of the

proposed methods by comparing them in the Byzantine setting to existing methods in

Section 6.5.
Notations. We denote (-,-) the standard dot product in R?, || - || the euclidean norm,
and || - ||op the associated operator norm in R?*?. For a real valued function f : R? — R,

V£ denotes its gradient, and V2f its Hessian. Let f(z) = Q(g(x)) and g(z) = O(f(x))
denote that IM > 0 such that f(x) > Mg(x). We denote f(x) = O(g(x)) when both
f(x) = O(g(x)) and f(x) = Q(g(x)) hold. For € R?, ||z|| denotes the canonical euclidean

norm, and for M € R™? || M||,, the associated operator norm.

6.2 Setting and Reduction

6.2.1 Byzantine Robust Distributed Optimization

We consider a server-client distributed system, with n clients. Among them, an unknown
subset B C [n] is composed of |B| = f Byzantine clients. We denote H = [n]\B the n — f
honest clients, and £; : RY — R the loss function of client i (e.g., the empirical loss on the

dataset stored by client 7). We aim at finding

x* = arg min {EH(:U) = nif Zﬁz(x)} . (6.1)

d
@R i€H

We assume that all £; are differentiable, convex, and that L4 is p-strongly convex and
L-smooth.

Definition 6.2.1. A function £ is u-strongly convex, and L-smooth if, Vx,y € R?,
Lz —y|? < L(z) — L(y) — (VL(Y),z —y) < Z|lz — y|?. L is convez if the left
inequality holds with g = 0. The ratio kK = L/u is the condition number of L.

The goal of (distributed) optimization is to output a model & with an error that
vanishes with the computing budget. We say that an algorithm is resilient if it can reach a
given error level € despite the presence of adversaries, namely that the output & satisfies
Ly(x) — Ly(x*) <e.

Hardness of Byzantine Optimization. Byzantine clients cannot be distinguished
from honest clients with outlying losses. To obtain bounded errors, it is therefore necessary

to assume that honest node losses have some level of similarity.
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Assumption 6.2.2 ((G,B)-heterogeneity). The local loss functions of honest clients
are said to satisfy (G, B)-heterogeneity when, for any x € R?,

1

T D IVLi(®) = VLu(@)|® < G* + B?|VLu()|I.

1€EH

One can then derive the minimum error that any distributed algorithm has to pay, which
increases with both the heterogeneity among honest clients and the proportion of Byzantine
clients, up to a critical fraction known as the breakdown point, at which adversaries can

arbitrarily disturb the system.

Theorem 6.2.3 (Allouah et al. (2024)). For any distributed algorithm, there exist
quadratic local loss functions satisfying Assumption 6.2.2, with an L-smooth and -
strongly convex global loss Ly, for which algorithm’s output & can have a non-vacuous

guarantee only if% < = and such that

Brra
L) — Ln(@) > S — I Vew@ P> &
" =8y n— 2+ BY)f " =4 n-—C2+BOf

(6.2)

The inequality % < B%H’ gives an upper bound on the achievable breakdown point.

6.2.2 Reduction to an Inexact Gradient Problem

To protect against adversaries, distributed optimization methods rely on Algorithm 3: they
robustly estimate the average of the honest gradients using an aggregator F', which is, for
instance, a geometric median (Small, 1990; Pillutla et al., 2022), a coordinate-wise trimmed
mean (Yin et al., 2018), or other methods such as Krum (Blanchard et al., 2017). Allouah
et al. (2023a) proposed (f,v)-robust, a criterion to simultaneously analyze those robust

averaging schemes.

Definition 6.2.4 ((f,v)-robustness (Allouah et al., 2023a)). An aggregation rule
F :R™" 5 RY is said to be (f,v)-robust, if Va1,...,x, € R?, and any set S C [n] of
size n — f,

_ 1 _
|F(zy,... @) —Ts|? <v- @Z s — Ts|?,
€S

where ZTg = [S|7! Y, g @i. We call v* the robustness coefficient of F.

“We denote it v instead of k as in Allouah et al. (2023a) due to notation incompatibility with the
standard notation of the condition number.

Closed-form robustness coeflicients can be found in Table 6.1, the Huber estimator cited
is a side contribution (c.f. Section 6.B.1), and can be seen as a novel clipping threshold and
analysis of CenteredClipping (Karimireddy et al., 2021). We discuss robustness aggregation

techniques in Section 6.B, where we also generalize the mixing strategy of Allouah et al.
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Algorithm 3 Inexact Oracles Sampler
Input: F, x
Server sends @ to clients
for client ¢ € [n] in parallel do
VLi(x)ifi e H
xifi € B
Send g; to Server
end for
Server computes VLy(x) == F(g1,...,gn)

Computes g; =

Table 6.1: Robustness coefficients of the coordinate-wise trimmed mean (CWTM), Krum,
the geometric median (GM) (Allouah et al., 2023a), and a multivariate Huber estimator
Algorithm 6.

Aggregation Huber CWTM Krum GM ‘ Lower Bound

2
2f 6f 6f 6f f f
v n—3f n—2f (1+n—2f> 6(1+n—2f) 4(1+n—2f) ‘ n—2f

(2023a). The strength of Definition 6.2.4 is that under Assumption 6.2.2, aggregating

gradients using (f,v)-robust rules produces an inexact gradient oracle.

Definition 6.2.5 ((¢?, a)-inexact oracle). A (¢2, a)-inexact gradient oracle of differen-
tiable function £, is an oracle V£ satisfying, for any x € R, |VL(z) — VL(z)||? <
¢?+alVL()]?.

Lemma 6.2.6. If F' is (f,v)-robust and local losses are (G, B)-heterogeneous then
VLy(x), the output of Algorithm 3 is a (vG?, vB? )-inezact gradient oracle.

This reduction is of interest since instances of ({2, a)-inexact oracle have been widely
investigated (Ajalloeian and Stich, 2020), while mostly with either o = 0 or ¢? = 0 (De Klerk
et al., 2020; Cyrus et al., 2018; Vasin et al., 2023). We can then reuse these algorithms to
obtain Byzantine-robust methods. Moreover, developing algorithms based on the (¢2, )
inexact gradient assumption opens up to generic contributions, of interest beyond the

Byzantine setting.

6.2.3 First Consequences of the Inexact Oracle Approach

We now leverage existing results of the literature with the inexact oracle perspective.

6.2.3.1 Gradient Descent

A first remarkable result is the tightness of our reduction: plugging Lemma 6.2.6 into a
black-box inexact oracle result (Ajalloeian and Stich, 2020) leads to Corollary 6.2.7, which

achieves the best possible asymptotic error.
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Corollary 6.2.7 ((Ajalloeian and Stich, 2020)). Let, L3 be p-strongly conver and
L-smooth. Consider the Gradient Descent update x4 = Tp — n@ﬁﬂ(wk), where
V Ly (i) stems from Algorithm 3 with a (f,v)-robust aggregation rule. Then, for
n < 1/L and vB? < 1, it holds

v 2
Lo(w) < (1= np(1 - vB?)" (Lu(wo) — Lu(z™)) + ,U,(l—CTYI/BQ)

To back the tightness claim, consider a (f, v)-robust aggregator with v = ni];f’ such as

the Huber estimator (¢ = 3 for n > 4f, cf. Table 6.1). Then, for % < m, Algorithm 3

used in GD converges to the optimal error of Theorem 6.2.3 up to a multiplicative constant,

ie. O _f2 f%) This result is somehow surprising, as one may think that there would be
more structure to the Byzantine problem than simply (f,v)-robustness, for instance by
requiring to observe the identities of the clients. Note that this latter point is mandatory
for reaching an optimal error when the clients send stochastic i.i.d. gradient oracles
(cf.Section 6.G and (Karimireddy et al., 2021)).

Tightness with respect to the dimension. The definition of ( f, v)-robust aggregator
obfuscates the dependency on the dimension in the resulting error term Gf/u(n—2f), even
though a dimension-independent error can be achieved (Diakonikolas et al., 2019; Zhu
et al., 2023; Allouah et al., 2025b). The Inexact Oracle Approach also tightly encompasses
averaging rules with dimension-independent error, as we show in Section 6.C.2 but omit
here for clarity.

A new perspective on the optimal error. We can reinterpret the lower bound in
Theorem 6.2.3 as describing the region of 2 € R? on which no information can be leveraged
by the server. Indeed, 6.2 gives the gradient norm value below which a (¢? = vG2, a = vB?)-

2
[ ——t

then the value VLy(x) = 0 is a valid (¢ = vG?, o = vB?)-inexact oracle, while being

inexact oracle resulting from Algorithm 3 may not be informative, as if |V Ly (x)

obviously un-informative.

6.2.3.2 Fast Gradient Method

There are numerous works on accelerated first-order methods under inexact gradient oracles
(d’Aspremont, 2008; Devolder et al., 2013, 2014). Building on Devolder et al. (2013), we

give a Byzantine-resilient accelerated gradient method.

Corollary 6.2.8 (Fast Gradient Method w. Inexact Oracles (Devolder et al., 2014)).
Assume Ly is L-smooth and p-strongly convez, and Assumption 6.2.2 holds with B = 0.
Then Algorithm 9 with a (f,v = O(f/n—2f))-robust aggregator yields

Loulex) - Lu(@) = O (Lllwo — o Pexp [~ ) + v &L
H\ LK H\L ) = 1 o) r exp Hun—2f .

An accelerated rate. The above result is appealing in the sense that it shows an

accelerated rate towards the asymptotic error, i.e the iteration complexity to reach a given
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error scales as the square root of the condition number x = L/u, rather than linearly. To
our knowledge, this is the first correct proof of such an acceleration in the Byzantine setting
(cf. Section 6.A), demonstrating the strength of the abstraction.

Limits. This result is a consequence of a notion of (4, L, u)- oracles (Devolder et al.,
2013, 2014), which covers a broad class of inexact oracles. Yet, it has two main flaws: it
covers only an absolute error term in the gradient, since B = 0, and the asymptotic error
is suboptimal, inflated by /k factor w.r.t. the lower bound (6.2.3). This significant factor
is unavoidable when using (4, L, u)-oracles (Devolder et al., 2014), but can be avoided
when using (¢2, a)-inexact oracles, as shown in Section 6.4. We detail the link between

(8, L, p)-inexact oracles and (¢2, a)-inexact oracles in Section 6.E.

6.3 Gradient Descent under Similarity

We now focus on another approach to reduce the communication complexity, which takes
advantage of the similarity between local objectives (Shamir et al., 2014; Hendrikx et al.,
2020b; Kovalev et al., 2022).

6.3.1 Setting

The key assumption is that the server has cheap (without communication) access to a proxy
L of the global loss function L (which requires communication). This proxy may come
from the empirical risk computed on a small toy dataset, or from a trusted client that uses
its own loss function as the proxy, i.e., £ = £1. In particular, the server can solve the

following problem at each iteration:

Proxy Loss small Hessian
/:3,\ ,_/HA 1 )
e ~argmin{ L(@) +HV (Cx— L) (@) @) + o lle— il (63)
xcRd 2n

This update can be seen from two perspectives, either as a mirror descent step on L3 with
step-size 1 and mirror map £ + %H -||I? (Shamir et al., 2014; Hendrikx et al., 2020b), or
as a prox-gradient update with the forward step on £y — £ (smooth) and the backward
step on £ (cheap prox) (Kovalev et al.,; 2020; Woodworth et al., 2023). In both cases, these
manipulations make the problem smoother when £ and L are “similar" enough, speeding

up the optimization by allowing significantly larger step sizes.

Assumption 6.3.1 (Similarity). The difference between the global loss and the proxy
Ly — L is A-smooth.

Our result holds under the above assumption, as long as the inexact oracles satisfies an

alternative definition of inexact oracles.

Definition 6.3.2 ((¢?, @)-inexact oracle). A ((2, @)-inexact gradient oracle of a ju-

strongly convex function £, is an oracle VL satisfying, for * = arg min,, £(x) and
any « € R?,

IVL(z) = VL(@)|* < ¢* + ap®||w — ™.
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Remark 6.3.3. Since p?|lx — z*||> < ||VL(z)|?, any (¢?, @)-inexact oracle is a (¢2, a)-

inexact oracle with a = a.

When the clients satisfy the pairwise Hessian Similarity assumption, on the one hand
Definition 6.3.2 arises from using as proxy a trusted client’s loss, L= L1, and on the other

hand using Algorithm 3 with an (f, v)-aggregator yields a (¢2, @)-inexact oracle 6.3.2.

Assumption 6.3.4 (Pairwise Hessian Similarity). All local honest loss functions
(Li)iew are twice differentiable, and satisfy Vi,j € H,Vx € R? ||[V2Li(x) —
V2Li()llop < A.

Proposition 6.3.5. Let (L;)icy be convex functions. Then, Assumption 6.3. ensures
that

D VL) = VLu(@)|? < Z IVLi(@)|? +28% |z —2*2. (6.4)
|H| i€H |H| 1€H
Which, if additionally Ly is p-strongly convezx, implies (G, B)-Heterogeneity with
2A?

\"H| z?:{ IVLi(x*)||?> and B = — (6.5)
1€

We refer the reader to Section 6.C.1 for the proof. We thus obtain the following corollary.

Corollary 6.3.6. If F is (f,v)-robust and local losses (L;)ien are convez, satisfy
Assumption 6.5.4, and Ly is p-strongly convex, then @EH(SB) the output of Algorithm 3
is a (C%, &)-inevact gradient oracle, with (* = vG?, & = vB? and (G?,B%) as in

Equation (6.5).

6.3.2 Convergence Results

We now state the complete Byzantine-robust distributed algorithm and its convergence

guarantees.

Algorithm 4 Preconditioned Inexact Gradient with Similarity

Input: F, n, xg, L
for k=0to K —1do

Sample V Ly (xy) using Algorithm 3.

Thy1 A argming pa {cbf](a:) = (VLy(xy) — VL (1), ) + %Haz — i ||? + ﬁ(a:)]
end for

Theorem 6.3.7. Assume Ly is p-strongly convex and L-smooth, and (L — ﬁ) 18
A-smooth. Consider Algorithm J with a (¢?,&) inexzact oracle (Definition 6.3.2) with
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& < 4, a step-size n < 1/2A, and where the proximal step is computed with precision
JT7AN
IV @rs)I? < 5 i — el + B2 (6.6)

Define s, = (1+ %)k, and Sk = Zf:o si. The weighted average &y := i Zf:o SLTL
satisfies

* 12
— 2———.
o — "I+ 2 s

Eulr) ~ £utet) < (143 s

(6.7)
Importantly, in Algorithm 4, each a1 is obtained by solving an optimization subroutine
on the loss gbf] which the server can easily access. Equation (6.6) captures the error of this
subroutine, and E? can be made arbitrarily small by allocating more computational budget
on the server side, without involving more communication or requiring more homogeneity or
honest nodes. This subproblem can also be warm-started, starting the minimization from
x, significantly reducing the computational burden. Interestingly, because of the absolute
error due to adversarial nodes, taking E? = 0(¢?) can save significant computational

resources without affecting the precision.

The proof of Theorem 6.3.7 draws from Woodworth et al. (2023), who analyzed the
gradient method under similarity with approximate proximal steps, but exact gradients. In
Section 6.D.2, we introduce a new Lyapunov function to handle (¢2, a)-inexact gradients.

We now instantiate Theorem 6.3.7 in the Byzantine setting.

Corollary 6.3.8. Under the assumption of Corollary 6.5.6, consider Algorithm 4
with £ = L1 and VLy computed with Algorithm 3 and a (f,v = O(f/n—25)) robust-

aggregation rule. Take n = 1/2A, and E? < O(n_—foG2). Then, under n_foB2 =0(1),

we have after K iterations that

2
K=0 (ﬁlog(l/a)) = Ly(Tx)— Ly =0 <n—f2fc;;; —|—£>.

Remark 6.3.9. Note that A/u can be much smaller than x = L/y, the condition number
of the global loss L4, thus significantly speeding-up optimization. Indeed, assume
that £;(x) := ﬁ > aep, l(a, ) + A/2||z||*, where each dataset D; consist of m i.i.d.
samples from the same distribution D. Assume [|[VZI(a,z)|op < L. Then w.lo.g.,
V2L (2)|lop < L, while Hoeffding’s inequality for matrices (Tropp, 2015) yields, with
probability at least 1 — 6,

m

A= |V2Li(x) = VLn(@)|op = O ( Lng(d/é)) .

It follows &/u < O (%/\/m log(d/d)). Thus, the iteration complexity of Algorithm 4 to
reach a given precision can be reduced by up to O(y/m) compared to Byzantine-robust

D-GD, ignoring logarithmic factors. When local datasets are large, this yields a huge
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improvement in the communication complexity. For refined and stronger control of A,

including better dependencies on m, see Hendrikx et al. (2020b).

6.4 An Accelerated Inexact Extra-gradient Method

In this section, we adapt the accelerated method from Kovalev et al. (2022) to the inexact
oracle setting, leading to Algorithm 5, an accelerated method for distributed optimization

under similarity.

6.4.1 General Inexact Algorithm

We first give the convergence guarantees for Algorithm 5, independently of the Byzantine

robust application.

Theorem 6.4.1. Assume that Ly is u-strongly convex and L-smooth, that Ly — L is

A-smooth, and that V Ly is a (C2, &)-inezact oracle with o < min (f;, 16) Consider

Algorithm 5 with the parametrization

= 9—71 = min L0 d 7T =min bu o1
TER V=S AA 1T ou 24r ) T 16a’ V48 )

2
ohH _ wk‘

2
Then, if Hng’g(ccl}H)H < # 7 M

, we have that
CQ
Lulwf) ~ Lu@) = 0((1= )R+ ),

where p = cmin ( o aLA) with ¢ > 0 a constant, and R = T2Al|2° —x*||? + Ly (x") —
Ly (x*).

We refer the reader to Section 6.D.3 for the proof of Theorem 6.4.1.

Algorithm 5 Accelerated Inexact Extra-gradient

1: Input: 2° = w(} € RY, inexact oracle sampler V.Ly,.

2: Parameters: 7 € (0,1), n,0,7v>0,K € {1,2,...}

3: for k=0,1,2,..., K —1do

4: m’g“ =71k 4+ (1 - T)a:’]‘é

5: :c]jfl A arg mingcpa [qﬁ]g(m) = (VLy(z ) - VL(x By —axk) 4+ 55 e — a:kH + L( :1:)}
6: @ =ah byt - k) VL ()

7: end for

8: Output: =
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6.4.2 Acceleration Without Similarity
When no cheap proxy is available, one can take £ = 0. This removes the proximal update
from line 5 of Algorithm 5, leading to

ccffl = cc’; — H@EH(:L‘I;).

This provides a forward-only inexact first-order accelerated algorithm, with state-of-the-art

guarantees.

Corollary 6.4.2 (Acceleration with inexact oracles) Let the setting of Theorem 6.4.1
holds, with £ =0, and thus A = L. Then, if o < f’ Algorithm 5 ensures

— O(VRlog(Rf2)) = Ly(@k) - Li(a”) = O (fu+e).

Tightness of the result. In this regime, Corollary 6.4.2 is, to our knowledge, the first
convergence result of an accelerated algorithm for (¢2, a)-inexact oracles with both ¢2 # 0
and « # 0. Additionally, previous analyses with an absolute error (Devolder et al., 2014;
Vasin et al., 2023) suffered from an inflated asymptotic error in v/k¢?/p (see Section 6.2.3.2),
which can be alleviated using the extra-gradient approach. Note that our condition on
the relative error o < 1/4/k is also strictly better than previous work (Vasin et al., 2023;
Kornilov et al., 2025), which required a < 1/k.

6.4.3 Focus on the Byzantine Setting

We now instantiate the convergence result of Algorithm 5 in the Byzantine setting, first in

a standard distributed setting, without relying on a proxy loss ﬁ, and then in the similarity

setting.

Corollary 6.4.3 (Byzantine-resilient plain acceleration). Let L3, be L-smooth and
u-strongly convezx, let Assumption 6.2.2 hold and assume BQ—Qf € O(\[) Then
Algorithm 5 with an (f,v = O(f/n—2f))-aggregator, L =0, after K iteration ensures

K:O(ﬁlog(l/&)) = EH(iUf) Loy ( )—O<n_f2fcj+ )

Corollary 6.4.4 (Byzantine-resilient acceleration under similarity). Under the as-
sumptions of Corollary 6.5.8, if additionally - 2f € O( 5 ), then Algorithm 5 with an
(f,v = O(f/n—2f))-aggregator after K iteration ensures

K:O(\/T/ulog(l/E)) = Ly(x}) — Lu(x ):O<n—f2fG/j+ )

Corollary 6.4.4 is the accelerated version of Corollary 6.3.8 (the PIGS result). Again,
leveraging optimization under similarity replaces the standard dependence of the number

of iterations on kK = L/u by A/u, which is smaller in general.
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Yet, while the robustness regime of PIGS is n_—fo < O(%) = O(Z—z) (when a robust
aggregator with v = O(f/n—2f) is used), which does not depends on the smoothness L at
all, Theorem 6.4.1 requires n—LQf < Q(x~2), which is much larger if we expect optimization
under similarity to be worth the extra computational effort. We recover the same behavior
as with standard acceleration: acceleration speeds up convergence, but can only be used if

the number of Byzantine nodes is low enough (smaller breakdown point).

6.5 Experiments

6.5.1 Setup

IPM ALIE Gaussian Label Flipping

10° 4

5 1071 4%

Train Loss
=
I
L

_
9

H
9
L

0 1000 2000 30000 1000 2000 3000 0 1000 2000 30000 1000 2000 3000

Communication Rounds Communication Rounds Communication Rounds Communication Rounds
—D-GD PIGS —-—Acc. ExtraGrad Prox =~ -+ Acc. ExtraGrad

Figure 6.1: Performance on MNIST with a Huber aggregation under various attacks. There
are 40 honest nodes with 1 adversary. Heterogeneous setting (5 = 1).

Setup. We consider a 12-regularized Logistic Regression task on the MNIST dataset
(LeCun et al., 1998). To simulate heterogeneity among clients, we follow the Dirichlet
partitioning method from Hsu et al. (2019); Allouah et al. (2023a): each client’s dataset
class proportions are sampled from a Dirichlet distribution with parameter 5. Lower
corresponds to higher heterogeneity. We refer to § = 1 as heterogeneous and to 8 =5 as

mildly heterogeneous.

Optimization Algorithms. We com-

ol
pare the accelerated extra-gradient with sim-

ilarity (Acc. Extragrad Prox) and without
(Acc. Extragrad), Distributed Gradient De-
scent (D-GD), and PIGS. In all methods, I

inexact gradients are Computed using Al_ 0 1000 2000 3000 4000 5000

Communication Rounds
——D-GD PIGS —+—Acc. ExtraGrad Prox Acc. ExtraGrad

Train Loss

gorithm 3 with a Huber aggregation (Algo-
rithm 6). In Section 6.F.3 we also compare Figure 6.2: Distributed Logistic Regression,
the Huber aggregation with Trimmed Mean
(Yin et al., 2018), Krum (Blanchard et al.,
2017) and Covariance-agnostic Filter (CAF)
(Allouah et al., 2025b) (cf. Section 6.C.2 for
theoretical guarantees of the optimization
algorithm combined with CAF).

Parameters and Attacks. We tune optimizer parameters via hyperparameter search

with 40 honest and 1 Byzantine client in the
mildly heterogeneous setting (8 = 5), with
a [2-regularization p = 1072, Train loss
Ly (xy) — L3, under ALIE attack. Plot with

a zoom on the first 200 iterations.

in the Byzantine-free setting. The attacks simulated are the Label Flipping attack (Allen-



6.6. Conclusion 129

Zhu et al., 2021), a Gaussian noise attack, as well as variants of A Little Is Enough (ALIE)
(Baruch et al., 2019), Inner Product Manipulation (Xie et al., 2020), where the attack is
scaled using a line search to maximize impact. Our code, accessible here, is built on top of
the ByzFL library (Gonzalez et al., 2025).

6.5.2 Analysis

Communication Complexity. As shown in all experiments, D-GD is significantly
slower than the accelerated and/or similarity-based approaches. More surprisingly, in the
considered setting, PIGS is stable with significantly larger step-sizes than the Accelerated
Extra-gradient with similarity, hence converging faster. Note still that the prox extra-

gradient algorithm is faster than the non-prox version.

6.6 Conclusion

In this work, we proposed to abstract away the problem of Byzantine Optimization by
formalizing it as an inexact gradient oracle problem. Our approach opens up a new
systematic approach to study and design Byzantine-resilient algorithms. We leverage this to
propose both a non-accelerated optimization-under-similarity method, and an accelerated
extra-gradient scheme which can be used both in the standard distributed setting and
in the similarity setting. Those methods have better communication complexity (and a
better computation complexity for the accelerated method without similarity), as we show

theoretically and experimentally.
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Appendix

6.A Related Concurrent Work Shi et al. (2025)

In this section, we describe why Shi et al. (2025) do not actually prove an accelerated
rate of convergence. This highlights that proving accelerated rates under adversarial
corruptions is non-trivial, and emphasizes the strength of our abstraction: it allows to
reduce the complexity of the problem, which helps to provide tighter analysis under weaker
assumptions. Indeed, Shi et al. (2025) assume (G, B)-Heterogeneity with B = 0, while our
results cover the setting B > 0.

The main convergence result in Shi et al. (2025) - Theorem 13 - requires that conditions
on the parameters § and « (and thus 3), and on (x;i)sc[s in their Lemma 20 are met.
Contrary to what is claimed in Corollary 13, choosing a and 6 such that those conditions
are met requires that the algorithm converges at a non-accelerated rate.

Specifically: the inequalities on y2 and x3 impose that (0 + 8) < 1 must hold. Writing
$ using 0 and  yield the polynomial inequality 63/2 — k6 4+ 4\/k > 0. A quick numerical
analysis shows that this inequality is met either for # > xk + O(1/k) or § < O(1/k). Since
the convergence rate is (1 — m)t, the regime of large 6 can be discarded (it breaks the
convergence rate lower bound of strongly convex functions), and only the regime of small 6
is feasible, in which the convergence rate is (1 — O(1/k))%, i.e. a non-accelerated one.

Note that Corollary 13 claims that choosing 8 = 1 and « = 0 satisfies the inequalities
of Lemma 20. This is only true when & is very small, thus again not showing a universal

acceleration result.

6.B Robust Aggregation Rules

In this section, we recall (f,v)-robust averaging guarantees of standard aggregators. We

also add two contributions to the vast literature of robust aggregators:

1. A new analysis of the multivariate Huber estimator. In Section 6.B.1, we
discuss the relation with the multivariate estimator and the centered clipping scheme
(Karimireddy et al., 2023). We prove the (f,v)-robustness of a multivariate Huber

estimator, which remarkably has state-of-the-art constant factors on v.

2. A generalization of the Nearest Neighbor Mixing (NNM) strategy of
Allouah et al. (2023a). Allouah et al. (2023a) show that relying on a mixing

strategy before robustly averaging the input vectors allows for better robustness

131
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guarantees. We generalize this strategy with the notion of robust mizing, and propose

a pre-aggregator with better theoretical guarantees.

Overview of the (f,v)-robustness. In Table 6.2 we recall the robustness guarantees
(Allouah et al., 2023a) of the coordinate-wise trimmed mean, Krum, the geometric median
and the coordinate-wise median. We additionally provide the robustness guarantees of our

analysis of the multivariate Huber estimator.

Table 6.2: Robustness coefficients of the coordinate-wise trimmed mean (CWTM), Krum,
the geometric median (GM), the coordinate-wise median (CWM), and a multivariate Huber
estimator.

Aggregation Huber CWTM Krum GM CWM ‘ Lower Bound

2 2
2f 6f f f f
v n—3f (]‘+n Qf) 6<]‘+n 2f> 4(1+n72f> 4(1+n72f> ‘ n—2f

Generic definition of a robust mixing. Allouah et al. (2023a) suggest improving
aggregation rules by pre-processing the input values through a pre-aggregation step, and
specifically the Nearest Neighbors Mixing (NNM) strategy. We generalize this mixing

strategy in the following formal definition:

Definition 6.B.1. A map Fy : R"*9 — R"*? is said to be a (f,d) robust mixing if,
when |B| < f, and given Fy a (f,v)-robust aggregation rule, 5 o F is a (f, 7)-robust
aggregation rule with

v=90(1+v).

We list in Table 6.3 a few robust mixing strategies, which can be built generally using

the robust-gossip framework, as we show in Section 6.B.2.

Table 6.3: Robust Pre-Aggregation / Mixing Strategies. F in F-RG is a (p,b =
summand.

7 L_)-robust

Pre-Aggregation CS;-RG NNM/NNA F-RG ‘ Lower Bound

5 Af 8f 2pf
nf mf "t !
Breakdown £ 3 5ol 3

6.B.1 Robustness of the Multivariate Huber Estimator.

In this section, we propose a multivariate Huber estimator (Huber, 1964) with a dynamic
thresholding rule, and show that it is a (f, v)-robust averaging rule.
The multivariate Huber robust estimator, relating back to the very beginning of robust

statistics, is defined as

FHuber(mla"wmn;T) = argmin \II( mz ze[n] Z¢T T —$ s

€T
1€[n]
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where 7 > 0 is a constant threshold and v, denotes the Huber loss defined as

slel if [|lz|| < 7,

Vr(z) =

T

T|x| — 5 if ||| > 7.

Remark 6.B.2. The centered-clipping scheme (CC) (Karimireddy et al., 2023) is an
approximation of the multivariate Huber estimator with constant threshold coincide.
Indeed, the centered clipping aggregation rule starts from an estimate of the average

yY, and iteratively improve this estimate during T iterations using

gt =y =y Y clip(ef —y'i7), where  dlip(a;r) = o min(r, ).
T
i€[n]

Which corresponds to gradient descent steps on the Huber empirical loss function
V(-5 (Ti)ign))-

Note however that choice of the threshold 7 in the multivariate Huber estimator
(and CC) impacts the robustness of the procedure: indeed, choosing 7 — oo yields
a (non-robust) simple average, while 7 — 0 outputs yp, i.e. the initial guess of the

average.

In practice, the clipping threshold used in the theoretical guarantees in Karimireddy
et al. (2021) can not be computed, as it depends on the variance of the honest inputs
(x;)ien. To alleviate this flaw, we propose in Algorithm 6 a multivariate Huber estimator
with a threshold choice agnostic to the (unknown) variance of the honest inputs. The
estimator iteratively updates the threshold 7, such that the multivariate Huber estimator

is, after a few iterations, (f,v)-robust.

Algorithm 6 Byzantine-Robust Huber Estimator
Input: Initial average guess yg, Upper bound on the number of adversaries f, Input

vectors (Z;)icn]
fort=0toT —1do
Sort (||lyt — x;||,i € [n]) with a permutation oy, : [n] — [n] into

1y — o)l = - = Y — Ty )l

Set 7' = [ly" — @425l

Update y'™! = y; — ﬁ D iepn cli(y’ — xi; )
end for
Output yT

The aggregation rule given by Algorithm 6 is probably robust.

Proposition 6.B.3. Consider vy = nQ—ff, and v = ni{,’f, then for any x1, . .., T, € R,

and any S C [n] of size n — f, after T iterations Algorithm 6 yields

_ _ 1 _
ly" s <o llyo — s + w1~ ). — 3 i~ s
€S
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Thus, the multivariate Huber estimator is (f,v + €)-robust after

log([lyo — Zs* — 727 Yics @i — ®s||*) +1og(1/e)
log(1/w0)

iterations.

Proof. Writing the update of Algorithm 6 and applying the triangle inequality yields

2

1 : 1 .
ly' —zs|* = ||—— Zyt —x; —clip(y’ — x; %) + —— Z clip(x; — y'; 1)
n-fis n=f s

IN

2
(nif Z(Hyt —xi| -7y + nif7t> ’

€8
where we denoted (a)4 = max(a,0).

Setting 7! such that they are at least f terms in the left sum, and at most 2f, for

instance 7' = ||y’ — T, (2|, yields using Cauchy-Schwarz inequality,

2
_ 1
ly" — =< <n_f >y - wiulak(i)<2f>

€8
2f 1
< ly" — il
n—fn—f ; ‘
The latter inequality can be decomposed, denoting d' = ||y’ — Zs|? and e =

7 Lies lwi —@s?, as
dT < wo(d +e).

This is an algebraic-arithmetic-like sequence. Consequently, it holds

L <vh(dy— U
1—1/0 1—V0

From which the proposition derives, using v = 1Z°VO. O

Remark 6.B.4. To our knowledge, the multivariate Huber estimator is currently the
(f,v)-robust estimator with the tightest v. For instance, investigating the range of
f € [n] for which the condition » < 1 holds - which is required to have useful convergence
guarantees when plugged in Algorithm 3 - yields 5f < n for the Huber estimator, while
for instance CW'TM requires approximately 25f < n.

Similarly, the best (f,v) robust averaging rule deriving from Proposition 6.B.6 is

V= %, which, when considering that necessarily p > 1, is always worse than

n—3f"
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6.B.2 From Byzantine-Robust Gossip to Byzantine-Robust Distributed
Learning

Algorithm 7 Robust-Gossip based Pre-Aggregation

Input: F; (p, nf f)—robust summand rule, F (f,v)-robust aggregation rule, vectors input
(i) ie[n)-
for Client ¢ € [n] do
Client Send x; to Server
end for
Server Update y; = x; — F((z; — x;, %ﬁ)je[n])

Nearest Neighbor Mixing (NNM) can be seen as an emulation of the Nearest Neighbor
Averaging (NNA) algorithm (Farhadkhani et al., 2023). As such, the mixing strategy
constitutes an intrinsically decentralized aggregation scheme, which can be further gener-
alized within the Robust Gossip framework (Gaucher et al., 2025). More precisely, if the
server simulates a single iteration of an F-Robust Gossip (Gaucher et al., 2025), with F
a (b, p)-robust summand, the resulting update satisfies the mixing property required by

NNM. This allows us to design even tighter pre-aggregation strategy.
F-Robust Gossip (or F-RG) is a decentralized algorithm, in the sense that all clients

are seen as vertices in a communication graph G, in which they communicate synchronously
with their neighbors through the edges. The algorithm relies on so-called (b, p)-robust

summand functions, defined as follows:

Definition 6.B.5 ((b, p)-robust summation). Let b,p > 0. An aggregation rule
F:(Ry x RH™ = R is a (b, p)-robust summation if, for any vectors (2i)iem] € (R,
any weights (w;);ef,) € R and any S C [n] such that Y, gw; < b (where S := [n]\S),

2
< pbzwz‘HZiHQ-

€S

HF((wz‘, 2Zi)icin]) — Zwizi

€S

Given F a (b, p)-robust summand, and weights (wi;); je[n), one step of F-RG updates

the client’s parameter (z;);c[, according to
VieH, yi=zi—nF(Ti—Tj,wij)icm)-

One particular instance of F-RG simulated by a central server in a server—client
architecture is the Nearest Neighbor Mixing (NNM) pre-aggregation scheme (Allouah et al.,
2023a). This method corresponds alternatively to NNA (Farhadkhani et al., 2023) or
to F-RG with weights w;; = 1/(n — f) and step size n = 1 when F' is chosen as the

geometrically trimmed sum (GTS), formally:

1
GTS (21, Yfn—1); - (20, i) 1= — 7 > 2.
n—f smallest ||z;||
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Proposition 6.B.6. Let G be the fully-connected graph on [n] with uniform weights on
the edges n% Let Fy be a (f,v)-robust aggregator, and Fy be a (p,b) robust summand,
with b = n—ff Then Fy o (F32-RQG) as in Algorithm 7 is a (U, f)-robust aggregator, with

- 2pf
—5(1+ = P
v=0(14+v) where § p—

We refer to § as the mizing contraction factor.

Proof.

Gaucher et al. (2025) show that, for graph G of spectral gap v, Fo — RG, with Fy

a (b, p)-robust aggregator with step size n = pL (Gy), ensures that, for (Yi)iein) =
Fo — RG(z;,7 € [n]), and b < pu2(Gy)

1 _ 1 _
> My = E P < (=1 =0) Y i — Zy%, (6.8)
2% &

_ 2pb
where § = G

Thus, plugging the y; in F> leads to

By, yn) = F|? < L+ e D) F(yrs - yn) = Goll® + (1 + ) [g5 — T
Young’s inequality
1y 1 _ _ _
<v(l+e 1)\77| D Ny =l + (1 + o) 7 — @
1€EH

(f,v)-robustness

1 B o
= (1+v) (,7_”ZHyi_yHHQ_'_HyH_wHHQ) for e = v

i€H
1 _
<141 =1 - 5))‘77| Dol —zw)?
1€H
where the last inequality stems from Equation (6.8) and a bias-variance decomposition.
Thus, if the central server emulates one step of Fo-RG on a fully connected graph,
with uniform weights ﬁ, we have that v = 1, pmax(Gx) = pmin(Gx) = 77! = 1, and

thus 6 = 55 J;, and use F' on the outputs (which corresponds to NNA for G=Trimmed
Sum), we have that

v=0(14+v).

6.C From Hessian Similarity to Bounded Heterogeneity

In this section, we first show in Section 6.C.1 that the Hessian similarity assumption

Assumption 6.3.1 implies the (G, B)-Heterogeneity assumption Assumption 6.2.2, as stated
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in Proposition 6.3.5. We then show in Section 6.C.2 that this technique can also be used to

control the error with a tighter dependency on the dimension.

6.C.1 Proof of Proposition 6.3.5

Proof.

Let us write the differences of gradients as an integral.
1
VLi(@) — Vin(w) = VLi(x") + / V2 (L — L) (2 + tx — %) - (@ — 27)dt.
0

We now use Young’s inequality, then apply Jensen’s inequality. This allows us to leverage
the similarity Assumption 6.3.4, which, along with the convexity of both £; and Ly,

concludes the proof.

IVLi(®) = VLu(2)| < 2||VLi(z")]”
2

1
42 /0 V2 (L — L) (@ + Ha — 7)) - (@ — &)t

< 2| VL")

1
+ 2/0 (x — ") (V2 (L; — Lyy) (2" + t(x — x*)))? - (x — x*)dt
<2|VLi(@")|* +24% & — z*|®

Averaging it on all i € H, and using that V.Ly(x*) = 0, yields

T Z IVLi(x) — V Ly |H| vac 1?2 + 242 |z — 2|
i€EH i€EH

Using Equation (6.12), written here as [|& — z*||* < %HVE( )||?, gives the result. [

6.C.2 Extension to a Dimensionally-Tight Definition of Robustness

If the notion (f, v)-robust aggregation rule is simple, and enjoys practical simple algorithms
that achieve the criterion, it suffers from an obfuscation of the dependency on the dimension.
Indeed, Theorem 6.2.3 is established using univariate counterexamples. As a consequence,
it does not allows to understand the tightness of Byzantine-resilient algorithms for which
the term G? = ﬁ >iew [VLi(2*)||> might increase with the dimension.

And indeed, a line of work (Zhu et al., 2023; Allouah et al., 2023b, 2025b), inspired by
the robust statistics literature, has shown that this dependency on the dimension can be
alleviated, by suffering, instead of G, only a term G := ||%V£i(:c*)V£i(:B*)T||op, i.e. the
largest eigenvalue of the empirical covariance matrix at the optimum.

This can be achieved by considering the broader notion of (f, v, || - ||)-robust aggregation

rule.
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Definition 6.C.1. . Let || - || be a norm on symmetric positive semi-definite matrices.
An aggregation rule F' = R™*? — R?is said to be (f, v, ||-||) robust if, V1, ..., x, € RY,
and any set S C [n] of size n — f,

1E (1, 2n) = s < v [5((20)ies),

with X((x;)ies) := ﬁ > ies(®i —Es) (i — Ts)”.

Remark 6.C.2. As shown in Allouah et al. (2025b), an adaptation of the celebrated
Filter (Diakonikolas et al., 2017) algorithm, coined Covariance-Agnostic Filter (CAF),
is (f,v = O(f/n—2f), || - ||op) robust, where || - ||op is the operator norm for matrices, i.e.,

for PSD matrices the largest absolute eigenvalue.

Remark 6.C.3. Considering (f,v, || - |lop)-robust aggregation rule may lead to a v/d
dimension improvement w.r.t. (f,v)-robust aggregation rule. Indeed, on the one hand

we have that

1E((®i)ies)llr < B ZH% zs|?,

€S
and, on the other hand,

IZ((@:)ies)llop < [1E((@i)ies)llF < VAIE((@i)ies)llop,

where both inequalities are tight for instances of PSD matrices. It follows that
considering the robustness using the (f,v, | - [lop) definition can give up to a v/d

improvement when the covariance matrix is nearly isotropic.

Inexact gradients can be tight with respect to the dimension. Hopefully, the
Inexact Oracle Framework works with (f, v, || - ||op) robustness as well, and, in fact whenever

|| - || is unitary-invariant.

Proposition 6.C.4. Let || - || be a unitary-invariant norm for PSD matrices. Under
Assumption 6.5.4, if (L;)ien are convex and Ly is p-strongly convex, Algorithm 3 with
a (f,v,|| - ||)-robust averaging rule (Definition 6.C.1) yields:

IVLu(x) — VLu(@)|? < G + ol VLu(®) 1%, (6.9)

where o = 1/2%2 and G? = 2v Hﬁ Y ien Vﬁi(w*)VEi(cc*)TH.

Corollary 6.C.5. Under Assumption 6.3.4, Algorithm 3 with CAF (Allouah et al.,
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2025b) yields a (¢?, a)-inezact oracle with

f f A2
Czo(n2f ) and a:O<n—2f,u2)'

This in turn can be used in PIGS Algorithm 4, GD, or the Extra-gradient method

,HZW IVLi(x*)T
1€EH

op

Algorithm 5 to achieve dimension-independent asymptotic errors.

Proof of Proposition 6.C.4.

To show the results, it is sufficient to show that

2
IE(VL@))ien)|| < 2B((VLi(2))ien) || + 2§2HV£H($)H2-

We have that

—Z (VLi(x) = VL () (VLi(2) — VL (@)
1€H
<= Z VL Li(@*) — VLy(®)) (VLi(x) — VLi(x*) — VL ()"
ZE’H
+ sz )T
’LEH

Now, using that for unitary-invariant norm for PSD matrices, if M < N, then
|MJ| < N, Thus

% S (VLi(@) = VEwu(@)) (VL) — V()"

1EH
< % N (VLi(e) — VLi(@*) — VLw(@)) (VLi(@) — VLi(2") — V()T
1EH
2> Ve )T
zEH

We control the first of the two terms as follows

2 B . T
- ;{ (VLi(@) = VL") = VEn(x) ) (VLi(@) - VE(2") - Ven(a))
S% D [(VLi() = VLi(a*) — VLy(@)) (VLi(m) — VLi(x") — VLy(x))"
i€H
2
=y /VQE Ly) (2 +t(x —x*)) - (x — z*)dt
zeH 2

Using [|1417] =171, =4d

:E \

Z/ x—x) (V2 (L; — Ly) (x* +t(x — ) (z — x*)dt
€H
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Using Jensen’s inequality

Using Assumption 6.3.4, we obtain

% S (Veile) - Vei(a) — Ven() ) (Vi) - VL") - vcH(@)T
1€EH
2
< B S e P = 282w — 7.

i€H
Eventually, combining the two terms yields
IZ2 (VL@ < 20IZ((VLi(x")ier) | +24% [l — 2|

Using Equation (6.12), written here as ||& — z*||* < ;%HVE(w)HZ, and using Defini-
tion 6.C.1 of (f,v,] - ||) aggregators gives the result.
L]

6.D Convergence of Algorithm 4 and Algorithm 5

In this section, we demonstrate the convergence of Algorithm 4 and Algorithm 5. For the

sake of generality, we consider the following problem:

min {h(z) = p(x) + q(z)}.

xR
The guarantees of the Byzantine case then derives from considering h = Ly, p = Ly — L

and q:ﬁ.

6.D.1 Introduction of Standard Optimization tools

In the proof, we use several standard optimization tools that we recall hereafter.

Definition 6.D.1 (Bregman Divergence). The Bregman divergence of a real-valued

function h is defined as
Dy(z,y) := h(z) — h(y) — (Vh(y), z — y).

The Bregman divergence has the following properties:

Proposition 6.D.2. 1. A function h is u-strongly convex and L-smooth, if and

only if
L
Vey eR,  Clz-yl? < Dilwiy) < Flz-yl®  (610)

2. Three points identity. Let x,y,z € R, it holds:

Dy(x;y) + Di(y; 2) — Di(; 2) = (Vh(y) — Vh(z),y — ). (6.11)
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Furthermore, we will use the following property of strongly convex functions:

Proposition 6.D.3. Let h: R — R be a p-strongly convex L-smooth loss function,
then:

(Vh(z) — Vh(y),z — ) < ;HVh(w) — Vhiy)|* (6.12)

Proof. We use that the Fenchel transform of h, defined as h* : u — supgcpa{(z, u) —
h(x)}, is 1/ smooth. This ensures that

Then, using Fenchel’s identity, which here can be written as Vh = (VA*)~!, and
considering « = Vh*(u) and y = Vh*(v) yields the result. O

6.D.2 Convergence of PIGS (Algorithm 4)

We show the following theorem, of which Theorem 6.3.7 is a direct consequence.

Theorem 6.D.4. Let h: R — R be a p-strongly convex and Ly,-smooth loss function,
written as h = p + q, where p is Ly-smooth (i.e. |V?p(z)|lop < Lyp). Assume that we

have access to an inezact gradient oracle Vp satisfying

ve eR?, ||Vp(@) - Vp(@)|® < ¢+ ap? ||z — 2|7, (6.13)
where x* := arg mingcga h(x) and o < 1/s. Consider (xy)r>0 such that for any k,
given
- 1
or(x) == (Vp(xy) + Va(xr), ) + Dg(x; i) + ﬁHw — )%, (6.14)

Ty41 1S chosen such that

IV (@e)? < cll@rrs — @l* + E. (6.15)
Denote s, = (1 + %)k, and Sy = Ziiosk. Then for n < m, and Ty =
Sik ZkK:o spxy, we have
hx) —hiat) < (14 )70 2 a4 2 ¢+ B
K = 3 n(1 = 4q) (1— 4a)

Note that we did lose some constant factors for the sake of clarity.

6.D.2.1 Proof of Theorem 6.D.4

This proof is an adaptation of the proof of Woodworth et al. (2023), in which we modify
the Lyapunov function to allow for the multiplicative error term (i.e a # 0) in the inexact

gradient assumption.

We first show the following decomposition
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Lemma 6.D.5. Denote e), := Vp(xi) — Vp(xr), such that, by definition |eg||> <
%+ au(Vh(zxy),xr — x*). Then the following identity holds:

i) = hia') = (5 ok =o'l = Dylatian))

1 * *
= (2?7H90k+1 —z*||* — Dy(x S$k+1)>

— Dp(x";2p41)

= <V¢s($k+1) + ek, Tpr1 — )

1
o\ Lk+15LE) — 5|k — k41| -
+ Dyl@si@n) = 5o ll@e = 2o

The first and second line are telescopic; the third line will be leveraged to ensure a
strict decrease in the Lyapunov value; the fourth line corresponds to the error due to
the approximate proximal step and the erroneous gradients. Eventually, the last line

corresponds to a discretization error.

Proof.
Computing V¢ (z41) using Equation (6.14) and Vg Dg(x, z) = Vq(z) — Vq(xy),
defining ey, = Vp(x),) — Vp(zy) the error in the computation of Vp(xy), and rearranging

terms yields
~ 1
Vor (1) = Vp(ay) + V() + V(@) — V() + H(xk+1 —xy)

= Vp(xr) — Vp(@i) + V() — Vp(Tpi1)

=—ey

1
+ Vp(xpr1) + Va(Trit) "‘E(mk—&-l —x)
=Vh(xpi1)

V(1) = Vp(@pi1) — Vp(xp) + Vo (Tra) + e + 717(21% — Tp+1) -
Furthermore, the definition of the Bregman divergence implies
h(xpi1) — @) = (Vh(x41), Tor1 — ) — Dp(x™; Tppt1).
Substituting the previous identity into the latter one yields
W@k 1) — h(z)
= (Vh(xrt1), Trr1 — ) — Dp(x™; Tp41)
= <VP(5Bk+1) — Vp(@) + Vol (Tre1) + € + 717(% — Tpy1)s Thol — CB*>

— Dp(x™; 2 41)
= Dp(x";xp41) + Dp(xpt1; ) — Dp(™; 1)

+ (V) (®r11) + €k, Tpyr — )

1 1 1
= Dp(x"; ®p41) + %H-’L‘k -t - %Hwk — @ ? - %Hwk—s-l — %
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Where we used the parallelogram identity,

1 1 1
—(Tp — Tpy1, Thg1 — T) = %llmk —a*|]® - %llwk — | — %”mk-&-l —a*|?,

and the three-point identity Equation (6.11),

Dy(@™; @pt1) + Dp(@rt1; Tp) — Dp(x™s k) = (VP(Trt1) — V(@) Thoy1 — 7).

We now control the error due to the inexact oracle and the approximate proximal step

as follows:

Lemma 6.D.6. For any ¢ > 1, the following inequality holds, for any k > 0,

<V¢f,($k+1) + e, Tpr1 — T°)
x| + el|zpr1 — |2 + TC

||€Bk+1 — x| + |y, —

2e

Proof. Writing the inexact gradient assumption (Equation (6.13)) and Young’s inequality,

we have for any € > 0,

€ *
(e — @) < o= (& + ap? ax — 2 |) + Sl — 27

1
2
Using the assumption Equation (6.15) on the proximal step, namely

Vo (@i ll® < s — @l|* + E?,

and Young’s inequality, we have that

L1
(VOE (@ps1), Tpp1 — @*) < %
Putting Equation (6.16) and Equation (6.17) together gives Lemma 6.D.6.

We now define a Lyapunov energy function and show its decrease.

Lemma 6.D.7. Let’s consider the Lyapunov

1 o
Ty = (% -5 ok — 2X|2 — Dyt zn)

Then, under the choice e = & and n < 1/(Lyp +4¢/u), we have

(1 —4a) (M(@p41) — h(x)) < Tk — <1 + %) Cpy1 + 2w.

8 *
(CHiUk:H - ack”2 + Ez) + §||5Uk+1 - HQ-

(6.16)

(6.17)

(6.18)

O
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Proof. Combining Lemmas 6.D.5 and 6.D.6, gives
* 1 *k *
i) = bia') < (5o =o'l = Dyla'ian))
1 * |2 *
- %Hmk—l—l —z"|[" = Dp(a™; @p11)
= Dp(x"; @po41)

E*+ (7
2e

ap?

o Iz — 27| +elln — 27| +

+ in —z H2 +
5 |1 Tk+1 k
1
+ Dp(xpq1; k) — %Hmk — zp |*

. . 2 . .
Thus, removing on both sides & ||z — * 2 and rearranging vields
) g 9 + gmg y

2
((@p41) = h(x") = - = l@r1 — @ I
1 ap’ 2
<((—+ " — z*||2 = Dy(z*;

2
M )
(5 + Yo - "I - D)
— Dp(z"; @p11)
E2 +<2

R T A

1
+ Dp(Tpi1; %) — %llmk — |

Which, using the definition of I'y (Equation (6.18)), yields

2

h@py1) — h(x") — o 21 — || < Th = Ty1 — Du(a™; @pp1)
C *
+ 2*£H£k+1 — x| + el Tpgr — x|
s
2e

1
+ Dp(xpi1;Tp) — %Hwk —ap|? (6.19)

We now use the regularity property of h and p to derive the following inequalities:

Dp(x*;xpy1) > %kaﬂ —z*|?, since h is p-strongly convex (6.20)

h(xgi1) — h(x™) > gHwkH —x*, since Vh(z*) =0 (6.21)
L

|Dp(x*; xp41)| < TpHmkH —z*|? since p is Ly-smooth. (6.22)

And, using Equation (6.22), we have, for =1 > L,,
1 * * —
0< %Hwkﬂ — &> = Dy(a*, zp41) <07 |@pa — 2|

Which yields,

2

_ « "
0< et < (07! + ) i — | (6.23)
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Combining Equation (6.20) and Equation (6.23) yields

* * — « 2\ 7!
Dh(ZU ;:ckH) > HkaH — H2 + ﬁ n ! + L Fk+l' (6.24)
4 2 2e
Additionally, Equation (6.21) implies that
h@sr) = hi@) = T llore — 2| = (1= °F) (h@in) — b)) (6.25)

We can now use Equation (6.22), Equation (6.24) and Equation (6.25) into Equa-
tion (6.19).

(1= %) (hl@sr) - hia"))

<T'p =Tk

p p ap®\ 7

* 12 —1

_E e Ay

4H$k+1 x| 5 <77 + 9% ) k+1

2 2

i o 2 X2 E +C

+2€||ib‘kz+1 x|+ ellzpr — x| t

1
+ Dp(Tpr1;T8) — %Hﬂck — 1%

Using the smoothness of p and rearranging yields

(1= 25) (hl@rer) - hla))
STy —Thga

2\ —1
M) 2 M -1, ap
- = — - = — r
<5 1 ki1 — =" 5 (77 + 9% ) k-+1

L, c 1 9
(345 - ) -l

+ C.
2e

Choosing € = 4 and enforcing n < 1/(Ly + %) yields

. Ny E?+¢?
1—4a) (h —h <Tp— (14— \p 2 .
(1 —4a) (h(zgs1) — h(x*)) < Ty < +2+4a77u) kel T2

Which, considering that for a < 1/4, and p < L, we have

e Tk
24+ danu 37

gives the desired result. O

We can now prove Theorem 6.D.4.
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Proof. We denote si, := (1 + %)k_l and Sy := Zkf,{:l sk and considering

1 K
:ﬁK = = E Sk
Sk i3 ’

allows us to write, by convexity of h,

K
. 1 -4« N
(1 —da)h(zr) — h" < 5 E sk(h(xg) — hY)
using Lemma 6.D.7.
Now, using Equation (6.23), we have that
1 * 12 2 * 112
FOS(E‘F?OZM)HCUO—CU | §5H330—5U [

and considering that

(I+2)K -1 (1R 4 (14 K1

Sk: pu—
nu/3 nu/3
AN
< s
()
we have
) ) nu\1—K T ¢+ E?
— < (1412
h@x) h("”)—< +3> 1—4da " “p(1 - 4a)
. . N1 2 (2 ¢? + E?
h —hz") < (14 £ - p R E
(@) —he) < (1+°5) g llee — et P2 5
Which concludes the proof. O

6.D.3 Convergence of the Accelerated Inexact Extra-gradient Method
(Algorithm 5)

Algorithm 8 Accelerated Inexact Extra-gradient

1: Input: ¥ = :1:(} € R4
2: Parameters: 7 € (0,1),7,0,v>0,K € {1,2,...}
3 for k=0,1,2,...,K —1 do
4: m]; =1k + (1 - T)a:’}
k . = 2
5: a:f+1 A arg ming, cpd [gf)’g(w) = p(:n’gf) + (Vp(w’;),x — m’g“> + 719 H:c — as’g“H + q(w)}
6: = gk o+ 77’)/(517];+1 _ :I}k) _ T]Vh(wljﬁ_l)

7. end for
: Output: =€

oo
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Lemma 6.D.8. Assume h is p-strongly convex, and p and q are respectively L, and

Ly smooth. Consider Algorithm § with 6 = ﬁ, the following inequality holds for all
P
z cR?

2 — o, Vh(@i) <2 [(@) - W) - e ’f“—:f;HZ—eHVh(m’;H)HQ

+ 20 (qus’;(mljgﬂ)u - H k+1 _ m’;H2> (6.26)

1 49(C +a HVh(w’;)H )

Proof. Using p-strong convexity of h(x), we get:

2(x — ap, Vh(ahth)) = 2(& — 2§, Vh(@ ™)) + 2(af T — &), VA=)
<2 o) -] - ot -of
+ 2(ah T — &b, V()
:z[h(j)—h(x’;“} “H kil 93H2
+20(07 (2 — &), VA=)
= o a3 - o]
~ gl —at] - o onas
+0]67 @k~ ah) + Vs ’f+l)H2.

The definition of qﬁlg(m), and the L,-Lipschitzness of Vp give:

2@ — af, Vh(zh™) < 2 [h@) - b)) - 2kt - o]
~ gl =] o ona]
+0|[Veh(@i ) + Va(aht) - Vp(ah) + Vp(k) - Vp(ah) H2

<2[h(i) M@t~ e k+1—5:H2

2
~gller = at] of[vrey)

g

2
+29Hv¢k k+1 H +49L2H k+1 wkH

+ 40| Vp(ak) — Vp(ak)|?
= 2[n(@) - h(@h)] - u el 53H2
e

+260 [ Vel + 46 + al V@) P)
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With 6 = 2\/1§Lp, we have

20 H ~ %

—eHVh(m’;“)H +29Hv¢9(m§+1)H +49(c2+aHVh(w’;)H2)

2(e — o, Vh(s) <2 @) - napt)] - - -

w1 k|
f

This completes the proof of the lemma.

Theorem 6.D.9 (Theorem 6.4.1). Assume that h = p + q is p-strongly conver and

. . L2
Ly-smooth, that p and q are respectively Ly, and Ly-smooth, and that o < min <ﬁ, 1—16>

Under the parametrization

0 1 ) 1 4 p ) Ou Ou
= = — = mmn| —, — an T=min | —— -
T ovarL, o’ 247 ) 160’V 18 |

2
ml}H — ackH , yields

2
Algorithm 8 with Hnglg(w’;H)H < &% g

2
hef) - ha) <01 <o+ 2),

where p = O (min (7 L)) and R = 72Ly||2° — z*||* + h(z) — h(z*).

Proof. Using line 6 of Algorithm 8, we get

1 2 1 2 9 1 2
z Hmk+1 B ka 2| Lt — ok — a4 - Hmk+1 _ wkH
n n n n
1 2
= —H:ck—a:* +27<a:lj‘i+1 —zk 2k — 2*)
n
Kty ko Lok k]2
= 2AVh(z;"), @ —ac)—l—fHa: —a:H
n
+2(Vh(zf™) - VA=), 2" — 2*)
1 2 2 2
Sink_m +7H k1 _ o _7“mk_x* ,yHml;Jrl_mkH
n
Kty ok oy Lok k]2
= 2AVh(z}"), @ —ac)—l—fHa: —a:H
n
- 2
+ el Vh(zht!) - Vh(@h ) + ! ka —
Line 4 of Algorithm 8 gives
1 2 2 ] 2
,Hajkﬂ_m* < <_7+5 )H o ”H S _|_7Hmk+1_mkH
n n

—’yH k+1 :BkH + 2(Vh(x k+1) x* — ak)

g
2(1 -
L 201-7)
T

(Vh(@h™),ah —ab) + (% +a HVh(x’;+1)H2)

Using Lemma 6.D.8 with = «* and & = :c’;, we get



6.D. Convergence of Algorithm 4 and Algorithm 5 149

N oAb
el e e o
+2“‘”[< )~ hakt ﬂ
-2 onag) 7?QV% sl - gz ot - =)
+s<+aHVh ’““)H) Yera Hw H)
k+1 «||?

— &

_(;_7+ggux_x

ol ot

o 2(1; 2 [(a) - ha)
=2 [a) — nia)]

26 koo k1] k1 k|2
+ 2 (et o~ g s 4]
46 46 2
+(c+ =) +ea HVh(m’;“)H +=a HVh(:vl;)H
Rearranging terms yields
2 /1
< ( -+ 1/5) Hazk -z
n

2 0 2
+v(2ny —1) H ket a:kH + <2n+€a - ) HVh(a:]JEH)H
T

2

1
L
n

EERCRN] P

n(& +o|[vaeE™|)
;2= [n(ah) - h(:c*)] - % (@) = h(a")]

(W%k“ ~ge =i - t])

+(e+ )g2+— HVh H

Plugging in

HVh(a:S)Hz <2 HVh zht! H2 42 an i) - Vh(x’;)Hz

2

)

<2HVh k—f—l H +2L2H k+1 wé}‘

yields

1 2 2

Ui

2 1
< (—7—1—1/5) H:I:k—ar:*
n

+5(2ny - 1) H bt w’“H

2

+ (277 +(n+e)a— %(1 - 80‘)) Hw(a’lfjﬂ)u2
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21-7) k * 2 E+1 *
e [h(mf) ~ (= )} - [h(mf ) — h(z )}

2 (s - -t~

46
+(e+n+ 7)@.

Considering v = p, € = %, n = min(%ﬂ,ig) and assuming a <
min (%, 320#%2) , ensures
h
0 1 ) 1
Y(2ny — 1) <0, 2n+(n+€)a—5(1—8a) <0, and @—4Lh04>@
Thus, under
k(o k+1 k+1
[vbier | < g ot -]
we have that
1 2
Lo -l s (3-8)
n 2
2(1—71) k ) el
h(xh) - h(z")] = = [a(f) - h(a’
— [n(@}) - hia")] - = [n(@f™) - hia?)
2 50
+(=+—=)
w7

Now, denoting p = min(r, ), since 6 = 1/2v/2L,, the following contraction holds

Bt — hia") - (i + 72]0)42]

o 2]

2
+=

1 2
1 Hwk—o—l o
-

Ui

Maximizing p(7) = min <’7‘7 %, 4%%)7 by choosing 7 = min <196i’ i’g) yields, since
T 2 IU’/LP7
K Kkp, ¢
(@) — h(z*) < 0((1 —p)ER+ ;),
where p = O (min <T L)) and R = 72Ly||z" — x*|? + h(z°) — h(z*). O

6.E From Devolder et al. (2013) acceleration to acceleration

for (¢?,a = 0)-inexact oracles

In the following section, we explain how using the existing notion of inexact gradient
oracles (Devolder et al., 2013, 2014) allows us to directly show an accelerated gradient

method for Byzantine first-order methods.
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6.E.1 Link to First Order (9, L, 1) Oracles

The study of inexact gradient oracles dates back at least to d’Aspremont (2008). Devolder
et al. (2013) introduce the notion of (4, L, u)-oracle of a function f.

Definition 6.E.1. (fs5 1 .95 1,) are (J, L, u)-oracle of a convex function f if, for any

x,y € R?, it satisfies

Llle — yl < £@)~oru®) — (95.040) @ ~ )

L
< Sz —yl?* +o.

The class of (6, L, ) oracles covers a wide range of scenarios: they appear when the
gradients are evaluated at incorrect parameters, when gradients are only Holder-continuous
rather than L-Lipschitz, when the oracle relies on an optimization sub-routine, or when
gradients come from of a smoothed version of the original loss (Devolder et al., 2013, 2014).

Closer to our interest, (2, a)-inexact gradient oracles are also (d, L, 1) oracles when a = 0.

Proposition 6.E.2 (Devolder et al. (2014) Section 2.3). 1. Assume that (fs.ru, 95,1,)
is a (6, L, p)-oracle of f, and that f is continuous and py strongly convex. Then for
x € RY,

0 < f(@) — foru(x) <5,
V@) = go..0@)* < 2L = pry)s.

2. Conversely, if |V f(x) — g(z)||? < (% and f is Ly-smooth and us strongly convez,
then (f — /us,g) is an (oL, + Yur) 2Ly, /o) -orace of (f, V).

The above proposition shows that for strongly convex and smooth losses, using the
(0, L, pn)-oracle formulation is equivalent — up to a factor x in the inexactness — to the
(¢%,a = 0) inexact gradient definition. This allows us to ensure the feasibility of first-order

acceleration in distributed optimization under Byzantine corruption.

6.E.2 Convergence Results

Algorithm 9 Inexact Oracle Fast Gradient Method

Il’lpllt: (@‘C)a 7, Ba Y =1, (Tk)lm (’Yk)v Zo

for k=0to K —1do
Sample V Ly (xy)
Compute y;, = argmin cpa {<:B — x, VLy(xp)) + L2 — wkH2}
Set gi(x) = L@ — @o* + Xi_g v [(VLu (@), @ — @) + 4|2 — a;?]
Compute zp = arg minga ¢ (x)
Compute xpr1 = 72k + (1 — 7)) yYs

end for

We consider Algorithm 9, with a sequence {7} that satisfies v = 1 and 2L + T'yp/2 =
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2L7,%+1/Fk+1 with I'y := Zf:[) vi. This algorithm is an instantiation of the fast gradient
method from (Devolder et al., 2014), in the case of unconstrained optimization, where we
used the values in Proposition 6.E.2.
As required in Proposition 6.F.2, we assume Algorithm 9 uses ((?,a = 0)-inexact
gradient oracles, i.e. only an absolute error is present. In a federated setting, this corresponds
to (G, B)-Heterogeneity assumptions with B = 0, a common hypothesis in the literature
(e.g. Karimireddy et al. (2023)).

Theorem 6.E.3 (Fast Gradient Method w. Inexact Oracles). Algorithm 9 applied
to a p-strongly convex and L-smooth function Ly, with a (¢?,a = 0)-inezact gradient

oracle, generates a sequence (Yi)r>1 satisfying,
8LR k
ﬁH(yk) - ['j;-[ <min <k2, 2L R exp <—4 'Z))

©) 2p

Proof: This follows from combining Theorem 7 in Devolder et al. (2014) with Proposi-

where R := 3|lzo — x*||°.

tion 6.E.2.

Corollary 6.E.4. Assume (G, B = 0)-Heterogeneity (Assumption 6.2.2), that Ly is
w-strongly convex and L-smooth, and that the robust aggregation rule F' in Algorithm 3
is (f,v = O(f/n—2f))-robust. Then, Algorithm 9 using inexact oracle from Algorithm 3,

TequiTes

k= O(Vrklog(Ye))

iterations to ensure

p n—2f

6.F Additional Experiments

6.F.1 Description of the Attacks

In our experiments we used the following attacks.

1. Gaussian Attack. The Byzantine Nodes send an N (0, I) gaussian vector at each

iteration.

2. Label Flipping. Every adversarial worker computes its gradient on permuted labels.
Since the labels are in [10] of MNIST, the gradients loss correspond to the one

computed on the covariate ¢; associated with the label (y; — 1) mod 10.
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3. (Optimized) A Little Is Enough (Baruch et al., 2019). The Byzantine nodes
send
ALIE(x) = VLy/(x) + Topt - On

where oy is the coordinate-wise standard deviation of VL;(x),i € H and 7,y is

optimized through a linear search.

4. (Optimized) Inner Product Manipulation.(Xie et al., 2020) The Byzantine
nodes send
IPM(x) = (1 — 7opt) VLy ().

Where 7, is optimized through a linear search.

6.F.2 Parameter Tuning

The choice of the parameters of all algorithm has been performed by an hyper-parameter
search of the learning-rate in the Byzantine-free setting, and then applied to the Byzantine
case.

To reduce the number of parameters in Algorithm 5, we define 7, 1, « from 6 only
using the theoretical values of the non-Byzantine setting. Namely, we took v = u, 7 =
min(1, \/@), n= min(ﬁ, %), with p the 12-regularization of the empirical loss.

6.F.3 Empirical Results

In Figures 6.3 to 6.6 we compare the impact of the averaging rule used in Algorithm 3 on
the performance of D-GD, the extragradient method with and without similarity. To do so,
we compare the coordinate-wise trimmed mean (Yin et al., 2018), with our multivariate
Huber estimator Section 6.B.1, Krum (Blanchard et al., 2017) and Covariance-agnostic
Filter (CAF) (Allouah et al., 2025b) (cf. Section 6.C.2 for theoretical guarantees of the
optimization methods used with CAF).

Interestingly, we note that the theoretical tightness of CAF translates into better
asymptotic error. However, the trajectories of CAF-based algorithms are highly unstable

compared to the other ones.

Huber TrMean Krum CAF
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—D-GD PIGS —-—Acc. ExtraGrad Prox - Acc. ExtraGrad

Figure 6.3: Impact of the aggregator under ALIE attack on MNIST dataset (heterogeneity
B =1, strong convexity p = 0.01, 40 honest clients and 1 adversary)
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Figure 6.4: Impact of the aggregator under IPM attack on MNIST dataset (heterogeneity
B =1, strong convexity p = 0.01, 40 honest clients and 1 adversary)
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Figure 6.5: Impact of the aggregator under a LabelFlipping attack on MNIST dataset
(heterogeneity 8 = 1, strong convexity p = 0.01, 40 honest clients and 1 adversary)
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Figure 6.6: Impact of the aggregator under a Gaussian noise attack on MNIST dataset
(heterogeneity 3 = 1, strong convexity p = 0.01, 40 honest clients and 1 adversary)

6.G Additional Discussion

6.G.1 Limitations

Strongly convex regime. In this work, we chose to focus on designing computational
efficient algorithms for first order optimization. Considering the lower bound Theorem 6.2.3,
convergence guaranties either of the loss £(x) or of the parameter ||z — x*||? can only be
established for strongly convex loss functions. Even if it can be shown, for instance, that
D-GD with smooth non-convex Ly enjoys ||VLy||? = O(f/n—27G?), it is non-trivial to show

accelerated rates without relying on function values. As a consequence, we leave the design
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and analysis of accelerated Byzantine-robust algorithms beyond the strongly convex regime
for future works.

Stochastic Setting. It is known since (Karimireddy et al., 2021) that permutation-
invariant algorithms, i.e. algorithms in which the server average the information from the
clients without taking account their identities, can not achieve an optimal error when the
clients send i.i.d. stochastic oracles. Namely, when the stochastic gradient oracles send by

the clients satisfies E[||V.L;(z) — gi(z)|?] < 02, a permutation invariant Byzantine-resilient

algorithm can only converge to a O(- J 57 %2

This impossibility result — which can be understood as a consequence of Theorem 6.2.3

) error.

with B = 0 — can be alleviated in two ways: either increase the batch size when the
algorithm converge, or introduce a momentum term to the stochastic oracle (Karimireddy
et al., 2021; Farhadkhani et al., 2022). If plugging our abstraction Algorithm 5 in the work
of Ajalloeian and Stich (2020) gives convergence result for Byzantine resilient D-SGD, it

does not cover the local momentum strategy.
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Chapter 7

The Curse of Dimensionality in
Privacy: High-dimensional Mean

Estimation with Unknown Covariance

We present negative results on the feasibility of dimension-free private mean estimation when
the covariance matrix is unknown. Previous work on private mean estimation has shown
that, when the covariance matrix is known, it is possible to estimate privately the mean of
a sub-gaussian distribution with an error in Euclidean distance ||t — p|, < o with only
n > trX/a’®+tr vV /(ae) samples, i.e. with an additional sample complexity due to privacy
independent of the dimension. In this work, we show that when the covariance matrix is
unknown and the number of sample is small compared to the dimension, such dimension-free
cannot be achieved. We support this claim by two analysis, in the first one, for a number
of samples lower than the effective dimension of the problem, i.e. n < tr X/||X]|2, the best
achievable accuracy is the one of the naive private mean estimator with an isotropic gaussian
mechanism, i.e o2 ~ d%z. In the second one, we consider diagonal covariance matrices for
which tr /|| Z|j2 = O(1), and on which private algorithms that do not know the covariance
matrix suffer a multiplicative penalty of \/3/ n8® compared to covariance-aware algorithms.
These two results highlight the necessity of a dimension-dependent number of samples to

achieve a non-trivial error for private mean estimation under unknown covariance.

159
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7.1 Introduction

If machine learning models are now routinely used by a large proportion of the population,
the security data on which they are trained is still a partially unresolved problem. It has
been repeatedly shown that statistical and machine learning inference methods can disclose
potentially sensitive information about the individual that contributed to the dataset, as
evidenced via reconstruction attacks (Dinur and Nissim, 2003; Dwork et al., 2007; Dwork
and Yekhanin, 2008; Kasiviswanathan et al., 2010), membership-inference attacks (Homer
et al., 2008; Sankararaman et al., 2009; Bun et al., 2014; Dwork et al., 2015; Shokri et al.,
2017; Yeom et al., 2018) and instances of unwanted memorization of training data (Carlini
et al., 2019, 2021; Feldman, 2020; Brown et al., 2021a). To mitigate the risk of privacy
violation, the notion of Differential Privacy(DP) has been introduced by Dwork et al.
(2006) to quantify and mitigating the risk of information leak within data-using pipelines.
Differentially privacy has become the gold standard for data privacy protection, and has
been regularly adopted in industry (Erlingsson et al., 2014; Hartmann and Kairouz, 2023;
Tastuggine and Mironov, 2020) and by governments (Haney et al., 2017; Abowd, 2018;
Abowd et al., 2022).

However, training a machine learning model privately comes at the price of some
deterioration of its accuracy: privacy is obtained by adding noise while optimizing the
model on its training data with algorithms such as differentially private gradient descent
(DP-SGD). When agnostic to the actual data distribution and its potentially low-dimensional
structure, the added noise significantly increases the resulting error, which translates into
poorer performance of the model. Designing a private mean estimator (for gradients) that
adapts to the potentially low-dimensional structure of the data is thus key to better DP
machine learning models.

The work of Dagan, Jordan, Yang, Zakynthinou and Zhivotovskiy (Dagan et al.,
2024) opens the way to such an adaptive private mean estimator. They show that,
when the covariance matrix of a sub-gaussian distribution is known, only n > tr 3/a? +
trve /(ae) data samples are required to estimate the expectation g with accuracy in /o
norm ||ft — p|l, < o with high probability, which is optimal. The case of an unknown
covariance matrix is, however, less clear, since, in this setting, they propose another
algorithm which still depends on the dimension when the covariance matrix is non-diagonal,

or when the decay of the eigenvalues is pathological.

Question 1. Is it possible to estimate privately the expectation of a sub-gaussian distribution
of unknown covariance matrix with a relation between the accuracy o in fo norm and the
number of samples independent of the dimension d, but rather only depends on tr(\/i) and
tr(X)?

7.1.1 Contributions

In this article, we argue that Question 1 can not be answered positively, in the sense that
there are settings in which the covariance matrix is such that tr(X)/||Z|j2 < O(1) and
tr(\/i)/HZ‘,H;/Z = O(1), while the accuracy of any private algorithm is at least a > Q(d%™).



7 The Curse of Dimensionality in Privacy: High-dimensional Mean Estimation
162 with Unknown Covariance

In particular, we support this negative result by considering two settings: one in which X
describes a k-dimensional subspace, with n < k, and one in which X is diagonal but with a

pathological decay of its eigenvalues.

Non-diagonal covariance matrix case. We assume the covariance matrix 3 to be
uniformly distributed among the projector on k-dimensional linear subspaces of R?, and
that n Sk =tr(X) = tr <\/§> In this low-sample regime, we show that, for reasonable

values of € and §, the best possible accuracy of any (g,6)-DP estimator is o > Q(@)
This accuracy coincides with that of the naive algorithm, which estimates tr 3, and adds

WI@ to the average of the filtered samples. It

an isotropic Gaussian noise N (0,
follows that no adaptive algorithm can perform better than the naive Gaussian mechanism
in the unknown covariance case when the number of samples is smaller than the effective

dimension of the problem.

Diagonal covariance matrix case. We consider a diagonal covariance matrix for which
the entries follow an inverse chi-squared distribution, for which we have approximately
{Xii;i € [d]} = %;Z’ € [d]}. In this setting, we show that, while with high probability
trvy/ HEHV > = O(1), any private algorithm that does not know the covariance matrix in
advance must have an accuracy larger than a2 > Q ( =]z ‘[ ) where Q(H H2> corresponds
to the optimal accuracy of private estimator that takes the covariance matrix as input,
which also coincide with the optimal accuracy of the (non-private) sample mean.

It follows that, even for diagonal the covariance matrices, and even for nearly constant
effective dimension tr v/X/||2|2, having a dimension-independent error for any private

algorithm necessarily requires a number of samples that grows as a power of the dimension.

7.1.2 Proof Technique

Limitations of previous proof techniques Showing a relation between 9~%575 and R, 5
is non-trivial, as the standard lower bounds technique on mean estimation — the so-called
fingerprinting or tracing method () — usually tracks only one source of randomness - the
covariance or the expectation. For instance, (Cai et al., 2023; Lyu and Talwar, 2025)
propose to abstract away the fingerprinting proof technique. They interpret it as an upper
and lower bound on the divergence of the expected output of the algorithms with respect to
the prior distribution, i.e. +g(¢) where g(f) := Ex.p() [M(X)], which can be expressed as
an inner-product between the algorithm’s statistical score and the input samples. On the
one hand, the upper bound is established since, due to privacy, the algorithm’s distribution
is close to that of an algorithm independent of the input samples, and thus +(g()) is close
to zero. On the other hand, when the algorithm is accurate, its output evolves with the
distribution parameter 6, and thus the divergence of g() is large. This provides a condition

linking the privacy of the algorithms with their accuracy.

However, in this approach, the private algorithm outputs the parameter of the distribu-

tion directly. In contrast, we want to show that when the covariance matrix is unknown to
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the algorithm, the mean estimator suffers a penalty in its estimate. To do so, we must take
into account that both the expectation and the covariance vary (e.g., are random), while

the algorithm a priori outputs only an estimate of the expectation.

Intuition To avoid this issue that the algorithm does not directly output an estimate of the
covariance matrix, we build on the following intuition: since the algorithm is differentially
private, it should obfuscate its output with noise. When the algorithm is also close to the
optimal algorithm, this obfuscating noise should be somehow similar to that of the optimal
algorithm, i.e., with a covariance proportional to tr /3. However, when the covariance
matrix is unknown, the algorithm can only rely on an estimate of the covariance matrix,
which is either too pessimistic or correlated with the empirical covariance matrix of the
dataset. It follows that, when the number of samples is not large enough to learn the
covariance matrix privately, relying on a pessimistic estimate of the covariance matrix in

the injected noise is necessary, which correlatively harms the accuracy of the estimator.

Sampling Mechanism To formalize this intuition, both lower bounds use the following

proof structure:

1. For any differentially private mean estimator A, we construct a "sampling" or a
"selection" mechanism M to inspect the covariance of the error A(X + p) — p, where
p ~ N(0,1) is sampled randomly by the sampling mechanism. We show that, if the
initial mechanism A is accurate, then the covariance matrix of A(X + p) — p is must
be close to the one of the data distribution 3

2. We then use that M is (g, §)-differentially private and independent of the distribution
covariance matrix to argue that, if covariance matrix of M is a good approximation of
3}, then it is also highly correlated with the empirical covariance of the input dataset.
We then use that the mechanism is also private to find a contradiction. Going back

to the original hypothesis, we deduce a lower bound on the accuracy of estimator A

7.1.3 Notation

For X € R™4 and p € R? we denote X 4+ p = (X; + M)igln)- For = € RY, ||z|| denotes the
standard Euclidean norm of x in R%, and for ¥ a positive semi-definite (PSD) matrix, we
denote the pseudo norm induced by 3 as ||z||y; = VzTEz. We note I; € R4 the identity
matrix. We denote < the partial ordering within PSD matrices, i.e. ¥ < X' if for any
vector z, 27 (¥ — X)x > 0. Pr denotes the probability of a measurable event. For variables
u and v, we note u € O(v) and v € Q(u) when v < Cv with C' > 0 a numerical constant,
and u € O(v) if and only if both u € O(v) and u € Q(v) hold. In O, © and €, a tilde as O
translates that logarithmic factors are omitted. Consider two random variables X and Y,
and let f be a function. We denote E x|, [f(X)] the conditional expectation of f(X) given

Y, and E[f(X)] the total expectation.
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7.2 Preliminaries
7.2.1 Differential Privacy

Definition 7.2.1 ((g, d)-indistinguishability). Two distributions P, Q over a domain W
are (e, 0)-indistinguishable, denoted P ~. 5 Q, if, for any measurable subset W C W,

PW)<efQ(W)+d and QW) <eP(W)+04.

If x and y are random variable of distribution P and Q we denote x ~. s y that

P Re,§ Q

Definition 7.2.2 (Differential Privacy (Dwork et al., 2006)). A randomized algorithm
A X* = W is (g,0)-differentially private, if, for all neighboring data sets X, X', i.e.
datasets that differ on a single entry, we have A(X) ~, 5 A(X').

7.2.2 Risk Definition

Formalizing our result require to define a notion of optimal error. To do so, we take a
Bayesian perspective to measure the accuracy of the optimal private mean estimator. Given
a prior distribution P on the expectation and the covariance of i.i.d. normal random vectors
X1,...,Xn, we consider the task of estimating the expectation of those normal random
vectors privately, and compare algorithms agnostic to the covariance matrix of the input

samples to covariance-aware algorithms.

Formally, we denote A, 5 the class of (g,d)-DP algorithms. We also define both the

covariance-agnostic Bayes risk and the covariance-aware Bayes risk with constant probability.

o . . . . . . d d
Definition 7.2.3 (Bayes-risk). Let P be a prior distribution over p € R* and X € §9.

The covariance-agnostic Bayes risk with respect to the prior P is defined as:

Res(Pon) =infa?>0:TA€ Ay sit. WEr L [Ieo - pll? < aﬂ >
K, ~
XN (p,Z) %"

W N

We also define the covariance-aware Bayes risk with respect to the prior P by:

Wl Do

R s(P,n)=inf{a?>0:3A€ A4 s.t. ( g)r - JAX, ) — pll3 < 042] >
M, ~
XN (p,2)en

In this article, we will show that for some priors P on the covariance distribution (and
on the expectation u), the covariance-agnostic Bayes risk is larger than the covariance-aware

Bayes risk, by a factor that depends on the ambient dimension d.
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Remark 7.2.4. Defining the Bayes risk as in Definition 7.2.3 can seem over-complicated
compared to a mean squared error definition, such as inf 4ca_; Ex p s[[|A(X) — p|?].

However, it enjoys the following properties:

1. Using Markov’s inequality, the mean-squared-error is at least the Bayes risk of

Definition 7.2.3, up to constants.

2. The mean-squared-error of private algorithms that rely on the propose-test-release
paradigm (Dwork and Lei, 2009) — such as the ones in (Dagan et al., 2024) — is
often ill-defined.

3. Considering Definition 7.2.3 allows for heavy-tailed distributions of the eigenvalues

of the covariance matrix, which will be the case in Section 7.4.

7.3 The Non-Diagonal Case

This section provides the lower bound of the Bayes risk for random non-diagonal covariance
matrices, uniformly distributed among the orthogonal projectors on k-dimensional linear
subspaces of R%.

We first state the main result in Section 7.3.1, and then decompose its proof in
Sections 7.3.2 and 7.3.3.

7.3.1 Main Result

Theorem 7.3.1. Let Py be a distribution on (pu, X) such that p and X are independent,
p ~ N(0,pl), and X is uniformly random on the orthogonal projectors on k-dimensional
linear subspaces of R%.

Then, there are universal constants c,C > 0, such that, if p > C max(1,k/n?), n < ck,
e=1and ¢ < c/d, we have

NS

dk ~ k‘2
@ (n2> = %5,5(7)17 n) 2 C %6,5(7)17 n) — C._.) <n/2> .

The proof of Theorem 7.3.1 is deferred to Section 7.3.3.

It follows from Theorem 7.3.1 that, in the low-sample regime, i.e. when the number of
samples is smaller than the effective dimension of the problem — here k£ —, not knowing the
covariance of the underlying distribution implies a necessary overhead of @(%) on the error

of any private algorithm.

Remark 7.3.2 (Ongoing work). The assumption on ¢, i.e., d € O(1/d), is slightly
stronger than what we could dream of. Indeed, the standard minimal assumption
on 0 is 6 < O(1/n), to exclude from the analysis the (0,1/n)-DP "name and shame"
algorithm, that randomly outputs a sample as M(X) = X! with T ~ U({1,...,n}).
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This point is an ongoing work, and we have an informal sketch of proof with a 6 < ¢/n

requirement, at the cost of the benignly stronger requirement of nlog(n) < ck.

7.3.1.1 Tightness

Lemma 7.3.3 (Optimal Known Covariance Algorithm). Consider the known (g,0)-
private mean estimation algorithm under the known covariance of Dagan et al. (Dagan
et al., 2024). This algorithm meets the Bayes risk under known covariance, as with
probability at least 2/3 over the randomness of X ~ N (u,X), it satisfies

k n kQIOg(1/5)>'

n n2e?

|A@»mﬁgo<

Consider the naive algorithm Algorithm 10. This algorithm achieves with probability at

least 2/3

o k  d%k2log(1/9)
A) - P < O & + 2B,

We now state the naive algorithm that achieves the optimal risk under unknown

covariance in the low-sample regime.

Algorithm 10 Naive private mean estimation (Work in progress)
Input: X € R4 ¢ §
Split X into two datasets of size n/2, Y and Z.
Estimate { = tr ¥ using the mean estimation algorithm of (Karwa and Vadhan, 2018) on
{12 — 2 + n/4)|% i € [n/4))
Use the covariance algorithm of (Dagan et al., 2024) with M = {l,.

Proof of Lemma 7.5.5. This proof is ongoing work. O

7.3.2 From Mean Estimation to Sampling

To prove Theorem 7.3.1, we first show that for any algorithm that achieves the mini-max
optimal rate R, 5(P,n), we can construct an (e, d)-private algorithm M that correlates

with the population covariance matrix.

Definition 7.3.4 ((\, a)-sampler). Let 3 ~ Py, and fix A\, @ > 0. An algorithm M is
a (A, a)-sampler if there exists n = n(d, k, A\, a) such that,

Pr (MX)TEM(X) > N\?] >

and [MX)|, <a as.
XN (0,3)87 5, M

W =

Remark 7.3.5. Not all values of A and « are compatible with the existence of a (A, «)-
sampler. Trivially, it follows directly from the definition that necessarily o > A. In fact,

we will show in Section 7.3.3 that, for n < O(k), o must be significantly larger than A.
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Algorithm 11 Sampler — Non-Diagonal Setting
Input: X ¢ R™? o, A, p
Sample p ~ N (0, pIy).
Return M(X) = proj,(A(X + p) — p)

The considered "sampler" used in our lower bound consists essentially of the clipped
error of the mean estimation mechanism A. Namely, by denoting the clipping operator

proj,(z) = x min(1, ||z||/7), we have the following guarantee on Algorithm 11.

Proposition 7.3.6 (From mean estimation to sampling). Let ¢,C > 0 be numerical
constants. Denote the Bayes optimal risk under unknown covariance as o = R, 5(P1,n),
and let A be the (¢,0)-DP algorithm that achieves this risk. Consider Algorithm 11,
where p > C max(k/n?,1), and assume e <1 and § < c/k.

Then M is (g,0)-differentially private, and a (c%, a) -sampler.

To show the above proposition, we begin by stating a folklore result on the achievable

accuracy of Gaussian private mean estimation

Proposition 7.3.7 (Folklore Result). Let k,n € N. There are numerical constants
¢,C > 0, such that for any (g,8)-mechanism A : RF*™ — RF with § < z,anye <1,
and any p > C max(k/n? 1),

ck 2

P A(X) — > —| > =
x~N<u,ﬂk)®nfu~N(o,pﬂk>[” X)—ull =71 2 3

This folklore result is a Bayesian variation of well-known lower bounds on private mean
estimation under a Gaussian distribution (Kamath et al., 2019) via fingerprinting arguments.

This proof will be published as an independent note on arXiv.

Proof of Proposition 7.3.6. Recall that we denote ||-||y; the pseudo-norm induced by X,
eg. [MX)|E = MX)TEM(X). Using this notation, we have by definition of the

clipping operator

) 5 3a 2
[projsa (AX + p) — p)lly = [(AX + p) — p)lls {min (1’ JAX + p) — p] ﬂ '

Consider G := {||A(X + p) — p|| < a} the event under which the clipping does not
modify anything, and Gy := {||A(X + p) — pl|z > c%} the event under which the input
of the clipping is large. We show that both events hold with probability 2/3 for ¢ > 0, a

small numerical constant.

1. By definition of A, it holds that Pr(Gy) = Pr[||A(X + ) — p* < a] > 2/3.

2. For any fixed rank-k orthogonal projection 3, we project the random gaussian
vector g on Span(X) and Span(X)+ as p := (us, p,—x). Note that ux € Span(X)

is independent of py,—x € Span(ly — X) since p is a gaussian vector. Fixing both,
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¥ and py,—s, we can consider the random function

Span(X)" — Span(X)

As
Xr — E.A((x, [1,]1_2)).

Since A is (g,0)-DP, Ay is also (g,0)-DP by post-processing. Using Proposi-
tion 7.3.7, and that rank(X) = k, their exists numerical constant ¢ > 0 such that,
for 6 < 7,

ck 2
P A (X) - > 1> 2 as wrt X and pg,_s.
ILENN(O»PE%;NN(H&E)\):[” =(X) NEH = n] =3 a.s. W.r and pr,—s

Eventually, since ||A(X + p) — p||s = [|BAX + ps, pr,—s) — ps|, it holds that
PI‘[GQ] Z %

A union bound yields the result. 0

7.3.3 Lower-Bound on the Sampler Norm

We have shown that any differentially private mean estimator achieving the Bayes risk
a =R, 5(P1,n) is associated with a sampler. We now show that, since the (A, &) sampler
M is agnostic to the covariance matrix, when n — the size of the input dataset — is smaller

than k, a must be significantly larger than A by a random projection argument.

Theorem 7.3.8 (Lower bound for private sampling). Let a« > A, and M be a (\, «)-
sampler that is (1,8)-DP. It holds that there is a numerical constant ¢ > 0 for which,

If max(n,log(d)) < ck then o> Q[ min d—/\z )\72
0BG = - k "ndélog(d) | )

We begin by combining Theorem 7.3.8 with Proposition 7.3.6 to prove Theorem 7.3.1,

i.e., the general lower bound of the non-diagonal case.

Proof of Theorem 7.5.1. Let A be an algorithm achieving the Bayes risk under unknown
covariance R, 5(P1,n). Then, for § < ¢/k, Proposition 7.3.6 implies that there exists
an (o, A) sampling mechanism M with a = R, 5(P1,n) and A = Q(%) It follows from
Theorem 7.3.8 that for n < k/4e, a? > Q(min (%, n’%)) Requiring 6 < ck/(nd) yields
the desired result. O

7.3.3.1 A Finger-Printing Lower Bound on the Sampler’'s Norm

We now proceed to a fingerprinting-type approach to show the lower bound on the sampler

Theorem 7.3.8. For this, we consider the following test statistics: for z € R%, let

T(2) == (M(X), 2)* = (MX)MX)T, z2T). (7.1)
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This test statistic expresses the correlation between the covariance of the mechanism on
input X and the covariance of the input random variable z. We compare the distribution

of this test statistic in:

e The OUT sample case in which we consider 7 (z) with z ~ N (0, X).

e The IN sample case in which we consider T(X!) with T ~U({1,...,n}).

We first state the core result on the OUT and IN statistics in this subsection and combine
them to prove Theorem 7.3.8. For clarity, we defer the analysis of the IN statistic in
Section 7.3.3.2.

The following lemma in itself sketches the structure of the proof of Theorem 7.3.8.

Lemma 7.3.9 (OUT case). Assume M is a (A, «)-sampling mechanism (Defini-
tion 7.3.4) and n < k/2, then we have

2ka?
d )

A <EM(X)'EM(X)] = E[T (2)] < E [MX)PxM(X)] +

where Px = projspan(X17...,Xn) is the orthogonal projector on the span of the input

dataset.

Proof. We begin by considering that z ~ N(0,X) is independent of M and X. Thus,
25 mx [zz'] = 2, and by the tower rule E[T(z)] = EM(X)TSM(X)],

which we decompose as

we have that IE

E[T (z)] = EIM(X)T Px M(X)] + EM(X)T(Z — Px)M(X)]. (7.2)

Remark that Px is almost surely a rank n orthogonal projector with Span(Px) C
Span(X). Furthermore, since 3 is uniformly distributed on the rank k orthogonal
projection in R?, we have that, conditionally on X, 3 — Px is a rank k — n random

orthogonal projection within the linear subspace Span(PX)l, and thus

k—mn 2k
(s = Px) = —la, (7.3)

b [¥ - Px] =

3ix d—n

where we used that n < k/2. The result eventually follows from plugging Equation (7.3)
in Equation (7.2) with the tower rule, and from | M(X)| < o? a.s. The lower bound

also derives from the definition of (A, a)-sampler. O

The consequence of Lemma 7.3.9 is that, if the sampling mechanism is sufficiently
correlated with the target distribution, i.e. E[M(X)?SM(X)] is lower bounded, then
either 1) the sampling mechanism has a large variance in the linear subspace of the
dataset, i.e. E[M(X)TPxM(X)] is large, or 2) the norm of the sampling mechanism

[M(X)||? < a? is very large and grows with the dimension.
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Since the sampling mechanism is private, we will show that 1) cannot hold, which leads

us to the desired result.

We detail point 1) by showing a relation between the IN statistic and the term
E [M(X)TPx M(X)].

Lemma 7.3.10 (IN case). Let max(n,log(2d/k)) < ck, where ¢ > 0 is a universal
constant. Assume additionally that o < &)\2. Then, it holds that

BIMO0T PxM(X)] < o BM(X)TSx M(X)] = o BIT(K)],

where $x = %Zie[n] (XH(XHT.

The proof of Lemma 7.3.10 — which we defer to Section 7.3.3.2 for clarity — essentially
relies on the fact that, in the regime of large k with k/n > Q(1), we have that the empirical

covariance matrix is highly concentrated as ¥ =~ %PX.

Eventually, we use a standard argument to show that the distributions of 7(X!) and
T (z) are (g, 0)-indistinguishable, which allows us to control the expectation of the test in

the two cases.

Lemma 7.3.11 (Privacy lemma). Let M be a (a, \)-sampler (¢,0)-DP. Then, we have
that
E[T(X))] < € E[T(z)] + R + / Pr[T(X!) > r]dr

r>R

where, for R > Ck with C > 0 a universal constant,

/ Pr[T(X!) > r]dr < ka®exp (—R/C).
r>R

Proof. Denote X; an adjacent data set of X obtained by replacing the sample on index i,

i.e. X%, with an ii.d. copy. Since M is (g,8)-DP, we have,
_ N\ 2 N 2
T(2) = (M(X) , ) =ai. (MX) , X7) =aisr. (M(Xp), XT)
2
%(5,5) <M<X) ) XI> = T(XI)
Thus, it holds that

Now, considering that | M(X)|| < a almost surely, 7(X') = (M(X) , XI>2 < a?||X1)2.
Since || X!||> ~ x%(k), we have that that fT>RPr[T(XI) > rldr = ?E[(T(X)/a? —
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Ra?);] < a?Pr(x%(k+1) > R/a?). Thus, using Laurent-Massart (Laurent and Massart,
2000) tail bound on chi-squared distribution, and assuming R > Ca?(k + 1) yields the
result. O

We can now combine Lemmas 7.3.9 to 7.3.11 to prove Theorem 7.3.8.
Proof of Theorem 7.3.8. We start from Lemma 7.3.9, which writes

2ka?
7

E[T (z)] < EIM(X)" PxM(X)] +

Then, combining Lemmas 7.3.10 and 7.3.11 yields !, & > max((4C)?n, 4C log(8d/k)), for
R>Ck .
E[M(X)T Py M(X)] < ?” (¢ B[T(2)] + 6R + akeF).

Combining the previous inequalities and rearranging yields,

(1 - 68:> E[T (z)] < 8?” (6R + ka? exp (—cR)) +

2ka?
T

Since E[T (z)] > A2, choosing R = Ca*klog(d) and absorbing the constant factors in C
yields

8 C ka*\ = 2ka?
<1 — esn) A< k?l(an:log(d)(S—F 3) + doz :

Eventually, for n < k/(16e), and € < 1, we have necessarily

d\? 22
2> 0(mind -, 2
¢ = <mm{ z ’nélog(cn})’

which completes the proof of Theorem 7.3.8.

7.3.3.2 Analysis of the In-Sample Test

This subsection serves as a proof of Lemma 7.3.10. We first note that, in expectation, the

In-Sample test statistics can be expressed using the empirical covariance matrix.

Lemma 7.3.12. Recall that I ~U({1,...,n}), and denote Xx := %Zie[n] (XH(XHT.
It holds that
E[T(X)] = EIM(X)"ZxM(X)].

'Remark that, when the assumption o? < % required for invoking Lemma 7.3.10 is not met,
Theorem 7.3.8 trivially holds.



7 The Curse of Dimensionality in Privacy: High-dimensional Mean Estimation
172 with Unknown Covariance

Proof. We simply use the tower rule with the randomness on I:

E[T(X')] = E[ B [T(X)]
=Bl S MX)T(X)(X) M(X)]
icln)

= EM(X)TSx M(X)].

0l

We can now relate the IN sample test statistics with E[M(X)? Px M(X)] by using
that, when the dataset is composed of n random samples of standard normal vectors in a
k dimensional subspace, and when n < k, those samples are nearly orthogonal, and the
empirical covariance matrix Sx is very concentrated around the orthogonal projection on

the span of this dataset Px, up to a % multiplicative factor.

Lemma 7.3.13 (Random Matrix Concentration). There is a numerical constant
c > 0, such that, if n < ck, we have conditionally on X, that, with probability at least
1 — 2exp(—ck) over the randomness of X,

k - 2k
—Px X ¥x X —Px.
2n n

Lemma 7.3.13 is a variation of standard matrix concentration results, and we refer to
Section 7.A for the proof.

We now leverage the Lemma 7.3.13 and the Lemma 7.3.12 to conclude the analysis of

the expectation of the in-sample test.

Proof of Lemma 7.5.10. Let G be the event G = {%PX <3y < %PX} Using

Lemma 7.3.13, for n < ck, Pr(G) > 1 — 2exp(—ck) > 1. Since MX)TExM(X) >0
a.s., it holds that

EM(X)"ExM(X)] > Pr(G) E [MX)TExM(X)] >
Furthermore, by the law of total expectation gives

EM(X)T PxM(X)] =Pr(G) B [M(X)" PM(X)

FI-PHG) B MX)TPM(X)]

from which we deduce that

E [M(X)"PxM(X)] >

Xl B [(M(X)T Px M(X)]

N | =
N | =

B [(M(X)T PxM(X)] + (

X|Gc

- E [M(X)TPXM(X)](1—Pr(G))>.
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We now show that the right parenthesis is non-negative. We use that M is a
(A, @)-sampler and Lemma 7.3.9. It holds that

3 EIMOOTROMX)] - B [M(X)TPM(X)] (1 - Pr(C)
2%)\2 - <§ +1- Pr(G)> o?.

Since 1 — Pr(G) < 2exp(—ck), using k > clog(2d/k), and assuming a? < ﬁ/\2 yields
that the right parenthesis is non-negative. We thus have proven the desired result, i.e.

BIT(X))] = BIM(X)7 S M(X)] > & BIM(X)" PxM(X)]

n

7.4 The Diagonal Case

This section provides the lower bound of the Bayes risk in the case of diagonal covariance
matrices, whose eigenvalues are sampled from a scaled-inverse chi-squared distribution. We
begin by discussing this choice of prior distribution, then state the main result under this

choice of prior and discuss it, and eventually we prove it.

7.4.1 Prior Distribution

In this section, we consider ¥ = Diag(c?) with o2 = (02);c(q ~ invx?(1,1)®¢, and
p~ N(0, pl), with p > 0. We denote this joint prior distribution as (@, X) ~ Ps.
We begin by recalling the definition of the invy? distribution.

Definition 7.4.1 (invx?(7,v)). The Scaled-inverse-chi-squared distribution with v

degrees of freedom and scale 7 is the law with density, for z > 0, given by

—yr?
i

On the prior distribution. This choice of diagonal distribution is not random: it reflects
the failure mode of the unknown covariance algorithm of (Dagan et al., 2024) for a diagonal
covariance matrix.

Indeed, when the covariance matrix is almost isotropic, the naive algorithm Algorithm 10
is optimal. And when the eigenvalues quickly decrease, as 3;; oc 1/i%7¢, with ¢ > 0, then
learning the first eigenvalues is enough to capture most of the signal as (v/X;;)° is
summable. Thus, choosing ¥ = Diag((1 /z'?)ie[d]) is a pathological choice as relying on
isotropic noise is highly sub-optimal, while the signal cannot be properly captured by
considering only a few eigenvalues as required by the setting of a dimension-independent

number of samples.
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The invx?(1,1) distribution appears to be a continuous version of such a pathological

covariance distribution. Indeed, consider the random variable sampled as follows:
1. Sample I ~U({1,...,d}).
2. OUIPUL 0o ~ U((L/ 12 1/(T + 1)),

A quick computation shows that the density of opharmonic 18 p(x) z73/2 which coincides
with the tail density of the invx?(1,1) distribution. The choice of invx?(1, 1) distribution is

eventually motivated by its conjugate prior property, namely:

Fact 7.4.2. Let 0% ~ invx?(v,72), then Pr(o? > t) = C,.(t)t™/? with C,,(t) €
[1,eY?] fort > v72, and 0? = ”772 with Y ~ x%(v).
Additionally, if X = (X',...,X") ~ N(0,02)®", then it holds that:

vr? + Zie[n] (Xi)2 )

02]X~invx2<1/—|—n,
v+n

Remark 7.4.3. While the invx?(1,1) distribution matches the intuitive worst-case
distribution for eigenvalues of the harmonic series, it is of infinite expectation. Such
a characteristic hardens the analysis, which will lead us to take a different approach
from that of Section 7.3, by reducing the mean-estimation problem to the one of the
problem of selecting the coordinates with the largest variance. Due to the heavy-tailed
nature of the invx?(1,1) distribution, the exhibited test statistics are less interpretable,

and the proof involves more involved analytical developments.

7.4.2 Main Result
We now state the main result that compares the Bayes risk of the covariance-agnostic and

the covariance-aware settings.

Theorem 7.4.4. Consider the prior distribution Py. There are universal constants
¢,C > 0, for which, if 6 < ¢/n, and € = 1, and log(d)? < n < d*/85, we have that

Vd ~
Re 5(P2,n) > Wg{eﬁ(llpla n).

It follows that the price of not knowing the covariance matrix implies a penalty on the

accuracy of any algorithm that grows as a power of the dimension.

Lemma 7.4.5 (Optimal algorithms). The optimal algorithm under known covariance
is the one of (Dagan et al., 2024), and ensures that

N (@ Plog(d)?\ [
Res(Pa,n) = @( + ‘f‘”) - @().
n

n2e2 n

While the algorithm proposed in (Dagan et al., 2024) for the unknown covariance case



7.4. The Diagonal Case 175

achieves the risk 2 23 B
ey <0+ _6(2).

Importantly, the choice of normalization of the invx?(1,1) distribution implies that
with high probability we have ||X||3 = ©(d?). Phrasing the result of Lemma 7.4.5 with a

standard unitary largest eigenvalue |||z & 1 requires dividing the error above by d?.

Remark 7.4.6 (Privacy for free). Note that, for the prior distribution Ps, the optimal risk
under known covariance matches the risk for non-private algorithms. We say that we
are in a privacy for free regime. This holds after a poly-logarithmic number of samples
in the dimension d, which corresponds to the intrinsic dimension (trv/3)?/||2|2. In
contrast, when the covariance matrix is unknown, the privacy-for-free regime happens

only after a number of samples that grows as a power of the space dimension d.

Proof of Lemma 7.4.5. Since, the error of A, the known covariance algorithm of (Dagan
et al., 2024) is such that, for any fixed covariance matrix 3 € R%*? and expectation
p € R, with probability 9/10 over X ~ A (p, X) and A,

2
r o) 6
HA(X’S) 7“H2 < (7) tl"nz . (t \/§> 1 g(l/ )

n2e2

while, for diagonal X, the unknown covariance algorithm A of (Dagan et al., 2024) is
such that, with probability 9/10 over X ~ N (u, X) and A,

ux (tr \/E)QIOg(W) d(tr \/i)Qlog(l/é)‘l

IAX) - pl* <O +

n2g2 nied

Since, Pr(cr]? >t) < \/Ef% and Pr(oj > t) < \/et™! using Lemma 7.A.2, we have that

Pr[z 0']2-
Jj€ld]

K log(md)

m

v

md*] < Ki/m and Pr[z oj > md] <

JEld]

)

taking m sufficiently large to ensure that all guarantees hold simultaneously with proba-
bility 2/3 yields the result. O

7.4.3 From Mean Estimation to Sampling and Selection

To prove Theorem 7.4.4, we proceed similarly to the diagonal setting, with a slight variation:
instead of constructing a "sampler" only, we select the coordinates of this sampler with the

largest error. We refer to such a mechanism as a selection mechanism.
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Definition 7.4.7 ((k,¢)-selection mechanism). Let d,n € N. A random algorithm
M is a (k,£)-selection mechanism with k,¢ € N, if for & ~ invx?(1,1)®¢, and X ~
N (0, Diag(a)), the output s = M(X) € {0,1}% of the algorithm satisfies, with
probability at least 1/3:

1. Boundedness: Zle b; <t

2. Accuracy: There is 7 a random permutation of [d] such that, almost surely,
2
T (1) > ... > Ty and
k

D a2

=1

|

In other words, with probability 1/3 over the randomness of the data and the algorithm,
a selection mechanism outputs no more than ¢ indices, while selecting at least k/4

indices of the k largest variances.

Algorithm 12 Selection Mechanism — Diagonal Setting
Input: X € R**¢,
Parameters: A:R"™% - R?, 1
Sample p ~ N(0, ply).

Output s = (L accr)—ue2r2)

i€[d]

Proposition 7.4.8 (From mean estimation to selection). Let d > 114, n € N, denote
a = R, 5(P2,n) the Bayes optimal risk under unknown covariance for the prior P,
and let A be an (g,9)-DP algorithm that achieves this risk. For any k € [57,d/2],

Algorithm 12 is (¢,6)-DP and a (k,{)-selection mechanism with ¢ = 49 O‘Qdk;",

Proof. We begin by reasoning conditionally on o .

Error on each coordinate Consider Algorithm 12. Denoting s = M|(X) its outputs,
it writes with g ~ N(0, pX) and X ~ N(0, )%™, s = 14X} -p)—puls|>7-

However, by gaussian conditioning (Lemma 7.A.4), it holds that, conditioned on X

and X + pu,
“|E,X+H ~ N(ﬁ7 E)v

-1 . - -1
where @ := <]Id + nipE) %Zie[n](xl +p), and ¥ := (%]Id +n2_1) = Diag(% +
no; ?)7L.
It follows that, when conditioning on X, X 4 u and A, the covariance of 1 is diagonal,

and thus the (s;);c|q are independent Bernoulli random variables of success probability,
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for i € [d]:

[20)

Pr (s;=1)= Pr (HN(M—A(XJFM),;S])L

|AX4p, A, X4p,

2 Pr(N (0, (0! +n0 %)) 2 7)

Pr (s;=1)= 2@(—7(710’[2 + pfl)%) (7.4)
A X4 p=

Where ® denotes the cdf of the standard normal distribution.

Selecting the largest coordinates. Assume that, conditionally on o, 7 <
1

—32
(—<I)_1(1/6))<U2" /1)> . It follows from Equation (7.4) that for any i < k,
(k)

Pr|A,X+p,z (Sw(i) = 1) > 1/3
Next, using Hoeffding’s inequality, it holds that

Pr > sp) = k/4 | =1 - exp(—2k/12%) > 5/6,

Mo A, X+p i<k

where the last inequality holds for k > log(6)12%/2 ~ 56.

Selecting not too many coordinates. Considering the accuracy guarantees on A,
ie.

Pry oz (u,3),(u,2)~Ps (||A(X) —pl < oz2) % it holds that

if ¢ = a?/7%

GV V)

Pr[d s <0 = Pr[> | Ljao)— iz < € = PrJAX)—pl* < ] >
i€[d]

Fixing 7 and p independently of o. We now choose p and 7 such that 7 <

(—@%1/6))( »

T (k)

—3
+ ;) holds with probability 5/6.

e Fizing p. Since (07)iclg ~ invx?(1, 1)®? we have that Pr (max;epq o7 > t) <
dPr(o} > t) < dy/e/t for t > 1. So, setting p = 122d%/(ne), we have that
p 1< n/a(Qk) with probability at least 1 — 1/12.

o Fizing 7. Let k € {1,...,d/2}, and set 7 < 7kf < 4k\/ﬁ( ~1(1/6)). Then
Lemma 7.A.3 ensures that 7 < (—®~1(1/6)) Ué—s with probability at least 1 —2/k.

Thus, for k > 24, with probability at least 1 —24/2 —1/12 = 5/6 over the randomness of
1

o, the desired condition 7 < (—®~1(1/6)) <o_2”k ;) ’ holds.

The result follows by a union bound and ?oimding constants: for k € [57,d/2], and
T = 7,6\[, Algorithm 12 is a (k,¢)-selection mechanism, and ¢ = o?/72 = 490‘2#.
Additionally, by post-processing, Algorithm 12 is (e, §)-DP.

O
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7.4.4 Lower Bound on the Accuracy of the Selection Mechanism

We have shown that any differentially private algorithm of accuracy « with probability 2/3
under the prior distribution Py is associated with a selection mechanism. We now show

that the sampler cannot be simultaneously differentially private and sufficiently accurate.

Theorem 7.4.9 (Lower bound on the Sampling Accuracy). There are universal
constants ¢,C > 0, such that, for any n > Clog(d)? , any k > Cnlog(nd)/(1=%, any
< cloﬁﬁf for any a € (3,1), if M is a (k,{)-selection mechanism (Definition 7.4.7)
that is (,6)-DP, with € <1 and § < £, then, necessarily

de l—a

This, combined with the existence of (k, £)-selection mechanism as a consequence of the

mean-estimation mechanism, will allow us to show the main Theorem 7.4.4.

Proof. Let A be an (g,§)-DP algorithm that achieves the Bayes risk under unknown
covariance a = R, 5(P2,n). Then, using Proposition 7.4.8, for any k € [57,d/2], their

o?k3n
a2

exists an (g,9)-DP (k, ¢)-selection mechanism with ¢ = 49

It follows from Theorem 7.4.9, that, if n > Q(log(d)?), k > nlog(nd), choosing k
such that

21.2 al.l—a 2+a 1/(1+a)
£:49akn§cdk b — _are |
d? log(d) a?nlog(d)
yields that, necessarily
l—a
di+a

l—a
n > ck?te =

)

(a2n log(d))wfi;ﬁ

5 d2+a
“ =t log(d)n”(?;ﬂiﬂ) .

Choosing (arbitrarily) a arbitrarily close to 1/2 yields a? > Q(%Q . nT‘@), which is the
stated result. Ome can check that, for n < O(d®®), the assumption on d/2 > k >
Q(nlog(nd)) is satisfied. O

which implies that

7.4.4.1 A Private Selection Lower Bound

To prove Theorem 7.4.9, similarly to the diagonal case, we consider a test statistics that
measure the correlation between the selection mechanism M and the empirical covariance
of the dataset. Let o ~ invx?(1,1)®¢, and X ~ N(0, Diag(c))®". We consider for z € R?,
the test
22
T(z):=>_ T(z), where Tj(2):= (]2 — >U;M(X)j, (7.5)

JEld]
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where a € (0,1) is a scale parameter which we will fix later. Similarly to Section 7.3, we

compare the distribution of the two statistics:
e The OUT sample case in which we consider T (z) with z ~ N(0, Diag(o)).
e The IN sample case in which we consider T(X!) with T ~U({1,...,n}).

We begin by stating the analysis of the statistics of the Out- and In-sample cases, which,
by combining them, will give the proof of Theorem 7.4.9. Then, in section Section 7.4.4.2,

we analyze the Out-sample case, and the In-sample case in Section 7.4.4.3.

Lemma 7.4.10 (In Sample Test is Large). There are absolute constants ¢,C > 0, such
that, for k,d >0, any (k,¢)-selection mechanism M, with £ < cd(;f;;a ,if n > C'log(d)?
and k > Cnlog(nd)'/(=%) | then

Pr|T(XD) > Cdakl_a} _ Q(l)

o2 X, I, M(X) nl-a

Lemma 7.4.11 (Out Sample Test is Small). Let a € (1/2,1). There is C(a) > 0, such
that, for any n,d > 0,

Pr T(z) > C(a)d*n***'] <
cr,zw/\/’(O,Diag(a'?))[ ( ) ( ) ]

1
n?’

Combining Lemma 7.4.10 and Lemma 7.4.11 allows to show Theorem 7.4.9.

Proof of Theorem 7.4.9. Let ¢ > 0 and C(a) the constants of Lemmas 7.4.10 and 7.4.11.

Assume that

l-a 1/(1—a)
k > @n2a+17 ie k Z <C((GJ)> nfi—z.

nl-a = ¢ c

By Lemmas 7.4.10 and 7.4.11 and since the mechanism M is (g,)-DP we have that

al.l—a a1.l—a e
Q(i):Pr{T(XI)ECde }geEPr[T(Z)ECdi ]+5:0<6>+5.

n2

Thus, for § = ¢/n with ¢ sufficiently small, we obtain a contradiction. It follows that

necessarily

n:Q(kili).

7.4.4.2 Out Sample Analysis

In this section, we analyze the test statistic T on a random sample z ~ N(0, Diag(o?)).

Lemma 7.4.12 (OUT case expectation and variance). Consider T the test de-
fined in Equation (7.5). Then, it holds conditionally on o, X and M that, for
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z ~ N (0, Diag(o)),

E [T(z)] =0 and Var , ,[T(2z)] <2 Z o

z
lor, %, M =)

29 M(X);.

J

Proof. Since E[z7] = o3, we have | [T (2)] = 0. Furthermore, z%/07 ~ x*(1). Thus,

2
B [0 = E (32—1> o M(X)} = 203 M(X).

lo, X, M lo,x, M o;

Since the (7;(z)) jeld) are independent conditionally on o, X and M, using Var(T(z)) =
Zie[d} Var(T;(z)) gives the result. 0

Proof of Lemma 7.4.11. We decompose the probability based on the scale of > jeld] 0']2-“,
for any m,t > 0,

]E[ﬂT(z)Zt] S ]E |:]lzg€[d] o.j?_azmd2a:| + E []IT(Z)Zt]IZJE[d] O.JQ_aSmdQQ . (76)

2 ~invx3(1,1)®4, we have for

We control the first term using Lemma 7.A.2: since o
t > 1 that Pr(a? >t) < \/e/t (cf. Fact 7.4.2), and thus Pr(a?“ > t) < /et~ /2, Using

Lemma 7.A.2 with a = 1/2a, it holds for a > % and m > 1, that

Pr Z 0']2“ > md?® | < Kogm ™12,
Jeld]

The second term is controlled by combining Lemma 7.4.12 with Chebyshev inequality

(conditioned on o):

25,0y P MO | o

E ]IT(Z)ZthJ D.JQ_aSman:| S I ]IZje[d] a']z.agmdQ‘l t2 - t? ’

€[d]

where we used that M(X) € {0,1}%. Combining the two in Equation (7.6) yields, that

9 d2a
7’; + K2am—1/2a'

Pr(7(z) >t) <

We now proceed with a few algebraic manipulations: minimizing the upper bound in

. 1-1—2L Kogt?
m with m, 2 = 7242

yields to

Khﬁ>“@”” 2+ 1

1/2a 1
Pr(T(z) > t) < m; /* Ky <1 + ) — <4ad2a K™ -

-0 2a
Requiring the probability to be smaller than 1/n? leads to choosing t >

a+l a a+l 5,
%danmﬂ_ Denoting C(a) = % yields
1
Pr(T(2) 2 Cla)dn®™*) < .

n2

which is the desired result.
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7.4.4.3 In Sample Analysis

In this section, we analyze the behavior of the test statistic in the in-sample case, i.e., the
distribution of 7(X?), where X! is a random sample from the dataset X, and complete the
proof of Lemma 7.4.10.

Lemma 7.4.13 (IN case expectation and variance). Denote q; = %Zie[n] (Xé-)2 the
empirical variance of the dataset X on coordinate j and q = (qu,...,qn) the vector of

empirical variances. We have conditionally on X and M(X) that

a/2
E [T(XH] =), = (qj(l _a)l_ 1>M(X)j~

1—
%, I|x,Mm ey ni—e q; +

Additionally, if n > 7, for each fixed i € [n],

i ; n+1 \** 1+nq;\*
Varaz|X7M [T(X )] <4 %}(XJ)A‘() +4< n+1j) .
j

1+ nqg;

Proof. We first prove the lower bound on the expected value of T(X!). By linearity

X2
of expectation, we can consider each term 7;(X!) = <(072) - 1>0';-L./\/l (X); separately.
J

Conditionally on M(X) and X, we have that

(E[[(ij i 1) U;M(X)j]

02,1 pm,x o?|x, m

— <qj E [a’}l_ﬂ - E [aa]>M(X)j.
0'2‘)( 0'2‘)(
Recall that o ~ invx?(1,1) is conjugate prior of N'(0,02). Thus, using Fact 7.4.2, it

holds that 0']2-|X ~ invx? (v, 7%) with v =n + 1 and 72 = % e

, Le. 0']2-|X ~ %~ with
Y ~ x%(v), whose moment have closed-form formula (cf. Proposition 7.A.8). It follows

that
2 DRI 41— 9)

E [0"»1_2} = v By @22 = 7

o2x L7 r'es) ’
and /2
9—a/2p(v _ a
[031} — VT2 E[Y_a/2] — VT2 (VQ 2)
0'2|x P(f)

Since I'(§ — § +1) = (5§ — §)I'(§ — §), and after some manipulation, we obtain

q; [0';‘1_2 \ X] — (IE [ | X] = (V7_2)a/22a/2<CIj(V —a) B 1> F(%)

’ e
> (VTQ)a/227a/2 (%’(VVT; a) B 1> (%)‘“/2

_ Ta<qj(:7—; a) 1>7

where the inequality follows from Gautschi’s inequality (cf. Proposition 7.A.9) with

vo_

r =35 —1and s =1~ 5. Using the closed form expressions for v and 72 we write the
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above expression in terms of q;, n, and a

_ (an) (w1 () a—a-1)

n+1 n+1 (14 nq;)t~2
naq‘?/2
J ( (1 — _
> qj(1—a)—1).
1+ nq;

Putting it all together, we have

a/2
E [%(XI)] > Z :f,a (qj(l—(l)_:[)M(X)j

1
o2, I|x,m el q; + 5

which completes the proof of the first part of the expectation.
Controlling the variance. We now prove the upper bound on the variance of

T (X?) for fixed i € [n]. Note that conditionally on X and M(X), the random variables

2

(T;(X%)) jela) are independent from each other (they only depend on the o, which are

independent). Thus,

Varge), . [T(X")] = Z Vargz),  [T5(X")] < JE [7;(XH)?].
jeld jeia X
I\2
Recall T;(X!) = <(>;72) - 1> o{M(X); for j € [d]. Similarly to the expectation analysis,
J

we can write

; 2 i a a/2\ 2 iVdy2—a 2\ @
Ay (X5)? B % _ (X5)*v! /2 _ vr? XY= (vr?
E(X) < ( 0_2 1) Uj - ( (VTQ)l—a/Q Y < (V72)2—a + Y '

J

Expressing again the moment of Y using the gamma function and using Stirling ap-
proximation (cf. Propositions 7.A.8 and 7.A.9) a quick computation shows that, for
p€{—a,2—a}, and v > 8,

_2PT(5 +p)

E[(Y/v)?] = To it <4

and thus, since v =n+ 1 and 72 = (1 + nq;)/(n + 1),

. . 1 \2 ¢ 1 N\ @
E [E(Xz)2] < 4(X;)4< n + > + 4(+an)
olx. M 1+ nqg; n+1

Summing over each j € [d] yields the desired variance bound. O

Now that we have computed the conditional expectation and the variance of the test
in the In-sample case, we provide a constant probability lower and upper bound on the
conditional expectation and variance over the randomness of (X, M(X)). This will allow

us to conclude the analysis of the In-sample test statistic.
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Lemma 7.4.14 (“Good” event). There exists numerical constants c1, ca,cs,cq > 0 such
that, we can define as G the set of (X, M(X)) satisfying:

a/2 1_
q, qgi(l—a)—1 dek'
> nf—a< S >M(X)j > 1=

. 1 1—a
jeld Gty "

] 1 2—a 1 N\ @
Z(x;-)‘*( nt ) +<+f‘ff) < 2 log(nd)*d®,
n

jeld) 1+ nq

and such that, for any n > c3log(d)?, d > k > c3, we have

P > cy.
o',XT‘M (G) =&

Proof. We first argue that for all fixed o2 € R? and all i € [n] and j € [d] we have that
(Xé)z, qj ~ o'jz with high probability. We then argue that the bounds hold with constant
probability when (X*)? and q are (approximately) replaced with o2,

Let C > 1 be a sufficiently large absolute constant. Condition on o2 and let By

denote the event:
By = {Eli €], 3 € [d): {(X})? ¢ o2[1 + Clog(nd)]} U {qj ¢ o[l +Cn~ /2 1og(nd)]}}.

By standard concentration bounds for chi-squared random variables Prx , [Bo] =
Now, conditioned on B, for each j € [d] we have for n > clog?(d), with ¢ > 0 an

absolute constant, that

2
o (ql-a)-1\_ of (oi(l-0)-2
nl-a qj +n! — 2pl-a o? ’

J

and that, absorbing numerical constants in C|

2—a a
~ n+1 \>° 1+nq;\* (n+1)o? 1+ 2no?
XZ- 4 J <021 d2 2& J J
() <1+nqj> +<n+l < Clog(nd)"e; 1+no?/2 T\ Tt

<——— 401 2g20,
TR + C'log(nd)o;

We complete the proof by arguing that the bound holds with constant probability

over 0'2.

We consider the following events:

1. Let By = {o2;,} < 1/slog(d). Since 1/a'j2. ~ x2(1), we have using Proposi-
tion 7.A.7 that Plr(l/a'J2 > 1+1t) < ce /? (with ¢ > 0 a numerical constant) and
thus Pr(B;) < ce™® < 1/10 by a union bound and s > log(10c).

2. Let By = {O'(Qk) < (d/4k‘)2}. By Lemma 7.A.3 we have that Pr(Bs) < %
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3. Let BS be the event that the (k, £)-selection mechanism M is accurate and bounded.
By definition of M, we have that Pr(B3) < 1/3.

We have that, for n, k > ¢, where ¢ > 0 is a numerical constant, that Pr[By U B; U
By UBs| <o,(1)+1/104+2/k+1/3 <1/2.
Now, conditioned on By U By U By U B3, we have, with ¢, C' > 0 numerical constants,

oc? [o2(1—a)—1 o2 (1—a)—1
ania< it 02.) )M(X>j 27211_(120—@)<M>M(X)j

j€ld] jelk] ()
—Ct Cflgil)
using the boundedness of M and B§
ch“k‘l_a B Cglogd

nlfa nlfa

using the accuracy of M, B and 1 —a > %
dakl—a

ze—i—

. c dakl—a
assuming £ < & Togd

Where we absorbed numerical factors in ¢. This completes the proof of the first bound.

To prove the second bound, we consider for m > 1 the event By =
{Z U?g[d} > man}.
Remember that Pr(ojza > t) < y/et~ /22 Thus, using Lemma 7.A.2 with a = 1/2a,

we have Pr[By] < Kl/Qamfl/za, and conditioned on BY, since a > 1

c 2 2 2 12
Z {W—l)“ + C'log(nd) O'j“} < Cmlog(nd)=d"®.
Jjeld]
Taking m sufficiently large, absorbing constant factors and applying the union bound

over the events {B;;i € [5]} suffices to complete the proof of the claim. O

We can now eventually conclude the analysis of the in-sample case by the proof of
Lemma 7.4.10.

Proof of Lemma 7.4.10. We define conditionally on X and M(X) a random variable
ix m such that, with I ~U{1,... n},

E [TX*M)]> E [T(X).

o2%[x, M a?,I1x,.m
Note that, by the pigeonhole principle, there exists at least one index 7 that satisfies this

condition.

Consider the event G from Lemma 7.4.14 and its numerical constants (¢;)i<4. By
Lemma 7.4.13, Eg2 11, 4 [T(XD)] > ¢ d;]f:a. It follows that, conditionally on X, M
and (X, M (X)) € G,
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> Pr  |T(XxM)> B O[T(XD)

Pr T(XXM) > ¢

o2.I|G,x, M

dakl—a r :|

nl-a ol Ilgx,m | o2|x, m

since (X, M(X)) € G

> Pro|T(X%M) >

1
— o2 2 o2
’ £ £ L E] E]
o2 Ilgx,m o?.Ilgx,Mm

x|

by the definition of ix s

1B gy [T
IR [T

o2.I|q,x,Mm
by Paley-Zygmund inequality

By o [T (XXM)]2
Vargz|y [T (XXM +
1 Boepy [T (XN + Eg2iy .,
8 Va, [T (XXM + B

| =

e TP
Tx
TP

>

To2|x M o2|x,m

by the definition of ix g

The bounds on expectation and variance from Lemma 7.4.13, ensure that, for all

(X, M(X)) € G,

E [T(XI)]2 S 2 d2ef2—2a 1 Var s T (XxM)]
o?x M. =" 272 colog(nd)2d?e "7 Ix, MG
= Q(#)Var 2] [T (X)),
n2=2elog(nd)? 77X, MG
K2—2a

Thus, for k > Q(nlog(nd)/=), we have Q( ) > 1, and thus it holds that

n2—2alog(nd)?
; dei—a

Pro | T(XixM) > S0 | > s,

n

o2.I|c,x,Mm

Let E be the event E = GN{I =i(X,S)}. Since I is uniform in [n] and independent
of X and M(X), Lemma 7.4.14 implies that Pr[E] = Pr[I = i(X,S)]Pr[G] = Q(1/n).
Thus,

a1.l—a
pr |T(X) > o TF }

I dikiTe 1
| = Pr|T(X") 2 | E| Pr[E] > Q( — ),
o2, X1,S n

o2 nl—a n

Which completes the proof. 0






Appendix

7.A Concentration Results

Lemma 7.A.1 (Random Matrix Concentration). Let X be uniformly distributed on the
rank-k orthogonal projections in R, and X ~ N(0,X). There is a numerical constant
c > 0, such that, if n < ck, we have conditionally on X that, with probability at least
1 — 2exp(—ck) over the randomness of X,

k . 2k
—Px < ¥x < —Px.
2n n

Proof of Lemma 7.A.1. The singular value decomposition of X = (X1,...,X,) € R&>"
writes (considering d > k > n):

X =3 ol X)ui(X)i(X)",

i€[n]

with (u;(X))iepn) C RY and (v;(X ))ieln) € R™ orthonormal families of vectors.

Considering the above notation, on the one hand, we have that

Bx = %XXT => (O-i(i())gui(X)ui(X)Tv
i€[n]

and on the other hand
Px =) ui(X)u(X)".
i€n]
Standard results on the eigenvalues of matrices with sub-gaussian entries (such as
Vershynin (2018) Theorem 4.6.1), and the fact that X”|s is, up to a unitary transfor-
mation, a matrix with k i.i.d. isotropic Gaussian columns and d — k columns of zeros,

ensure that with probability at least 1 — 5 over the randomness of X,

< (C'max (a,az) with a = \/Z_i_ 10%@/5)7

1
XX -1, =
E :

2

with C > 0 a universal constant.
It follows that

max(0,1 — C'max(a,a?))Px < —3x < (14 Cmax(a,a?))Px.

n
k
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We then choose 3 in order to have, taking C' max(a, a?) = 1/2. w.l.o.g, we can assume

C > 1, which boils down to find 8 such that /n/k + /™ 2/5 = 1/2C. Under
k/n > (4C)?, this exactly corresponds to

5:2exp( (1/20 — F)<2exp —k/(40)).

Absorbing the constant factor in ¢ < 1/(4C)? yields the result. O

Lemma 7.A.2 (Sum of heavy tailed random variables). Let a € (0,1),t9 > 0. Let
Y be a nonnegative random variable such that Pr[Y > t] < Ct~ for all t > to. Let
Yi,...,Yy be ii.d. copies of Y. Then there exists K = K(C,a,tg), such that for all
m > 1,

Pr

d
Y Yi> mdl/a] < Km™*,
i=1

1/a
or equivalently, for any 6 > 0, EZ 1 Y; < (%) wp at least 1 — .
For a =1, it holds that

Pr

)

d
med]gﬁlogw

X m
=1

where K1 = (2C + tp).

Proof. Let A := max{C,t§}. Then for all ¢ > 0, Pr[Y > ¢] < min(1,Ct™®). Let

S ZY,, M 1H§1zagxdy“ z=md"’ .

By the union bound,

Pr [M > g] < dPr [Y > g} < dmin (10(‘;) > = min(d, C2°m™%) < 2%m™~
Now let T' = Zle Yil[Y; <z/2]. If S >z and M < z/2, then T =S > z, so

Pr[S > 1] SPr(Szx, M<g)+Pr(SZx, M > ;)<Pr(T>x)+Pr(M

1\3\&
\‘_/

Moreover, for a < 1,
ET)=dE[Y1]Y < z/2]]

x/2
< d/ PrlY > 1] dt
0

x/2
< dty+ dC t—dt
to

= dto+ flfc (("z)l_a - té‘“),



7.A. Concentration Results 189

thus E[T] < %20‘_1:61_0‘ for ¢’ = max(C, — = a) By Markov’s inequality,

E[T] _ Caa—ldxga _ Cc20-1

T 11—« 11—«

m*&

Pr[T > 2] <

where the last inequality holds by the fact that z = md"/®, so dz=® = m~®. Combining
the two:

“r9a—1
Pr[$ = md!/] < C2m™ 4+ T——m™" < Kagom ™"
-
where K := max{C,t§} (20‘ 2 ;) .
For a =1,
z/2
E[T] < dty + dC % dt = dty + dC log( )
o 210

+ C'log(md/2tp) And

to
m m

Thus Pr[T > z] <

Pr[SZmdl/a]§§+tﬁ+M<K1M
m

m m m

where K} = (2C + ty). O

Lemma 7.A.3 (Top-k samples from invx?(1,1)). Let o ~ invx?(1,1)%?, then for all
1<k<d/2,

d? 2
PI'|: (k)>4k2:| 21—%

Proof. For all i € [d], since a; ~ invx?(1,1), we have for t > 1 that Pr(o; > t) =
C(t)t/2, with C(t) € [1,/e].

Consider the events H; := {o; > d*/(2k)*} and let S = > icfa) La;- It holds that
Pr(H;) = C(2k/d)%, and thus E[S] = C(2/d)2k. Since S is the sum of independent

Bernoulli random variables, Chebyshev’s inequality yields

1

—

l\J
[\

m<s< [ﬂ):m(S—mﬂzEm>
< pr ((5 - Els)? 2 5 EIsP)
< 1—PI’[H1]
- dPI‘[Hl]
_ L= CeHak/d
=Tk

Using C'(2k/d) > 1, it follows that O'(Qk) > % with probability at least 1 — 2 +

&\w

Lemma 7.A.4 (Conditional Gaussian Expectation). Let pu ~ N(0,pl;) and X =
(X1, ., X ~ N(, 2), where & € R s as positive symmetric matriz. Then it
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holds that
1.\ /1 ! 1 ,
plx ~ N((Hd + 2) X, (]Id + n21> ) , wherex = — Z X",
np p n :
i€[n]
Proof. Since (pu, X%, ..., X") is a gaussian vector, so is p|x by Gaussian conditioning. By

Bayes rule, we have that the density of p|x—x is proportional to
1 B 1 -
Pplx—x () o< exp <—2uT(p 11I)u> I] exp (—2()(1 —w)TE N(x! - u)),
i€(d]

Dropping terms independent of u, the density is thus

1 1 _ 1o
Pulx_x (W) X exp <—2uT(pH +nX 1>u +ulnx 1x>pﬂx_x(u)

1 1 2
xexp | —= Hu— <]I+n21>n§]1x .
2 %H+7l2_1

P
Up to a multiplicative term independent of w, which concludes the proof. ]

Proposition 7.A.5 (Pinsker’s inequality). For all probability distributions P and Q
we have dpy (P, Q) < 1/ 3dkL(P, Q).

Proposition 7.A.6 (KL divergence between Gaussians). Fiz o2, 1,2 € R. Then
dir, (N (1, 0%), N (p2,02)) = b%(w)% Moreover, for all n € N we have

(e

Ak (N (i1, 0%)™, N (2, o)) < 2oke (111122,

[

Proposition 7.A.7 (Concentration of the x?(k) random variable (Laurent and Massart,
2000)). Let x ~ x2(k), then for anyt >0

Pr(x — k > 2Vkt + 2t) < exp(—t), Pr(k—x < 2Vkt) < exp(—t).

Proposition 7.A.8. Let Y ~ x%(k) be a chi-squared random variable with k degrees
of freedom. Then for all m > —k/2

2T (5 4+ m)

T

Proposition 7.A.9 (Gautschi’s inequality). For all z,s € (0,1) we have T'(z + 1) =

—S I'(x+1 —8
2l(z) and 2% < Fgmisg < (z+ 1)t
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Summary of the thesis

In this thesis, we study several aspects of robustness in statistical learning and optimization.

In Chapter 2, we introduce supervised learning, first-order convex optimization, dis-
tributed learning, Byzantine robustness, and differential privacy. This sets the stage for our
main contributions by illustrating some fundamental concepts and situating them within
the literature.

In Chapter 4 we propose a generic approach for designing gossip communication
algorithms robust to Byzantine failures, which makes non-trivial use of robust averaging
rules. The resulting communication algorithm converges linearly to a consensus with a
controlled error. Its guarantees match those of the non-robust gossip in the absence of
Byzantine failures, and degrades when the number of Byzantine failures increases, up to
a breakdown point. This breakdown point relates the smallest nonzero eigenvalue of the
Laplacian matrix of the honest subgraph to the number of Byzantine clients located in
the neighborhood of each honest node. By providing examples on which communication
cannot be robust, we show that the breakdown point of the robust gossip method with
a clipping aggregation rule is optimal, up to a multiplicative factor of 2. By combining
it with existing analysis, we propose a provably robust Decentralized-SGD algorithm. To
test the robustness of decentralized optimization algorithms, we propose a new Byzantine
attack that relies on spectral clustering of the communication graph. This allows us to
compare the empirical performance of our method with that of previous ones on averaging
and learning tasks, both against our attack and standard ones. These experiments validate
the superior robustness of our method.

In Chapter 5 we investigate the feasibility of the dual approach for designing robust
decentralized optimization algorithm in presence of Byzantine fault. Formulating the prob-
lem in a constrained optimization approach, we re-interpret existing robust communication
approaches as a control on the dual variable. To go beyond this insight, we propose a
clipping-based robust communication algorithm with a global clipping threshold and identify
under which condition it provably decreases the mean-squared-error. Then, we discuss the
key challenges for dual-approach-based algorithms and proofs in the Byzantine context.

In Chapter 6 we formalize centralized learning with Byzantine fault as a an optimization
task with inexact gradient oracles. This allows both to recover tight convergence guarantees
for existing algorithm as D-GD, and pave the way for a more systematic design of efficient
robust algorithms. We demonstrate this point by proposing two fast algorithms. The first
one follows the “optimization under similarity” perspective. It uses a cheap access to a proxy
of the loss function to drastically reduce the number of communications round, in particular
when the hessian of the proxy is close to the one of the global loss. The second one is an
extragradient method, which enjoys an accelerated rate towards the optimal error under
both a relative and an absolute error term in the gradient. This result outperforms previous
works on acceleration with such inexact oracles in both the asymptotic error, and in the
condition of the relative error. Eventually, this extra-gradient method can also be applied
in the similarity setting, although under a more restrictive heterogeneity assumption.

In Chapter 7 we investigate the feasibility of private mean estimator whose sampling



complexity for a given error does not depend on the ambient dimension, but rather on
quantities such as the trace of the (square root of) the covariance matrix of the distribution.
We show that, when the covariance matrix is unknown, there is an unavoidable accuracy
penalty compared to optimal estimators that know the covariance matrix, and that this
penalty grows as a power of the dimension. This conclusion is supported by two analyses:
in the first, we consider covariance matrices that are orthogonal projection, and show that
the naive private mean estimation algorithm is optimal when the number of samples is
smaller than the rank of the covariance matrix. In the second example we consider diagonal
covariance matrices whose effective dimension is logarithmic with respect to the dimension.
We show that covariance-agnostic estimators always suffer from a penalty that grows as a
power of the ambient dimension, as long as the number of samples is less than a fractional
power of the ambient dimension. This work provides a negative answer to the question of
the feasibility of dimension-independent private mean estimator in the unknown covariance

setting.

Open directions

Following these works, several exciting directions appear.

However, considering the rise of LLMs-based automatic search for open directions and
subsequent production of "scientific" papers, those open directions shall remain private. If
you are interested in a direct follow-up from one of my papers in the next few years, do not
hesitate to reach me out to see if I'm planning to work on this, this could lead to a fruitfull

collaboration!
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Résumé : Utilisation d’ algorithmes d’optimisation dis-
tribués en machine learning permet a la fois de lais-
ser les données stockés sur les appareils d’ou elles
sont issus - offrant plus de souveraineté a leur au-
teurs - et d’exploiter la capacité des calculs de ces ap-
pareils. Cependant, I'utilité pratique de ces méthodes
se heurte a deux challenges : garantir la confidentia-
lité des données, mémes stockés en local, requiére
I'utilisation d’algorithmes avec garanties formelles de
confidentialité; et 2. la démultiplication d’appareils
dans un processus d’optimisation collaborative im-
plique un risque accru d’appareils défaillants (nommé
défaillance Byzantine), qui pourrait corrompre I'optimi-
sation en transmettant des messages erronés.

Pour sécuriser les algorithmes a la présence de
défaillance Byzantine, nous commengons par pro-
poser des algorithmes de communication robustes

lorsque les appareils communiquent de pair a pair
dans un graphe de communication. Nous analysons
précisément le point de rupture de ces algorithmes
par une approche spectral, et montrons leur effica-
cité pour I'optimisation. Dans un second temps, ces
algorithmes sont étudiés par la biais d’'une approche
duale. Dans une seconde partie, nous proposons une
abstraction du probléme d’optimisation distribuée ro-
buste en présence d’'un serveur central, ainsi que
deux méthodes permettant de réduire la complexité
communicationnelle. Enfin, nous étudions la faisabi-
lité de moyenne avec garanties de confidentialité dont
I'erreur ne dépend de la dimension que a travers la
matrice de covariance de la distribution sous-jacente
des données, et apportons une réponse négative a
cette question en I'absence d’a priori fort sur la ma-
trice de covariance.

Title : Contributions on Robust Distributed Learning

Keywords : Convex optimization, Adversarial Robustness, Differential Privacy, Distributed Learning, Distribu-

ted Systems

Abstract : The use of distributed optimization algo-
rithms in machine learning makes it possible both to
keep data stored on the devices from which it ori-
ginates—thereby offering greater control to its crea-
tors—and to leverage the computational power of
those devices. However, the practical utility of these
methods faces two challenges : ensuring data privacy,
even when stored locally, requires the use of algo-
rithms with formal privacy guarantees ; and 2. the pro-
liferation of devices in a collaborative optimization pro-
cess entails an increased risk of faulty devices (known
as Byzantine faults), which could corrupt the optimiza-
tion by transmitting erroneous messages.

To secure algorithms against Byzantine faults, we be-
gin by proposing robust communication algorithms for

scenarios where devices communicate peer-to-peer
within a communication graph. We precisely analyze
the failure point of these algorithms using a spectral
approach and demonstrate their effectiveness for op-
timization. Next, we study these algorithms using a
dual approach. In the second part, we propose an
abstraction of the robust distributed optimization pro-
blem in the presence of a central server, along with
two methods for reducing communication complexity.
Finally, we investigate the feasibility of mean estima-
tion with confidentiality guarantees, where the error
depends on the dimension only through the cova-
riance matrix of the underlying data distribution, and
conclude that this is not feasible in the absence of
strong prior assumptions about the covariance matrix.

Institut Polytechnique de Paris
91120 Palaiseau, France

DE Pp



	Introduction
	Introduction
	Context
	Scope of the Thesis
	Outline of the Thesis

	Technical Background
	Supervised Learning
	Introduction to First Order Optimization
	Convergence of Gradient Descent
	Faster Algorithms
	Stochastic Gradient Descent

	Distributed Learning
	Introduction
	Federated Learning
	Decentralized Learning

	Adversarial Robustness
	Historical Perspectives
	The Machine Learning Setting
	Robust Algorithms
	Links with the Robust Statistics Literature

	Privacy
	Why Differential Privacy?
	Formal Guarantee
	Differentially Private Algorithms


	Technical Summary of the Contributions

	Byzantine Resilience in Decentralized Optimization
	A Unified Breakdown Analysis for Byzantine Robust Gossip
	Introduction
	Background
	Decentralized Optimization
	Byzantine-Robust Decentralized Optimization

	The Robust Gossip Framework
	The Robust Gossip Method: Adding Robust Differences Instead of Averaging Robustly
	Robust Summation Functions
	Convergence of RG under (b, )-Robustness
	Spectral Limit of r-Robust Decentralized Algorithms.

	From the General Framework to Practical Decentralized Algorithms
	Examples of (b, )-Robust Rules
	Byzantine Robust Distributed SGD on Graphs

	Attacking Robust Gossip Algorithms
	Experimental Evaluation
	Conclusion
	Additional Discussion
	Asynchronous Communications
	Choosing the Graph's Weights

	Experiments
	Detailed Experimental Setup
	Additional Empirical Results

	Analysis of the Robust Gossip Method
	Proof of gossipprimal:thm:consensustight
	Proof of gossipprimal:csq:characterizationbias

	Proof of gossipprimal:thm:breakdownpointgraph - Upper Bound on the Breakdown Point
	Definition of the Family of Graphs
	No Algorithm can be -Robust on Nm,k.
	Spectral Properties of the Graph

	(b,)-Robust Summation Rules
	Clipping
	Geometric Trimming a.k.a. NNA

	Proofs for D-SGD

	Byzantine-Robust Gossip: Insights from a Dual Approach
	Introduction
	Deriving EdgeClippedGossip
	Gossip - Average Consensus Case
	The Dual Approach in Decentralized Optimization

	Global Clipping
	The Global Clipping Rule
	Convergence Result

	Beyond Global Coordination and Averaging
	Dual Interpretation of Existing Algorithms
	Dual Formalism for Asymmetric Clipping

	Experiments
	Conclusion
	Experimental design
	Byzantine attacks in the federated case

	Proofs
	Notations
	Analysis of Global Clipping Rule (GCR) gossipdual:thm::Descent global clipping
	A simplified global clipping rule



	Byzantine Resilience in Federated Optimization
	From Inexact Gradients to Byzantine Robustness: Acceleration and Optimization under Similarity
	Introduction
	Setting and Reduction
	Byzantine Robust Distributed Optimization
	Reduction to an Inexact Gradient Problem
	First Consequences of the Inexact Oracle Approach

	Gradient Descent under Similarity
	Setting
	Convergence Results

	An Accelerated Inexact Extra-gradient Method
	General Inexact Algorithm
	Acceleration Without Similarity
	Focus on the Byzantine Setting

	Experiments
	Setup
	Analysis

	Conclusion
	Related Concurrent Work shi2025optimal
	Robust Aggregation Rules
	Robustness of the Multivariate Huber Estimator.
	From Byzantine-Robust Gossip to Byzantine-Robust Distributed Learning

	From Hessian Similarity to Bounded Heterogeneity
	Proof of prop:similaritytoGBheter
	Extension to a Dimensionally-Tight Definition of Robustness

	Convergence of federated:alg:FedProxyProx and federated:alg:accinexactextragradient
	Introduction of Standard Optimization tools
	Convergence of PIGS (federated:alg:FedProxyProx)
	Convergence of the Accelerated Inexact Extra-gradient Method (federated:alg:accinexactextragradient)

	From devolder2013first acceleration to acceleration for (2,=0)-inexact oracles
	Link to First Order (,L,) Oracles
	Convergence Results

	Additional Experiments
	Description of the Attacks
	Parameter Tuning
	Empirical Results

	Additional Discussion
	Limitations



	Privacy
	The Curse of Dimensionality in Privacy: High-dimensional Mean Estimation with Unknown Covariance
	Introduction
	Contributions
	Proof Technique
	Notation

	Preliminaries
	Differential Privacy
	Risk Definition

	The Non-Diagonal Case
	Main Result
	From Mean Estimation to Sampling
	Lower-Bound on the Sampler Norm

	The Diagonal Case
	Prior Distribution
	Main Result
	From Mean Estimation to Sampling and Selection
	Lower Bound on the Accuracy of the Selection Mechanism

	Concentration Results


	Conclusion and Perspectives
	Bibliography


